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Digital financial inclusion is a key priority topic for the 

Global Partnership for Financial Inclusion (GPFI), based 

on its potential to expand financial access and inclu-

sion globally. This sustained focus has generated key 

guidance, such as the High-Level Principles (HLPs) for 

Digital Financial Inclusion in 2016, the G20/GPFI report 

Digital Financial Inclusion: Emerging Policy Approaches 

in 2017, and the G20 High-Level Policy Guidelines on 

Digital Financial Inclusion for Youth, Women and SMEs 

in 2020. Each of these GPFI deliverables has been aimed 

at driving the adoption of trustworthy digital financial 

services (DFS) and products to achieve financial inclu-

sion goals, as well as the related G20 goals of inclusive 

growth and increasing women’s economic participation. 

This implementation guide for the High-Level Principles 

(HLPs) for Digital Financial Inclusion builds on the GPFI’s 

work and aims to provide practical guidance on effective 

implementation of the HLPs. The guide is for policy mak-

ers from countries in various stages of development. 

The guide dedicates individual chapters to HLPs 1–6 and 

emphasizes practical “how-to” approaches and replica-

ble examples of good practices, as well as highlighting 

potential risks. Each chapter also features additional 

resources that policy makers can consult on that topic. 

HLP 1: Promoting a Digital Approach to Financial 
Inclusion: Promote DFS as a priority to drive the devel-

opment of inclusive financial systems, including through 

coordinated, monitored, and evaluated national strate-

gies and action plans. The following activities are key for 

implementation of HLP 1:

1. Understand the financial inclusion landscape to 

develop appropriate, effective, and timely measures 

to increase digitally enabled financial inclusion. Policy 

makers should first undertake a detailed assessment 

of the financial landscape with a focus on determining 

how DFS have (or have not) played a role in achieving 

inclusion objectives. 

2. Develop a national financial inclusion strategy that 

reflects the challenges and opportunities detailed in 

the data collection and diagnostics. Having applied 

the diagnostic frameworks to highlight the gaps in 

inclusion and identified the DFS levers to address 

those gaps, these insights should then be channeled 

into the development of a strategy. The development 

and implementation of a national financial inclusion 

strategy should ensure the participation of the pri-

vate sector as a key partner and consider the various 

use cases for stimulating DFS—for example, the digi-

tization of large-volume government payments.

The challenges around implementing HLP 1 include col-

lecting the accurate and comprehensive data needed to 

ensure that a national financial inclusion strategy is tar-

geted to the conditions on the ground, and coordinating 

the various and necessary stakeholders from the public 

and private sector, as well as from outside the financial 

sector.

HLP 2: The Importance of Balancing Innovation and 
Risk to Achieve Digital Financial Inclusion: Balance 

promoting innovation to achieve digital financial inclu-

sion with identifying, assessing, monitoring, and manag-

ing new risks. The following activities are key for effective 

implementation of HLP 2:

1. Identifying the risks in a jurisdiction is a critical first 

step. Risks particularly relevant to DFS include con-

sumer, stability, and integrity risks. The regulatory 

and supervisory framework around DFS should be 

established to mitigate these risks without unduly 

constraining innovation in the market. Applying the 

principle of proportionality for effective and balanced 

risk mitigation is essential to supporting innovation 

and achieving the benefits of greater inclusion. 

2. Develop the tools needed to support innovation: 

Once the risk assessment is complete, policy mak-

ers should explore how further to support innovation 

while remaining vigilant about new risks that may 

arise from the same. 

Executive Summary

https://www.gpfi.org/publications/g20-high-level-principles-digital-financial-inclusion
https://www.gpfi.org/publications/g20-high-level-principles-digital-financial-inclusion
https://www.gpfi.org/sites/gpfi/files/documents/Digital%20Financial%20Inclusion-CompleteReport-Final-A4.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.gpfi.org/publications/g20-high-level-principles-digital-financial-inclusion
https://www.gpfi.org/publications/g20-high-level-principles-digital-financial-inclusion
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The challenge around implementing HLP 2 is getting the 

balance right between protecting the stability, integrity, 

and users of a financial system while creating an inclu-

sive innovation-driven sector.

HLP 3: Provide an Enabling and Proportionate Legal 
and Regulatory Framework for Digital Financial 
Inclusion: Provide an enabling and proportionate legal 

and regulatory framework for digital financial inclusion, 

taking into account relevant standards and guidance 

from the G20 and international standard-setting bodies. 

The following activities are key for for effective imple-

mentation of HLP 3:

1. Ensure that the fundamentals of regulating the DFS 

landscape are in place, including entry requirements, 

prudential requirements, market conduct and integ-

rity, financial consumer protection, safeguards for 

anti-money-laundering and countering the financing 

of terrorism, and an insolvency regime. 

2. Ensure that the basic regulatory enablers for digital 

financial inclusion are in place. 

3. Put in place public policy measures and initiatives 

that support the development of fintech activities. 

4. Consider how the issues around regulatory perimeter, 

competition, outsourcing, and so on relate directly to 

fintech. Evaluate the regulatory treatment of the lat-

est technological developments, of third-party pro-

viders/outsourcing, and of platform finance. Also, 

identify interventions that increase the value of data 

for poor and excluded customers, and mitigate risks. 

And finally, particularly because of the emerging role 

of bigtech and the impact it may have on small fin-

techs, evaluate the issue of competition. 

A key challenge around implementing HLP 3 is that reg-

ulators and supervisors need to anticipate and respond 

to rapidly changing market conditions that may be espe-

cially challenging for small, low-income countries. Also, 

supervisory capacity and resources in the context of the 

current state of suptech and regtech are limited.

HLP 4: Expand the Digital Financial Services Infra- 
structure Ecosystem: Expand the DFS ecosystem—

including the financial and the information and com-

munications technology infrastructures—for the safe, 

reliable, and low-cost provision of DFS to all relevant geo-

graphical areas, especially underserved rural areas. The 

following activities are key for effective implementation 

of HLP 4:

1. Design key payment infrastructures that consider the 

use of new and existing technologies, products, and 

access modes in a balanced way to expand access to 

and usage of transaction accounts.

2. Ensure that information and communications tech- 

nology and shared market infrastructures are effec-

tive in supporting financial inclusion efforts by provid-

ing critical information to financial service providers, 

including an identification infrastructure, a credit 

reporting system, and other data-sharing platforms.

3. Design effective transaction account and payment 

product offerings to meet a broad range of transac-

tion needs of the target population and at low cost.

4. Ensure that access points are readily available to aug-

ment the usefulness of transaction accounts.

5. Conduct and coordinate ongoing and effective edu-

cation and outreach with public- and private-sector 

stakeholders’ efforts to support awareness and finan-

cial literacy.

6. Leverage large-volume and recurrent payment 

streams, including remittances, to increase the num-

ber and usage of transaction accounts. 

Key challenges around implementing HLP 4 include 

aligning policy objectives with technology implementa-

tions, a lack of domestic interoperability, a lack of har-

monized data standards for cross-border payments, the 

lack of a level playing field in accessing shared infrastruc-

tures, investment and operational costs, operational and 

cyber resilience challenges, a strong cash culture, digital 

exclusion and a lack of digital literacy and digital financial 

literacy, and market concentration.

HLP 5: Establish Responsible Digital Financial Prac-
tices to Protect Consumers: Establish a comprehen-

sive approach to consumer and data protection that 

focuses on issues of specific relevance to DFS. The fol-

lowing activities are key to implementing HLP 5 success-

fully:

1. Follow key international standards and guidance, 

most notably the G20/OECD High-Level Principles 

on Financial Consumer Protection.

2. Update the legal, regulatory, and supervisory frame-

work to address risks from digital innovations and 

new business models. Some of the key risks include 

(a) fintech operator fraud or misconduct, (b) plat-

form/technology unreliability or vulnerability, (c) 
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consumer disclosure and transparency in a digital 

context, (d) increased risk of product unsuitability, 

(e) conflicted fintech business models leading to con-

duct that is not in consumers’ interests, and (f) algo-

rithmic decision-making leading to potentially unfair 

outcomes and/or systemic biases against vulnerable 

populations.

3. Articulate clear requirements for financial service 

providers and their intermediaries to ensure the fair 

and equitable treatment of consumers and effective 

disclosure and transparency.

4. Introduce and enforce data-governance and privacy 

rules and protect consumers against fraud and mis-

use.

5. Have an accessible, affordable, timely, and transpar-

ent complaint-handling and redress mechanism that 

helps build customer trust.

The challenges around implementing HLP 5 include 

constant technological evolution and rapidly changing 

market conditions, with new non-bank actors, while 

ensuring a timely and adequate regulatory and supervi-

sory response given capacity and resourse constraints 

faced by regulators. 

HLP 6: Strengthen Digital and Financial Literacy 
and Awareness: Support and evaluate programs that 

enhance digital and financial literacy based on the 

unique characteristics, advantages, and risks of DFS and 

channels. The following activities are key to implement-

ing HLP 6 successfully:

1. Follow key international guidance, most notably the 

G20/OECD INFE Policy Guidance on Digitalisation 

and Financial Literacy.

2. Collect evidence and develop a diagnostic to estab-

lish the level of awareness of, demand for, and usage 

of DFS, as well as the level of digital financial literacy. 

3. Develop coordinated cross-stakeholder and cross- 

sectoral strategic approaches to strengthening digi-

tal financial literacy. 

4. Develop competency frameworks on digital financial 

literacy. 

5. Ensure the effective delivery of programs to enhance 

digital financial literacy. 

6. Facilitate the evaluation of financial-education pro-

grams to enhance digital financial literacy.

7. The challenge around implementing HLP 6 is ensur-

ing that digital-literacy programs keep pace with rapid 

innovation in DFS. Also required is a more empirical 

approach to evaluating the impact of initiatives aimed 

at supporting digital financial literacy. 

In addition to providing guidance on implementation 

approaches and best practice, this guide also provides a 

self-assessment tool that will allow countries to evaluate 

their progress on each HLP and consider prerequisites 

and sequencing for given actions. The questions in each 

HLP-specific checklist are organized as they correspond 

to the building blocks in the guidance chapters and are 

ordered according to two levels: the first focuses on 

minimum standards that should be in place in any juris-

diction where digital financial products and services 

are being delivered, and the second focuses on addi-

tional policy and regulatory levers and tools that can be 

employed to address newly emerging risks specifically 

and more effectively.

HLPs 7 and 8 have not been discussed in separate ded-
icated chapters considering the existing and ongoing 
work on these topics and still evolving international 
good practice. But these HLPs, and the resources rel-
evant to their implementation, also warrant attention.  

HLP 7: Facilitate Customer Identification for Digital 
Financial Services: Facilitate access to digital financial 

services by developing, or encouraging the develop-

ment of, customer identity systems, products and ser-

vices that are accessible, affordable, and verifiable and 

accommodate multiple needs and risk levels for a risk-

based approach to customer due diligence. 

Among existing guidance on HLP 7, the GPFI note on Dig-

ital Identity Onboarding published under the Argentinian 

Presidency in 2018 outlines seven policy measures that 

governments should consider in order to have an iden-

tity effective ID system that meets the goal of including 

everyone in the financial sector: 

1. Ensure an integrated identity framework

2. Consider the appropriateness of the regulatory 

framework to capture the challenges related to digital 

ID, and risks to its appropriate implementation; delib-

erate updates to the regulatory framework 

3. Establish a reliable oversight model to include 

stakeholders beyond the traditionally regulated 

financial institutions who can introduce risks to 

digital ID systems

https://www.oecd.org/finance/G20-OECD-INFE-Policy-Guidance-Digitalisation-Financial-Literacy-2018.pdf
https://www.oecd.org/finance/G20-OECD-INFE-Policy-Guidance-Digitalisation-Financial-Literacy-2018.pdf
https://www.gpfi.org/sites/gpfi/files/documents/G20_Digital_Identity_Onboarding.pdf
https://www.gpfi.org/sites/gpfi/files/documents/G20_Digital_Identity_Onboarding.pdf
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4. Build authentication and service delivery systems 

that protect user privacy, and provide individuals with 

the right to access their data and oversight over how 

their data is shared 

5. Establish clear and well-publicized procedures for 

citizen redress, including defining where the respon-

sibility lies if errors emerge or if the security of a per-

son’s identity is compromised

6. Support and empower development of private sec-

tor led services to leverage the legal ID infrastructure 

for building out digital layers. These services should 

be safe, reliable efficient, and interoperable, and the 

market should be competitive

7. Public authorities should closely monitor new 

approaches to ID that are emerging, with a view to 

share knowledge and establish common legal frame-

works at the domestic and international levels

Additionally, the GPFI report on Advancing Women’s 

Digital Financial Inclusion delivered under the Saudi 

Presidency, has prioritized universal access to official 

identity systems and documents for all women and girls. 

This is particularly relevant as the lack of ID was cited as 

the main barrier for bank account access for one in five 

women globally.

HLP 8: Track Digital Financial Inclusion Progress: 
Track progress on digital financial inclusion through a 

comprehensive and robust data measurement and eval-

uation system. This system should leverage new sources 

of digital data and enable stakeholders to analyze and 

monitor the supply of—and demand for—digital financial 

services, as well as assess the impact of key programs 

and reforms.

The G20 Financial Inclusion Indicators serve to inform 

policy makers and to enable monitoring of financial 

inclusion development, both at national and global lev-

els, when used in conjunction with additional country- 

specific indicators. The World Bank’s Global Findex 

Database comprises a  comprehensive list of key dig-

ital financial inclusion indicators for countries to track  

progress against and is sex-disaggregated, which makes 

Other resources relevant to HLP 7

• BTCA: Reaching Financial Equality for Women, 2021

• CGAP: Risk-Based Customer Due Diligence: Regulatory Approaches, 2019

• FATF: COVID-19-Related Money Laundering and Terrorist Financing: Risks and Policy Responses, 2019 

• FATF: FATF Guidance: Anti-Money Laundering and Terrorist Financing Measures and Financial Inclu-

sion, with a Supplement on Customer Due Diligence, 2017

• ID4D/World Bank Group: Principles on Identification for Sustainable Development: Toward the Digital 

Age, 2021

• ITU: Digital Financial Inclusion, 2021

• ITU: e-KYC Use Cases in Digital Financial Services, 2021 

• ITU: Implementation of Secure Authentication Technologies for Digital Financial Services, 2020

• World Bank: Digital ID Assessment Instrument: Financial Sector Module, 2021

• World Bank: Digital ID to Enhance Financial Inclusion: A Toolkit for Regulatory Authorities, 2021

https://www.gpfi.org/sites/gpfi/files/sites/default/files/saudig20_women.pdf
https://www.gpfi.org/sites/gpfi/files/sites/default/files/saudig20_women.pdf
https://datatopics.worldbank.org/g20fidata/
https://www.worldbank.org/en/publication/globalfindex
https://www.worldbank.org/en/publication/globalfindex
https://www.betterthancash.org/explore-resources/reaching-financial-equality-for-women
https://www.cgap.org/research/publication/risk-based-customer-due-diligence-regulatory-approaches
https://www.fatf-gafi.org/media/fatf/documents/COVID-19-AML-CFT.pdf
https://www.fatf-gafi.org/publications/financialinclusion/documents/financial-inclusion-cdd-2017.html
https://www.fatf-gafi.org/publications/financialinclusion/documents/financial-inclusion-cdd-2017.html
https://id4d.worldbank.org/guide/1-principles#:~:text=The%20Principles%20are%20organized%20according,inclusion%2C%20design%2C%20and%20governance.&text=Ensuring%20universal%20coverage%20for%20individuals,availability%20of%20information%20and%20technology
https://id4d.worldbank.org/guide/1-principles#:~:text=The%20Principles%20are%20organized%20according,inclusion%2C%20design%2C%20and%20governance.&text=Ensuring%20universal%20coverage%20for%20individuals,availability%20of%20information%20and%20technology
https://www.itu.int/en/itunews/Documents/2021/2021-03/2021_ITUNews03-en.pdf
https://figi.itu.int/wp-content/uploads/2021/05/e-KYC-innovations-use-cases-in-digital-financial-services.pdf
https://www.itu.int/en/ITU-T/extcoop/figisymposium/Documents/ITU_SIT_WG_Implementation%20of%20Secure%20Authentication%20Technologies%20for%20DFS.pdf
https://documents1.worldbank.org/curated/en/099830305172211465/pdf/P1647700cc9fc10a20ba250e2ba07d1347a.pdf
https://documents1.worldbank.org/curated/en/099650005162214653/pdf/P16477001277440f10b8080dc6f51daf2dc.pdf
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Other resources relevant to HLP 8

• AFI: National Financial Inclusion Strategy Monitoring and Evaluation Toolkit, 2021

• AFI: Digital Financial Service Indicators, 2019

• CPMI: Payment Aspects of Financial Inclusion in the Fintech Era, 2020

• CPMI: Payment Aspects of Financial Inclusion, 2016

• OECD: OECD/INFE Toolkit for Measuring Financial Literacy and Financial Inclusion 2022, 2022 

• World Bank: Global Financial Inclusion and Consumer Protection (FICP) Survey (database and reports)

• World Bank: How to Measure Financial Inclusion, 2015

it particularly useful to increase women’s digital finan-

cial inclusion. Findex data is also used to track progress 

against SDG8: Promote sustained, inclusive and sustain-

able economic growth, full and productive employment 

and decent work for all.  

The World Bank and CPMI’s Payment Aspects of Finan-

cial Inclusion: Application Tools contains the PAFI 

questionnaire, which is a tool for authorities that are 

interested in carrying out a self-evaluation exercise in 

their application of the guiding principles. 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.afi-global.org%2Fpublications%2Fnational-financial-inclusion-strategy-monitoring-and-evaluation-toolkit%2F&data=05%7C01%7Casarkar1%40worldbank.org%7Ccc21274bfa1f4d13580f08da22e7a80c%7C31a2fec0266b4c67b56e2796d8f59c36%7C0%7C0%7C637860676193146931%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=sl7uEWgqym3BZwoFFs5n9nTzniu7a3oy9ZZbnu3g2lo%3D&reserved=0
https://www.afi-global.org/sites/default/files/publications/2019-07/AFI_GN33_DFS_AW_Digital.pdf
https://www.bis.org/cpmi/publ/d191.htm
https://www.bis.org/cpmi/publ/d144.pdf
https://www.oecd.org/financial/education/2022-INFE-Toolkit-Measuring-Finlit-Financial-Inclusion.pdf
https://www.worldbank.org/en/topic/financialinclusion/brief/ficpsurvey
https://www.worldbank.org/en/topic/financialinclusion/brief/how-to-measure-financial-inclusion
https://www.bis.org/cpmi/publ/d195.pdf
https://www.bis.org/cpmi/publ/d195.pdf
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Background and Context 

The Global Partnership for Financial Inclusion (GPFI) is 

an inclusive platform for all G20 countries, interested 

non-G20 countries, and relevant stakeholders to carry 

forward work on financial inclusion. The GPFI’s efforts 

include helping countries put into practice the 2020 G20 

Financial Inclusion Action Plan, strengthening data for 

measuring financial inclusion, and developing method-

ologies for countries wishing to set targets. Digital finan-

cial inclusion is a key priority topic under the 2020 G20 

Financial Inclusion Action Plan.

Digital technologies offer a powerful solution for expand-

ing access to financial services to the estimated 1.4 bil-

lion adults globally who are still excluded from the formal 

financial system. By enabling innovative business mod-

els, digital technologies can help connect more people 

at lower costs—including those living in rural and remote 

areas—to critical financial services that help people 

manage their financial lives. Leveraging the opportuni-

ties that technology offers to reduce costs, expand scale, 

and deepen the reach of financial services will be critical 

to achieving universal financial inclusion. (See boxes A.1 

and A.2 for detailed definitions of “financial inclusion” 

and “digital financial inclusion.”) Digital financial inclu-

sion promotes efficient interconnection among partici-

pants in economic activities. 

Increased levels of financial inclusion can reduce poverty, 

enhance resilience, and improve the lives of the poor and 

underserved segments, women, youth, micro, small, and 

medium-sized enterprises (MSMEs), and displaced pop-

ulations. The 2010 G20 Principles for Innovative Financial 

Inclusion spurred initial efforts and policy actions to pro-

mote financial inclusion. In 2016, the G20 published the 

High-Level Principles (HLPs) for Digital Financial Inclu-

sion to build on that success by providing a basis for coun-

try action plans reflecting country context and national 

circumstances to leverage the huge potential offered by 

digital technologies. These eight HLPs are based on the 

rich experience reflected in standards and guidance from 

the G20 and international standard-setting bodies. 

The G20 HLPs for Digital Financial Inclusion are a cat-

alyst for action for the G20 to drive the adoption of 

trustworthy digital approaches to achieve financial inclu-

sion goals, as well as the related G20 goals of inclusive 

growth and increasing women’s economic participation. 

The HLPs recognize the ability of digital approaches to 

scale the access to financial products and services in a 

more effective and efficient way, particularly for those 

who are financially excluded and underserved. COVID-

19 has also accelerated the acceptance and adoption 

of digital products, services, and platforms; for these 

gains to endure and close financial inclusion gaps, digital 

financial products and services need to serve customer 

needs adequately and be secure and trusted. They also 

need to align with global standards, including standards 

for anti-money-laundering and countering the financing 

of terrorism (AML/CFT), and to protect user privacy. 

Underserved groups—which typically include poor peo-

ple, women, youth, and people living in remote rural areas 

require special attention. 

One of the priority action areas for the GPFI in 2022 is 

encouraging effective implementation of the 2016 G20 

HLPs for Digital Financial Inclusion in G20 and non-G20 

countries, particularly with respect to underserved and 

vulnerable groups, according to national circumstances. 

An effective way to implement the HLPs is through appli-

cable national strategies and related country action 

plans or other country-level actions that consider coun-

try context and national circumstances. This imple-

mentation guide builds on the work undertaken under 

previous G20 Presidencies to facilitate these objectives. 

For instance, the 2017 G20/GPFI report Digital Finan-

cial Inclusion: Emerging Policy Approaches discusses 

emerging country strategies and policy approaches to 

increase the use of digital financial services (DFS), with 

a focus on the roles of policy makers and regulators with 

respect to HLPs 1–4. The 2020 G20 High-Level Pol-

icy Guidelines on Digital Financial Inclusion for Youth, 

Women and SMEs further provides sets of featured pol-

icy options targeting financial inclusion gaps for youth 

https://www.gpfi.org/sites/gpfi/files/sites/default/files/G20%202020%20Financial%20Inclusion%20Action%20Plan.pdf
https://www.gpfi.org/sites/gpfi/files/sites/default/files/G20%202020%20Financial%20Inclusion%20Action%20Plan.pdf
https://www.gpfi.org/publications/principles-and-report-innovative-financial-inclusion
https://www.gpfi.org/publications/principles-and-report-innovative-financial-inclusion
https://www.gpfi.org/publications/g20-high-level-principles-digital-financial-inclusion
https://www.gpfi.org/publications/g20-high-level-principles-digital-financial-inclusion
https://www.gpfi.org/publications/g20-high-level-principles-digital-financial-inclusion
https://www.gpfi.org/sites/gpfi/files/documents/Digital%20Financial%20Inclusion-CompleteReport-Final-A4.pdf
https://www.gpfi.org/sites/gpfi/files/documents/Digital%20Financial%20Inclusion-CompleteReport-Final-A4.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
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(subject to child-protection frameworks where rele-

vant), women, and small and medium-sized enterprises 

(SMEs) through DFS to reach conditions in which all peo-

ple can live, work, and thrive, as well as utilize and share 

benefits of innovations and digitization. This implemen-

tation guide draws on examples related to digital finan-

cial inclusion of the underserved and vulnerable groups 

(including the poor, youth, women, migrants, the elderly, 

persons with disabilities, and forcibly displaced persons) 

and MSMEs.

This implementation guide focuses on HLPs 1–6 and 

dedicates a chapter to each HLP, emphasizing practical 

“how-to” approaches and replicable examples of good 

practices. HLPs 1–6 are pertinent for three reasons: The 

first is the significant supply-side innovations and regu-

The GPFI’s working definition of “financial inclu-

sion” refers to a state in which all working-age 

adults1 have effective access to the following 

financial services provided by formal institutions: 

savings (defined broadly to include transaction 

accounts), payments, credit, insurance, and 

investments. However, formal products and pro-

viders might not offer customers better value than 

informal products and providers in all cases, as 

may be evident from cases where there is access 

but limited or no usage by financially excluded and 

underserved customers.2 

“Effective access” involves convenient and 

responsible delivery of services that are respon-

sive to the needs of financially excluded and 

underserved customers at a cost affordable to the 

customers, suitable for customer needs, and sus-

tainable for the providers. The demonstration of 

effective access is usage. The fact that a customer 

can access services offered by a formal financial 

service provider (FSP) does not mean she or he 

is “financially included.” For this, the conditions of 

“effective access” must be met. 

“Financially excluded and underserved” refers 

to those who do not have access to or are under-

served by formal financial services. An estimated 

1.4 billion adults worldwide do not have a savings 

or credit account with a bank or other formal finan-

cial institution (Global Findex 2021). This figure, 

however, is only a rough proxy for the number of 

persons worldwide who are financially excluded, 

as it sheds no light on factors such as the quality, 

affordability, sustainability, cost, or convenience 

BOX A.1 

A Working Definition of “Financial Inclusion” 

of the savings and credit accounts to which others 

have access, and it does not measure access to pay-

ment services, insurance, or investments. 

“Responsible delivery” involves both responsible 

market conduct by providers and effective financial 

consumer protection oversight. The specific char-

acteristics of excluded consumers have significant 

implications for effective consumer protection reg-

ulation and supervision, and therefore relevance for 

guidance from standard-setting bodies. Relevant 

characteristics include limited experience with, and 

sometimes distrust of, formal FSPs, lower levels of 

education and financial capability, few formal pro-

viders to choose from, and often remote locations. 

“Formal financial institutions” refers to FSPs that 

have a recognized legal status and includes entities 

with widely varying regulatory attributes and sub-

ject to differing levels and types of external over-

sight.

Other commonly used definitions of “financial 

inclusion” include the following:

• Access to, and use of, formal financial services by 

households and firms (Sahay et al. 2015).

• Universal access to, and use of, a wide range of 

reasonably priced financial services (HM Queen 

Maxima of the Netherlands, United Nations Sec-

retary-General’s Special Advocate for Inclusive 

Finance for Development)

Sources: G20/GPFI: Global Standard-Setting Bodies and 
Financial Inclusion: The Evolving Landscape, 2016; UNSGSA: 
https://www.unsgsa.org/the-unsgsa; IMF: https://www.imf.
org/external/pubs/ft/sdn/2015/sdn1517.pdf, 2015. 

https://www.gpfi.org/sites/gpfi/files/documents/GPFI_WhitePaper_Mar2016.pdf
https://www.gpfi.org/sites/gpfi/files/documents/GPFI_WhitePaper_Mar2016.pdf
https://www.unsgsa.org/the-unsgsa
https://www.imf.org/external/pubs/ft/sdn/2015/sdn1517.pdf
https://www.imf.org/external/pubs/ft/sdn/2015/sdn1517.pdf
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The GPFI describes digital financial inclusion broadly as “the use of digital financial services to advance 

financial inclusion.” Digital finance covers a broad range of financial services accessed and delivered 

through digital channels, including payments, credit, savings, remittances, and insurance. The concept 

also includes mobile financial services. Digital financial inclusion involves the deployment of digital 

means to reach financially excluded and underserved populations—recognizing the particular signifi-

cance for women—with a range of formal financial services suited to their needs, delivered responsibly 

at a cost affordable to customers, and sustainable for providers. This includes the deployment of secure 

and responsible digital-enabled services that extend the reach of formal financial services on a sustain-

able basis and addressing the potential risks of such technologies, including data-protection and privacy 

issues, cybersecurity, overindebtedness as well as money-laundering, the financing of terrorist prolifer-

ation, fraud, and other illicit finance risks. Financial education and consumer protection complemented 

with regulation are key factors in protecting and empowering the most vulnerable groups.

latory responses that have emerged in the last five years 

since the HLPs were issued. Second is the urgent need 

to acknowledge and mitigate the resulting risks faced 

by lower-income or formerly excluded customers who 

have been onboarded rapidly and in significant num-

bers because of the pandemic. This includes the more 

digitally savvy youth and MSMEs and the disproportion-

ate risks and bias faced by women. Third, HLPs 1–6 are 

the most relevant to the Indonesian Presidency’s goals 

of supporting productivity, inclusive growth, and finan-

cial-sector resilience and reforms. 

HLP 7 (Facilitate Customer Identification for Digital 

Financial Services) and HLP 8 (Track Digital Financial 

Inclusion Progress), while equally important to furthering 

these goals, are not discussed in detail in this document, 

considering the existing and ongoing work on these 

topics and still evolving international good practice. Fur-

thermore, the implementation of HLPs 7 and 8 depends 

heavily on individual country context and national cir-

cumstances. The compendium of resources at the end of 

this document lists further resources relevant to HLPs 7 

and 8 for reference and guidance. (See Executive Sum-

mary for a brief discussion on HLPs 7 and 8.)

This implementation guide has the dual objectives of 

guidance and assessment: 

• Guidance: Each HLP-specific chapter reviews (i) 

common implementation approaches and (ii) good 

practices and lessons learned. To the degree that 

existing effective approaches, tools, and reference 

guides have been established in these areas, these 

are cataloged for ease of reference. 

• Assessment: Leveraging the guidance provided in 

the earlier chapters for the implementation guide, 

a self-assessment tool has been developed in the 

appendix to help both G20 and non-G20 members 

understand where they stand with regard to adop-

tion of HLPs 1–6. These questions are closely aligned 

with the policy options, innovations, and good prac-

tices that are discussed in earlier chapters specific 

to each HLP. This tool may serve as the basis for the 

progress reports planned in 2023 on the adoption of 

HLP by countries considering the rapid progress of 

digitization.

BOX A.2 

Definition of “Digital Financial Inclusion”
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Statement of the HLP: Promote digital financial services as a priority to drive development of inclusive 

financial systems, including through coordinated, monitored, and evaluated national strategies and  

action plans.

1.1  Context: Importance of the HLP,  
Statement of Challenges in Current 
Market Contexts 

Financial inclusion means that individuals and businesses 

have access to useful and affordable financial products 

and services that meet their needs—transactions, pay-

ments, savings, credit, and insurance—delivered in a 

responsible and sustainable way. Digital financial inclu-

sion involves the deployment of the cost-saving digital 

means to reach populations that are currently financially 

excluded and underserved with a range of formal finan-

cial services suited to their needs that are responsibly 

delivered at a cost affordable to customers and sustain-

able for providers. 

This chapter discusses key guidance on how authori-

ties may promote DFS as a key lever of financial inclu-

sion. Since 2016, when the HLPs were first adopted, 

fintech-led innovations in technology, business models, 

applications, processes, and products have resulted in 

the rise of DFS that are contributing to lower costs and 

greater speed, transparency, and security, as well as new 

channels for offering tailored financial services at scale 

to the poor and financially underserved.3 In recent years 

DFS have become an important driver of financial inclu-

sion, especially in emerging markets and developing 

economies (EMDEs). In fact, in many EMDEs, the recent 

gains in inclusion have been catalyzed in large part by 

the growth of DFS. This has been the case particularly 

for vulnerable populations such as women, youth, rural 

dwellers, and low-income earners. The G20 High-Level 

Policy Guidelines (HLPGs) on Digital Financial Inclusion 

for Youth, Women and SMEs provides more detail on 

leveraging DFS for the underserved. In particular, HLPG 

4 (Support the Adoption of Targeted Policies and Initia-

tives in National Strategies), which is focused on sup-

porting the adoption of targeted policies and initiatives 

and policies in national strategies, is highly relevant to 

this HLP.

On the supply side, digitally enabled business mod-

els can significantly lower costs for providers, improve 

competition and choice in the provision of DFS, and 

increase convenience and accessibility for consumers, 

thereby addressing the low uptake and usage of finan-

cial products and services. DFS also provide the means 

for consumers to make necessary financial transactions 

without physical interaction, something that is partic-

ularly beneficial in the COVID-19 era. On the demand 

side, digitally enabled business models provide tools to 

address volatility and low incomes for the poor and offer 

solutions for overcoming the lack of an ID, a lack of trust 

in formal financial systems, and geographical barriers.

Beyond their impact on individuals, DFS also have a 

significant benefit to MSMEs, particularly by facilitating 

access to finance. In addition, some countries have been 

deliberate in promoting DFS because of their contribu-

tion to the achievement of sustainable development 

goals, most notably those related to reducing inequality, 

eradicating poverty, and increasing employment and 

economic empowerment. 

1.2 A Framework for Implementing HLP 1

Given all the potential benefits that DFS can stimulate 

for both individuals and MSMEs, it is important to outline 

how policy makers can successfully promote DFS as a 

HLP 1: Promote a Digital Approach to Financial Inclusion 

I.

https://www.gpfi.org/sites/gpfi/files/documents/03-Digital%20Financial%20Solution%20to%20Advance%20Women....pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://sdgs.un.org/sites/default/files/publications/2655SDG_Compendium_Digital_Financial_Inclusion_September_2018.pdf
https://sdgs.un.org/sites/default/files/publications/2655SDG_Compendium_Digital_Financial_Inclusion_September_2018.pdf
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key lever for achieving financial inclusion. In promoting 

DFS, it is necessary to ensure the following:

• Economic and technological feasibility: It is impossi-

ble to encourage (stimulate) the use of digital tech-

nologies to ensure the availability of financial services 

if digital channels for the provision of financial ser-

vices are more difficult and more expensive than tra-

ditional channels).

• Exclusion of regulatory arbitrage with traditional 

financial services: The way a certain service is regu-

lated should not be affected by the channel used to 

provide it.

• Competitive access: When expanding the ecosystem 

of DFS or encouraging the use of digital technologies, 

any form of support—as well as access to the digital 

services market (including information and infra-

structure)—should be provided on a competitive, fair, 

and transparent basis.

Countries can take the following steps to maximize inclu-

sion gains as catalyzed by DFS:

(a) Understand the Financial Inclusion Landscape

To develop appropriate, effective, and timely measures to 

increase digitally enabled financial inclusion, policy mak-

ers must first undertake a detailed interrogation of their 

financial landscape with a focus on determining how DFS 

have (or have not) played a role in achieving inclusion 

objectives. The diagnostic should aim to identify specific 

groups that are underserved by financial services and by 

DFS—for example, women, rural populations, the elderly, 

and the poor.4 The insights resulting from this diagnostic 

exercise can then be used to develop and implement the 

policy efforts needed to develop a broader DFS ecosys-

tem. Below are three frameworks that are complemen-

tary and can be applied concurrently to reveal those 

insights.

Framework 1 deploys the Payment Aspects of Financial 

Inclusion in the Fintech Era5 (PAFI) framework, which 

details how to advance financial inclusion primarily 

through digital payments. The framework guides policy 

makers to evaluate their strengths, weaknesses, oppor-

tunities, and threats as they relate to the following critical 

enablers:

• Financial and information and communications tech-

nology (ICT) infrastructure

• Legal and regulatory framework

• Public- and private-sector commitment

The framework specifically calls for regulators to under-

stand the opportunities and constraints within the fol-

lowing four drivers of access and usage:

• Transaction account and payment product design

• Readily available access points

• Awareness and financial literacy

• Large-volume recurrent payment streams

A PAFI application tool report has also been issued to 

provide detailed guidance to policy makers on using 

the PAFI framework. The guide contains several tools 

designed to assist national authorities by (i) supporting 

country diagnostics, with particular regard to a thorough 

collection of information to ensure a consistent applica-

tion of the PAFI guidance; (ii) proposing core indicators 

for each of the guiding principles to measure and track 

progress in enhancing access to and usage of transac-

tion accounts;6 (iii) enabling comparisons with inter-

national benchmarks and/or with a jurisdiction’s own 

situation over time; and (iv) facilitating internal follow-up 

and reporting of actual reform efforts in the area of finan-

cial inclusion from a payments perspective.

Framework 2 requires policy makers to identify con-

straints related to the following policy actions, which 

might inhibit the safe and efficient development and 

growth of DFS: 

• Enabling financial and digital infrastructure (payment 

systems, credit infrastructure, and digital connectiv-

ity infrastructure)

• Ancillary government support systems (data plat-

forms, digital ID,7 and financial-management plat-

forms)

• Conducive legal and regulatory frameworks (enabling 

new players to offer DFS and new approaches by 

incumbents, promoting competition and a level play-

ing field, safeguarding consumer protection, and 

fostering demand for DFS and customer confidence 

in DFS)

Given a country’s appraisal of which stage of DFS devel-

opment they are in—stage 1 being the very early stages 

and stage 4 being fully digital—policy makers can deter-

mine which of the following actions they should take 

within each of the relevant categories of enablers. For 

more information, HLP 3 delves more deeply into regula-

tory enablers, and HLP 4 does so on infrastructure.

https://www.bis.org/cpmi/publ/d191.pdf
https://www.bis.org/cpmi/publ/d191.pdf
https://www.bis.org/cpmi/publ/d195.pdf
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Framework 3 takes a decision-tree approach to diagnos-

ing constraints to DFS development. While some coun-

tries are achieving impressive inclusion gains through 

DFS, others face significant challenges. A decision tree 

can be used to diagnose the country-specific root causes 

of shortfalls and prioritize needed actions. The tree 

framework divides binding constraints (branches of the 

tree) into two categories: those affecting digital service 

providers and banks that are providing financial services 

(the supply side of the tree), and those affecting the cus-

tomers of those services (the demand side of the tree), 

recognizing that some constraints affect both sides. 

The following additional exercises can be undertaken 

to determine which constraints dominate and/or are 

binding:

• Test to establish if the pricing of financial services 

reveals price to be a supply-side or a demand-side 

constraint. (For example, is low uptake of DFS due to 

high price, or is low price indicative of low demand?)

• Establish whether the relaxation of a constraint pro-

duces significant improvements in inclusion (for 

example, opening up e-money issuance to non-bank 

financial institutions).

• Remove a constraint to reveal which ones are truly 

binding (for example, enacting a law to remove a 

supply constraint only to expose the more binding 

constraint of low demand stemming from low digital 

literacy).

Figure 1.1: Policy Actions and Enablers by Development Stages8,9,10

(b)  Develop a National Financial Inclusion 
Strategy That Reflects the Challenges and 
Opportunities Detailed in the Data Collection 
and Diagnostics

After having applied the frameworks in subsection 1.2(a) 

above to highlight the gaps in inclusion, and having iden-

tified the DFS levers to address those gaps, these insights 

can be channeled into the development of a national 

financial inclusion strategy (NFIS) that speaks directly to 

the challenges and opportunities identified. An NFIS pro-

vides an effective instrument to chart a clear and coordi-

nated path toward improved financial inclusion. It enables 

stakeholders jointly to define financial inclusion objec-

tives, identify obstacles and opportunities relevant to the 

achievement of those objectives, and outline a prioritized 

set of actions to pursue in a coordinated manner. Box 

1.1 highlights the example of Ghana’s DFS policy, which 

was launched alongside its NFIS. Also refer to G20/GPFI 

Digital Financial Inclusion: Emerging Policy Approaches 

for examples of strategies with a digital focus featuring 

China, Mexico, Pakistan, the Philippines, and Tanzania.

Each country must determine based on its needs assess-

ment which policy areas to pursue in its NFIS. A sample 

NFIS might focus on the following policy drivers:

• Widespread and accessible delivery channels: agents, 

branches, ATMs, point-of-sale (POS) terminals, mobile 

phones

Policy actions and 
enablers

STAGE 1:  
Basic access to  
transaction  
accounts

STAGE 2:  
More intensive 
usage of transaction 
accounts for digital 
payments

STAGE 3:  
Moving beyond  
payments to other 
DFS products (e.g. 
credit, insurance)

STAGE 4:   
Widespread adoption 
and usage of DFS by 
individuals and SMEs

Enabling financial and 
digital infrastructures

• Foster good 
penetration of 
mobile phones and 
connectivity

• Foster functioning 
payment systems 
and enabling 
interoperatbility

• Establish credit 
infrastructure and 
enhance coverage of 
credit-relevant data

• Support universal 
broadband connectivity

• Facilitate high 
penetration of 
smartphones

Ancillary government 
support systems

• Enhance financial 
management system 
to support intensive 
shift of G2P payments 
to digital

• Establish and expand 
coverage of digital ID

• Enable automated 
access to digitized gov-
ernment data platforms

Conducive legal and 
regulatory frameworks

• Allow non-bank 
issuance of e-money

• Implement simplified 
customer due  
diligence (CDD)

• Enable development 
of widespread agent 
network

• Adopt payment 
systems law

• Enable non-banks 
access to payment 
systems

• Development 
and implement 
competition policy

• Establish 
comprehensive legal 
measure for data 
protection and privacy

• Enable and encourage 
DFS providers to 
expose and use APIs

• Adopt legal measures to 
enable open banking

https://www.gpfi.org/sites/gpfi/files/documents/Digital%20Financial%20Inclusion-CompleteReport-Final-A4.pdf
https://www.gpfi.org/sites/gpfi/files/documents/Digital%20Financial%20Inclusion-CompleteReport-Final-A4.pdf


Implementation Guide for the G20 High-Level Principles for Digital Financial Inclusion (Principles 1–6)        13

Figure 1.2: Determinants of Inadequate Financial Inclusion Using Digital Services11

In 2020, Ghana launched a DFS policy alongside its NFIS. The policy was born out of a need to specify 

how DFS could be deployed to support the country’s financial inclusion goals. Indeed, DFS has had a 

monumental impact on inclusion in the country. The percentage of people over 15 years old with an active 

mobile money account rose from 2 percent in 2012 to 65 percent in 2018. The DFS policy—consisting 

of 43 actions to be taken by the public or private sector—serves as a blueprint for achieving short- and 

medium-term progress in Ghana’s cash-lite vision.

BOX 1.1 

Ghana Launches a DFS Policy alongside Its NFIS

Demand

Limited demand for �nancial services

Supply &

Perceived
low or no

bene�ts of
usage

Low
trust in

providers

Low
income

geography

Poor
institutional
quality and
governance

Distortionary
policies

Unleveled
playing �eld
inadequate

rules

Limited
competition

Problems
identifying
customers

Limited provision of �nancial services by banks
and SDPs to large segments of the population

Market
structure of

telecoms
and other

DSPs

Market
structure of

banks

Insu�cient
of poor

private digial
infrastructure

Low
appropriability

of returns

Coordination
failures (e.g.,
critical mass)

• Diverse, innovative, customer-centric products: DFS, 

savings, credit, payments, insurance, pensions, and 

so forth

• Finance for SMEs and agricultural-sector growth: 

SME finance, agricultural finance, and so on, in light 

of growing opportunities to formalize small busi-

nesses and improve their access to finance through 

digitization 

• Financial consumer protection and capability: dis-

closure, dispute resolution, business practices, finan-

cial education. This is particularly important given the 

emerging consumer risks related to digital products 

in view of the vulnerable population that tends to use 

DFS. (See chapter 5 for a detailed discussion of finan-

cial consumer protection.)

Regardless of an NFIS’s areas of focus, the following 

are key levers that have been shown to propel digitally 

enabled inclusion. Policy makers should consider them 

as they develop their strategy.

(i)  The Opportunities to Digitize Large-Volume  
Payment Streams 

As mentioned above, the PAFI framework identifies dig-

itizing large-volume recurrent payment streams as a 

catalytic pillar for driving the uptake and usage of trans-

action accounts.12 Digitizing government payment flows 

has significant potential to reduce costs dramatically, 

increase efficiency and transparency, and help recipients 

build familiarity with digital payments. Digital wage and 

social transfer payments can also provide the on-ramp to 

inclusion and often the first account that recipients have 

in their own name and under their control. In light of this, 

https://mofep.gov.gh/sites/default/files/acts/Ghana_DFS_Policy.pdf
https://customersguide.cgap.org/
https://openknowledge.worldbank.org/handle/10986/28996
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an NFIS should specifically explore how government- 

to-person (G2P) and person-to-government (P2G) pay-

ments can be leveraged to drive inclusion.

The benefits of digitizing government flows notwithstand-

ing, it is not without its challenges. It may require signifi-

cant up-front investments to build an adequate physical 

payment infrastructure that is able to process such pay-

ments, as well as a financial identification system and a 

consumer protection and education framework to ensure 

that recipients have safe, reliable, and affordable access 

to the digital payment system. The NFIS should therefore 

leverage public-private partnerships and cross-stake-

holder engagement to identify lasting solutions to these 

In 2013, the Government of India digitized the payment of cash subsidies and benefits, directing those 

payments into bank accounts that were linked to a digital biometric ID card called Aadhaar. By March 

2022, more than 440 direct benefit transfer schemes covering farm and non-farm subsidies, social 

protection payments, scholarships, conditional cash transfers, and other government payments were 

disbursed to some 450 million beneficiaries, many of whom previously had no bank account. Globally, 

digitizing G2P payments could increase the number of adults with an account by up to 160 million by 

bringing into the financial system the 11 percent of government transfer recipients worldwide who receive 

either government wages or transfers only in cash (as opposed to those who receive it in a combination 

of cash, in-kind, vouchers, and so forth). Evidence further suggests that digitizing G2P payments might 

be especially valuable to women, who benefit from the greater confidentiality and control such payments 

offer and can contribute to their economic empowerment within their households. In India alone, the 

direct benefit transfer schemes have reached more than 250 million women.

In 2015, the Central Bank of West African States issued regulations that encouraged non-banks to issue 

e-money. Mobile money providers in Côte d’Ivoire then partnered with the government to launch what 

would become a very successful solution for the payment of school registration fees. As a result of this 

initiative, 99 percent of the country’s 1.5 million secondary school students paid their school fees digi-

tally—94 percent via mobile money transactions and 6 percent via online payments. The initiative has 

also driven cost and operational efficiencies and generated important transaction values for mobile 

money providers, all of which have improved the viability of the DFS ecosystem.

Additional reading: The World Bank Research Observer, 2017; GSMA, 2015; Taylor & Francis Online, 2019.

BOX 1.2 

Government-to-Person Payments: The Case of India

BOX 1.3

Person-to-Government Payments: The Case of Côte d’Ivoire

challenges. Box 1.2 highlights an example of G2P payment 

digitization, and box 1.3 provides an example of P2G dig-

itization. See also G20/GPFI Digital Financial Inclusion: 

Emerging Policy Approaches (2017) for examples of G2P 

digitization in Brazil and Mexico.

(ii)  The Importance of Having a Multistakeholder 
Engagement and Collaboration Model

Particularly as it relates to centering DFS in an inclusion 

strategy, having close collaboration between public- and 

private-sector actors is critical in each step of designing 

and implementing the NFIS. In addition to the central 

bank, which often takes the lead with the strategy, the 

following stakeholders should be involved: financial- 

https://www.pmjdy.gov.in/account
https://academic.oup.com/wbro/article/32/2/211/4064178
https://www.gsma.com/mobilefordevelopment/wp-content/uploads/2015/10/2015_GSMA_Paying-school-fees-with-mobile-money-in-Cote-dIvoire.pdf
https://www.tandfonline.com/doi/full/10.1080/09614524.2019.1653264
https://www.gpfi.org/sites/gpfi/files/documents/Digital%20Financial%20Inclusion-CompleteReport-Final-A4.pdf
https://www.gpfi.org/sites/gpfi/files/documents/Digital%20Financial%20Inclusion-CompleteReport-Final-A4.pdf
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In 2017, the Central Bank  of Mexico began developing a payment scheme called Cobro Digital (Codi) to 

digitize payment transactions securely and at no additional cost. This was part of the bank’s goal of tran-

sitioning to a cashless economy. In addition, it also launched a real-time progress-monitoring platform 

that is used to monitor the transparency and accountability of their NFIS. This tool includes interactive 

data visualizations launched online and—along with frequent demand- and supply-side surveys—has 

facilitated evidence-based approaches that have helped Mexico drastically reduce the gender gap in 

inclusion.

Additional reading: Inter-American Development Bank, 2019.

BOX 1.4 

Mexico Uses Technology to Facilitate and Monitor Digitization

sector authorities, the ministry of finance, the minis-

try of justice, the ICT regulator, industry associations 

(banks, payments, microfinance institutions, cooper-

atives, telecoms), fintech companies, and the ministry 

of social affairs—with consideration to any conflict of 

interest. As an example, South Africa’s National Trea-

sury, which is in the process of developing an NFIS, held 

in-person consultations with 15 government agencies 

and incorporated written feedback from more than 50 

other private-sector actors/associations.13 Particularly 

as it relates to DFS, the private sector is a key partner 

that can shed light on how NFIS action items can be sup-

ported by supply-side initiatives aimed at low-income 

populations. The private sector also has a significant role 

to play in providing inputs to the monitoring and evalua-

tion of NFIS targets. Finally, operationalizing NFIS gov-

ernance entities—including a high-level NFIS Council, an 

NFIS Implementation Committee, an NFIS Secretariat, 

and working groups—is important to ensure effective 

collaboration and consultation. These entities should 

have clear mandates and be composed of relevant and 

effective individuals.

(iii)  Other Key Success Factors in NFIS Development

The following key success factors for NFIS development 

and operationalization have been highlighted:

• Early and sustained engagement of relevant stake-

holders—including the private sector—to create 

broad buy-in and align efforts across financial and 

nonfinancial policy areas 

• Investment in data and diagnostics work to ensure 

that the NFIS is grounded in a robust evidence base 

and accurately identifies constraints and opportuni-

ties relevant to the achievement of greater financial 

inclusion 

• Identification of high-level champions within key 

institutions who can integrate relevant NFIS actions 

into institutional work plans and advance their 

implementation 

• Clear articulation of NFIS objectives and targets to 

ensure a shared understanding of expected out-

comes 

• Prioritization of forward-looking NFIS actions that 

emphasize digital approaches, proportionality, and 

the needs of financial consumers 

• Establishment of inclusive but efficient governance 

arrangements to facilitate collaboration and consul-

tation throughout the NFIS implementation period 

• Mobilization of resources prior to NFIS launch—

including those needed for “quick win” actions and 

Secretariat staff—to build momentum and demon-

strate credibility 

• Effective communication and branding of the NFIS, 

including the signaling of early implementation suc-

cesses 

• Flexibility to adapt NFIS elements during implemen-

tation to reflect market developments and emerging 

policy priorities 

• Well-resourced and robust system of monitoring and 

evaluation to track implementation progress, identify 

bottlenecks, and inform course corrections

https://cobrodigital.com/
https://publications.iadb.org/en/enabling-womens-financial-inclusion-through-data-case-mexico
https://documents.worldbank.org/en/publication/documents-reports/documentdetail/350551468130200423/coordination-structures-for-financial-inclusion-strategies-and-reforms
https://documents.worldbank.org/en/publication/documents-reports/documentdetail/350551468130200423/coordination-structures-for-financial-inclusion-strategies-and-reforms
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1.3 Challenges in Implementing HLP 1

One common challenge associated with implementing 

a digital-first approach to financial inclusion is coordi-

nating the various stakeholders—from the public and 

private sector and from outside the financial sector 

(for example, telecom ministries, ministries of justice, 

competition authorities, data-governance entities)—all 

of whom need to be involved for a successful outcome. 

These stakeholders must all demonstrate a high level of 

commitment and buy-in, particularly in light of varying 

objectives, conflicts of interest, and differing priorities. 

This buy-in is critical because, without it, everything from 

development to implementation will suffer from inertia. 

Another challenge that often presents itself during the 

diagnostic phase is the inability to collect the accurate 

and comprehensive data—including on underserved and 

vulnerable groups—needed to ensure that strategies 

and action plans are appropriate and do lead directly to 

improvements in financial inclusion. This is particularly 

the case in data-poor environments or where budgets 

are constrained, making it difficult to justify what is often 

a heavy cost for data collection at a national scale.

1.4 Looking Forward

DFS are increasingly catalytic tools for financial inclu-

sion. Understanding and optimizing the role they play 

in national inclusion goals starts first and foremost with 

broad diagnostics to highlight the binding constraints, 

whether these be from the supply or demand side. The 

data and insights collected from these assessments will 

then inform the objectives, policy areas, and action items 

of an NFIS. Of course, low digital literacy, limited digital 

financial literacy, the digital gender divide, poor ICT and 

payment infrastructure, and other challenges slow inclu-

sion through digital means. These challenges should not 

deter policy makers, however, from centering DFS in 

inclusion plans, given the positive role DFS have played 

in achieving inclusion, particularly in EMDEs. Chapter 2 

discusses other initiatives being adopted by authorities 

to foster innovations by the public and private sector to 

further digital financial inclusion. 

ADDITIONAL INSIGHT: Developing digital approaches to financial inclusion is catalytic for both SMEs and 

individuals. This is particularly true because in the developing world, SMEs make up 90 percent of the 

private sector and create more than 50 percent of jobs in their corresponding economies. What’s more, 

in Africa, SMEs provide an estimated 80 percent of jobs across the continent, representing an important 

driver of economic growth. As such, driving financial inclusion for individuals, the vast majority of whom are 

working in the informal SME space, directly supports inclusive growth overall.

Resources Relevant to HLP 1
• World Bank: FISF Learning Series (videos on NFIS development and operationalization), 2021 

• AFI: National Financial Inclusion Strategy Monitoring and Evaluation Toolkit, 2021 

• AFI: Bringing the Informal Sector Onboard (toolkit), 2021 

• CPMI, World Bank: Payment Aspects of Financial Inclusion in the Fintech Era, 2020 

• CPMI, World Bank: Payment Aspects of Financial Inclusion: Application Tools, 2020 

• World Bank: Digital Financial Services, 2020 

• G20/GPFI: High-Level Policy Guidelines on Digital Financial Inclusion for Youth, Women and SMEs, 2020 

• CGD: A Decision Tree for Digital Financial Inclusion Policymaking, 2020 

• World Bank: Developing and Operationalizing a National Financial Inclusion Strategy: Toolkit, 2018 

• UN, BTCA, UNCDF, World Bank: Igniting SDG Progress through Digital Financial Inclusion, 2018 

• CGAP: Customer Centric Guide, 2016 

• World Bank: Coordination Strategies for Financial Inclusion Strategies and Reforms, 2013 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.afi-global.org%2Fpublications%2Fnational-financial-inclusion-strategy-monitoring-and-evaluation-toolkit%2F&data=05%7C01%7Casarkar1%40worldbank.org%7Ccc21274bfa1f4d13580f08da22e7a80c%7C31a2fec0266b4c67b56e2796d8f59c36%7C0%7C0%7C637860676193146931%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=sl7uEWgqym3BZwoFFs5n9nTzniu7a3oy9ZZbnu3g2lo%3D&reserved=0
https://www.afi-global.org/publications/bringing-the-informal-sector-onboard-toolkit/
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.bis.org%2Fcpmi%2Fpubl%2Fd191.pdf&data=05%7C01%7Casarkar1%40worldbank.org%7Ccc21274bfa1f4d13580f08da22e7a80c%7C31a2fec0266b4c67b56e2796d8f59c36%7C0%7C0%7C637860676193146931%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=nl8vle4w7WqZczyPE6I%2BVYPQ8XFl0O3wJogS%2BiWUMwc%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.bis.org%2Fcpmi%2Fpubl%2Fd195.pdf&data=05%7C01%7Casarkar1%40worldbank.org%7Ccc21274bfa1f4d13580f08da22e7a80c%7C31a2fec0266b4c67b56e2796d8f59c36%7C0%7C0%7C637860676193146931%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=gB%2FimR0GAL6nvD%2BuLWsbQ65uAoBcnPC3LI7WxGODUTU%3D&reserved=0
https://pubdocs.worldbank.org/en/230281588169110691/Digital-Financial-Services.pdf
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gpfi.org%2Fsites%2Fgpfi%2Ffiles%2FsaudiG20_youth_women_SME.pdf&data=05%7C01%7Casarkar1%40worldbank.org%7Ccc21274bfa1f4d13580f08da22e7a80c%7C31a2fec0266b4c67b56e2796d8f59c36%7C0%7C0%7C637860676193146931%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=AkkOtOimnlItYZpJMZCMHIf%2BqpZBC05uAzWmYTcQQXw%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cgdev.org%2Fpublication%2Fpolicy-decision-tree-improving-financial-inclusion&data=05%7C01%7Casarkar1%40worldbank.org%7Ccc21274bfa1f4d13580f08da22e7a80c%7C31a2fec0266b4c67b56e2796d8f59c36%7C0%7C0%7C637860676193146931%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=eAkjsLEYIYZ%2Fe64%2FGslaJfJUjPwjObk3V2lkLb5xRZY%3D&reserved=0
https://openknowledge.worldbank.org/handle/10986/29953
https://sdgs.un.org/sites/default/files/publications/2655SDG_Compendium_Digital_Financial_Inclusion_September_2018.pdf
https://customersguide.cgap.org/
https://documents.worldbank.org/en/publication/documents-reports/documentdetail/350551468130200423/coordination-structures-for-financial-inclusion-strategies-and-reforms
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HLP 2: Balance Innovation and Risk to Achieve  
Digital Financial Inclusion

Statement of the HLP: Balance promoting innovation to achieve digital financial inclusion with identifying, 

assessing, monitoring, and managing new risks.

2.1  Context: Importance of the HLP,  
Statement of Challenges in Current 
Market Contexts 

Maintaining the stability and integrity of the financial 

system and fostering the development of a system that 

is open and inclusive is a balancing act that can be hard 

to achieve. Innovation in financial services has provided 

ample opportunity to extend the reach and usability of 

financial services, making them more accessible than 

ever before. However, with greater innovation comes 

new and at times unforeseen risks. The G20 High-

Level Policy Guidelines on Digital Financial Inclusion 

for Youth, Women and SMEs provides more detail 

on balancing innovation and risks. HLPG 6 (Consider 

Developing a Regulatory Framework That Supports 

Responsible Innovation in Private and Public Sectors) 

is particularly relevant.

The introduction of new products utilizing new methods 

for reaching and interacting with clients can bring about 

new threats. Providing services to newer consumers, who 

may be less familiar with engaging with financial services 

and/or innovative products, can leave them vulnerable; 

the speed of change in how customers engage with finan-

cial services can see regulators playing catch-up with the 

industry. This is particularly true for EMDEs, where one 

finds a greater proportion of vulnerable groups that are 

excluded from the formal financial system. 

Finding the right balance means creating an environment 

that adapts agilely to the changing landscape of finan-

cial services while also understanding the types of con-

sumers that innovative services are trying to reach. This 

translates to having an evidence-based financial inclu-

sion strategy, outlining clear objectives for meeting the 

needs of the target populations, and coupling this with a 

proportionate regulatory framework (see chapter 3, on 

HLP 3) that will allow for innovative services to grow and 

thrive, to serve these groups in a safe and efficient way. 

It is important to note that many of the tools and 

approaches outlined in this chapter will be relevant to, 

and discussed in, subsequent chapters of this guide. 

Their reference here is to highlight their importance to 

achieving an overarching policy environment that pro-

tects consumers and financial systems while facilitat-

ing access for all. The context for which these tools are 

discussed in subsequent chapters will be relevant to the 

specific context of those chapters. 

2.2 A Framework for Implementing HLP 2 

(a)  Understanding and Managing the Risks in a 
Jurisdiction

Understanding and managing risks will be essential to 

establishing an effective framework. In the context of 

DFS, risks can come in many forms:

• Financial stability risks 

• Financial integrity risks 

• Risks to consumers

The regulatory and supervisory framework for oversee-

ing the provision of various DFS in a given jurisdiction 

should be designed to address these challenges while 

ensuring that the approach taken is implemented in a 

manner that safely ensures access for excluded groups. 

II.

https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
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There are a number of international standards, guid-

ance, and resources that authorities should reference 

when working to produce a balanced policy environment 

for promoting innovation.

(i)  Implementing a Proportionate Approach to  
Regulating and Supervising Banks and Non-Banks 

The Guidance on the Application of the Core Principles 

for Effective Banking Supervision to the Regulation and 

Supervision of Institutions Relevant to Financial Inclu-

sion examines the risks presented by banks and other 

financial institutions in their endeavors to reach unserved 

and underserved customers and, using the lens of the 

Basel Core Principles for Banking Supervision, guides 

prudential supervisors on the application of a proportion-

ate regulatory and supervisory approach. Getting the bal-

ance right between promoting innovation and managing 

risk requires, at a foundational level, the effective applica-

tion of the underlying principle of proportionality to how 

financial institutions are regulated and supervised. To do 

this effectively, regulators can learn from experiences in 

their own and other jurisdictions, recognizing that an 

agile approach will also be important. 

A critical aspect of this is the application of proportion-

ality to how non-bank financial institutions—including 

payment service providers (PSPs), microfinance insti-

tutions, and fintechs—are regulated and supervised—

particularly because they tend to be the drivers of 

inclusion-focused financial services. Ensuring a regula-

tory regime that adequately addresses the risk in their 

business models will be a key component to allowing 

for greater innovation in a market. Given that many of 

these providers are PSPs offering transaction and store-

of-value services, there is an important role for payment 

system overseers to ensure that they conduct their 

activities in a manner that is safe for consumers and 

doesn’t undermine the stability of the overall financial 

system. Ultimately, several fundamental questions need 

to be asked, and the guidance provides a useful overview 

against each of the Basel Core Principles. Box 2.1 pro-

vides an example of how the principle of proportionality 

has been applied in regulating non-banks in Malaysia. 

The guidance also touches on managing illicit financing 

and consumer protection risks. These are broadly in line 

with principles/guidance specific to these areas. These 

are discussed separately below. 

Recent research has shown that it is not always easy for 

EMDEs to weave proportionality into their approach to 

regulating and supervising financial institutions. The fol-

The Development Financial Institutions Act of 2002 takes into consideration the diverse characteristics 

and unique roles, functions, and objectives of development finance institutions in Malaysia. While Basel 

III standards have been implemented for banking institutions in Malaysia, they have not been applied to 

development finance institutions in Malaysia, so as not to harm their development objectives. The central 

bank has applied specific prudential requirements to development finance institutions, recognizing their 

specific role within the financial market related to agent banking, microfinance, microsavings, and SME 

lending.

BOX 2.1 

Malaysia: Effective Application of Principle of  
Proportionality and Approach to Regulating Non-Banks 

ADDITIONAL INSIGHT: In many markets, the primary providers of financial services for previously unserved 

and underserved consumers are non-bank financial institutions, including PSPs and postal systems. An 

effective proportionate approach under HLP 2 requires a comprehensive view, and coherent alignment, of 

the rules, as they apply to all institutions serving customers, not just banks. This is essential  to achieve a 

regulatory regime that adequately addresses the risk in their business models will be a key component to 

allowing for greater innovation in a market. 

https://www.bis.org/bcbs/publ/d383.pdf
https://www.bis.org/bcbs/publ/d383.pdf
https://www.bis.org/bcbs/publ/d383.pdf
https://www.bis.org/bcbs/publ/d383.pdf
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lowing studies provide a helpful summary of challenges 

faced, which are particularly relevant for developing 

countries. 

• Bank for International Settlements (BIS) and World 

Bank: Proportionality in Bank Regulation and Super-

vision—A Joint Global Survey, 2021 

• BIS: Fintech and Payments: Regulating Digital Pay-

ment Services and E-money (FSI Insights on Policy 

Implementation No. 33), 2021

(ii)  Applying a Risk-Based Approach to Managing Risks 
of Money Laundering and Terrorist Financing 

Undertaking an effective AML/CFT risk assessment 

allows policy makers to understand the specific risks 

of money laundering and terrorist financing potentially 

facing a jurisdiction and to highlight areas of low risk, 

enabling officials to focus AML/CFT resources on areas 

of higher risk and to conduct simplified customer due 

diligence (CDD) where the risk of money laundering and 

terrorist financing is proven to be lower (for example, to 

facilitate financial inclusion involving certain low-value 

transactions and/or account balances). The Financial 

Action Task Force (FATF) outlines how authorities should 

conduct a national risk assessment and adopt the risk-

based approach to the global standards to implement an 

effective AML/CFT regime that mitigates risks of money 

laundering and terrorist financing while facilitating finan-

cial inclusion.14 

The application of an effective risk-based approach (just 

as with the application of the principle of proportional-

ity when developing financial regulations) is essential to 

achieving an appropriate balance between promoting 

innovation and managing the risks of digital financial 

inclusion and DFS. In many countries, failure to apply the 

risk-based approach can present unnecessary obstacles to 

the use of innovative financial services to address financial 

inclusion barriers. 

Chapter 3 provides a detailed overview of the importance 

of adopting a risk-based approach when developing an 

effective AML/CFT framework as part of a broader reg-

ulatory framework.

(iii)  Making Reasonable Adjustments to the  
Consumer Protection meworks to Account  
for Innovative Financial Services 

Ensuring that consumers are always protected and pos-

sess effective mechanisms for redress is a critical aspect 

for consideration when wanting to drive greater innova-

tion for financial inclusion. The importance of effective 

consumer protection is recognized in the HLPs, and HLP 

5 is dedicated to the issue. How to implement an effec-

tive financial consumer protection regime is discussed in 

chapter 5.

(b)  Developing the Tools Needed to Support  
Innovation: 

Once policy makers have a handle on the risks in their 

jurisdictions, the next step is to consider how to take a 

proportionate approach to mitigating them. Policy mak-

ers can begin to explore how further to promote innova-

tion in their market, to address specific financial inclusion 

challenges. It is important to remember that new risks 

will also emerge with the entrance of new approaches 

and innovations to delivering financial services. As such, 

an agile approach is needed, and where required, a reas-

sessment of mitigation processes will be required. 

(i)  Creating Effective Knowledge-Sharing Mechanisms 
with the Private Sector, with Good Representation 
and Clear Communication Channels 

Establishing tools for ongoing engagement with industry 

stakeholders is important to ensuring a cohesive strat-

egy for addressing financial inclusion challenges. Such 

engagement is also important for encouraging the pri-

vate sector to develop secure and simple user interfaces 

for their services that make them easy to use and acces-

sible to underserved groups (see box 2.2 for examples) 

while also minimizing the risk of mistaken transactions 

and unauthorized or illegal use.

The technical report Cooperation Frameworks between 

Authorities, Users and Providers for the Development 

of the National Payments System offers useful insights 

into how effective cooperation frameworks can be uti-

lized to advance financial inclusion objectives, by design-

ing financial infrastructures in close cooperation with 

the private sector. While the context of national payment 

systems is specific (looking at establishing payment 

councils), the guidance offers a particularly useful over-

view of the value of cooperation frameworks and outlines 

approaches that can be helpful to engaging with the pri-

vate sector in the context of driving innovative financial 

services more broadly.

In addition to the formal structures of payment councils, 

there is also value in maintaining regular engagement 

with various industry bodies that represent subsectors 

of the financial sector to understand developments 

at the industry level and, also importantly, to foster an 

understanding of the financial inclusion objectives of 

the country. At a more granular level, arranging informal 

check-ins and presentations with financial institutions 

https://www.bis.org/bcbs/publ/d523.pdf
https://www.bis.org/bcbs/publ/d523.pdf
https://www.bis.org/fsi/publ/insights33.pdf
https://www.bis.org/fsi/publ/insights33.pdf
https://www.fatf-gafi.org/documents/documents/nationalmoneylaunderingandterroristfinancingriskassessment.html
https://www.fatf-gafi.org/documents/documents/nationalmoneylaunderingandterroristfinancingriskassessment.html
https://www.itu.int/en/ITU-T/focusgroups/dfs/Documents/09_2016/Cooperation%20frameworks%20between%20Authorities%2c%20Users%20and%20Providers%20for%20the%20development%20of%20the%20National%20Payments%20System.pdf
https://www.itu.int/en/ITU-T/focusgroups/dfs/Documents/09_2016/Cooperation%20frameworks%20between%20Authorities%2c%20Users%20and%20Providers%20for%20the%20development%20of%20the%20National%20Payments%20System.pdf
https://www.itu.int/en/ITU-T/focusgroups/dfs/Documents/09_2016/Cooperation%20frameworks%20between%20Authorities%2c%20Users%20and%20Providers%20for%20the%20development%20of%20the%20National%20Payments%20System.pdf
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in a jurisdiction will help to ensure that policy makers 

remain abreast of product developments and enhance-

ments, providing opportunities to respond to such 

advancements with effective and balanced oversight. 

Innovation offices are another useful tool. They provide 

a structure for engaging with and providing regulatory 

clarification to FSPs that seek to offer innovative prod-

ucts and services. Innovation offices can be a useful tool 

for striking the right balance because they can improve 

understanding of technology-enabled financial inno-

vation and support appropriate regulatory responses. 

Innovation offices can be given a wide range of names, 

but they are essentially established to enhance commu-

nication on innovation in financial services in a safe way. 

The Office of the United Nation’s Secretary General’s 

Special Advocate for Inclusive Finance for Development 

has a useful publication that outlines several examples 

of how innovation offices have been established. Boxes 

2.3 and 2.4 provide useful examples of approaches taken 

in Japan and Brazil. 

User-centric product design is critical to improving the ways individuals engage with digital payments in 

their diverse societal roles. The massive expansion in big-data analytics, artificial intelligence (AI), and 

machine learning (ML) tools to mine for trends and personalize products is bringing tailored experiences 

within reach. Equipped with data from digital payment platforms and linked social media, telecoms, and 

geospatial inputs, providers can cater to an individual user’s behavioral and psychological traits. There 

have been some notable private-sector innovations aimed specifically at underserved users. Some 

examples include voice-based mobile phone applications for the visually impaired or consumers with 

limited numeracy/literacy,15 platform-based models to enable homeless individuals to open basic bank 

accounts, ultra-short-term car insurance for those who cannot afford longer-term insurance, and using 

cash to buy from online merchants.16 

However, digital payments remain designed primarily for the average user, rather than those on the mar-

gins. Many providers simply roll out pared-down versions of their “mainstream” products to low-income 

markets, addressing affordability concerns but investing little to assess the nuances of how low-income 

users transact with and use the products. Insufficient private-sector oversight has prompted regula-

tors in some markets to push for more proactive design and distribution requirements through policy 

and product-intervention powers. Examples include the use of natural-language processing to improve 

recourse by providing conversational, personalized support via chatbots and robo-advisors. However, if 

not carefully designed, these approaches could potentially lead to privacy, data-security, and discrimina-

tion concerns that we are only beginning to understand.

Utilizing such tools to safely share insights into how to improve financial products and services can be a 

highly effective, positive way for policy makers to influence design to enhance products’ usefulness for 

consumers.

BOX 2.2 

User-Centric Design Critical to Addressing Vulnerable and  
Priority Groups

(ii)  Creating Safe Testing Environments for New  
Innovations 

There are various policy tools that can be used to test 

new innovations safely, particularly when an existing 

regulatory framework may not sufficiently address the 

potential risks of these new technologies. 

Sandboxes are one of these tools. They allow policy mak-

ers to create a live testing environment for new financial 

services and business models with actual customers, 

subject to certain safeguards and oversight. Sandboxes 

can be resource intensive and expensive to establish. 

Their usefulness can vary depending on how well devel-

oped a country’s fintech sector is. 

CGAP’s How to Build a Regulatory Sandbox: A Practical 

Guide for Policy Makers is intended to help financial reg-

ulators work through the process of deciding whether 

a regulatory sandbox is suitable, given their regulatory 

regime, and, if so, how to design and implement a suc-

cessful sandbox. Using decision trees, it helps authorities 

https://www.unsgsa.org/publications/early-lessons-regulatory-innovations-enable-inclusive-fintech-innovation-offices-regulatory-sandboxes-and-regtech
https://www.cgap.org/research/publication/how-build-regulatory-sandbox-practical-guide-policy-makers
https://www.cgap.org/research/publication/how-build-regulatory-sandbox-practical-guide-policy-makers
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to work through whether their specific market environ-

ment is suited to establishing a sandbox and, if so, the 

steps and important considerations for establishing one.

Using country case studies and analysis of operations 

and outcomes of fintech sandboxes globally, the World 

Bank report Global Experiences from Regulatory Sand-

boxes outlines the benefits, challenges, and lessons 

learned from the implementation experiences of 73 

unique fintech sandboxes in 57 countries. The paper pro-

vides useful insights for authorities wanting to establish 

a new fintech sandbox or to evaluate an existing one. 

Most of the lessons are drawn from EMDEs, offering use-

ful context for those wanting to explore sandboxes as a 

potential policy tool for driving greater financial inclu-

sion. See box 2.5 for an overview of the approach taken 

to developing regulatory sandboxes in Thailand.

Sandboxes are just one tool for testing new business 

models. Chapter 2.1 of the World Bank’s paper Digital 

Financial Services provides a useful overview of other 

policy approaches, such as the use of the “wait and see” 

and “test and learn” approaches.

(iii) Acting as a Catalyst for Innovation and Change 

Not all innovation comes from the private sector. 

There is a role for public authorities to drive innovative 

approaches and/or create new systems that ameliorate 

existing barriers to financial inclusion.

Policy support for enhanced credit reporting systems 

can play an important role in expanding access to financ-

ing for underserved users. Lack of credit data is one of 

the major obstacles to individuals and MSMEs obtaining 

financing in developing countries. Despite the insuffi-

cient credit data, MSMEs and individuals generate vast 

amounts of non-credit digitized data daily. MSMEs and 

individuals are leaving vast digital footprints and data 

trails on mobile and online payment platforms, social 

networks, and other non-banking platforms, such as 

online record keeping and trade transactions. Traditional 

and nontraditional lenders are now leveraging alterna-

tive data, including transactional (payment) data, behav-

ioral data, and social media data, to determine capacity 

and willingness to repay loans. Alternative data is also 

being used to provide granularity on customer prefer-

Japan’s Financial Services Agency has established a FinTech Support Desk to provide consultation ser-

vices to business operators, along with a FinTech PoC (proof of concept) Hub that supports fintech firms 

and financial institutions in conducting unprecedented tests, to enhance user convenience and develop 

services that contribute to addressing social challenges through digital innovation. The FinTech Support 

Desk was established in December 2015. From then until the end of April 2022, it dealt with 1,665 inqui-

ries in total. The FinTech PoC Hub was established in September 2017. Since then, it has accepted eight 

projects and was supporting two cases as of April 2022. In addition, Japan’s Financial Services Agency 

holds FIN/SUM, an international conference of financial institutions, start-ups, tech engineers, and aca-

demia, to promote innovation through fintech. 

In 2018, Brazil’s central bank initiated several innovation programs, including the Laboratory of Financial 

and Technological Innovations (Lift). Lift is a virtual collaboration hub aimed at encouraging technolog-

ical innovations and knowledge exchange between the regulator, academia, market providers, fintech 

innovators, and other interested stakeholders on the topic of financial inclusion.

BOX 2.3 

Innovation Offices and Desks

BOX 2.4 

Knowledge Sharing

https://openknowledge.worldbank.org/bitstream/handle/10986/34789/Global-Experiences-from-Regulatory-Sandboxes.pdf?sequence=5&isAllowed=y
https://openknowledge.worldbank.org/bitstream/handle/10986/34789/Global-Experiences-from-Regulatory-Sandboxes.pdf?sequence=5&isAllowed=y
https://pubdocs.worldbank.org/en/230281588169110691/Digital-Financial-Services.pdf
https://pubdocs.worldbank.org/en/230281588169110691/Digital-Financial-Services.pdf
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ences and behaviors, which can help in designing new 

financial products and services. Credit reporting service 

providers have also begun adopting alternative data for 

creditworthiness evaluation. The use of alternative data 

in credit reporting can promote access to credit for bor-

rowers with “no credit files,” while it can also complement 

traditional data for borrowers with “thin credit files.” At 

the same time, efforts to introduce collateral registries 

for movable assets can play an equally important role in 

expanding credit to MSMEs, given that many do not have 

fixed assets that can be collateralized to obtain access 

to low-cost credit facilities. The recognition of movable 

assets must also come with the digitization of collateral 

registries that can maintain up-to-date records of liens 

against such assets in real-time, which by definition can 

move around and change hands much more easily than 

can fixed assets.

In some jurisdictions, authorities have extended the shar-

ing of data among financial institutions (open banking) 

to include nonfinancial institutions such as utility com-

panies, recognizing the potential impact that the porta-

bility of nonfinancial data might have on greater access 

to financial services for unbanked populations. Access to 

a broader range of data can provide a detailed picture of 

customers’ financial lives, so providers can better assess 

their needs and habits, allowing for a greater provision 

of financial service. The Bank of Indonesia’s open appli-

cation programming interface (API) standard provides 

useful insights into how data sharing can be facilitated; 

this is discussed in box 2.6. In the paper “Open Banking: 

How to Design for Financial Inclusion,” CGAP provide a 

useful overview of 12 open banking regimes, to under-

stand how they can be designed to enable products and 

business models that benefit financial inclusion. 

Interest in developing central bank digital currencies 

(CBDCs) as a tool for addressing financial inclusion 

challenges has grown significantly over recent months. 

The BIS defines a CBDC as “central bank-issued digital 

money denominated in the national unit of account… 

[that] represents a liability of the central bank. If the 

CBDC is intended to be a digital equivalent of cash 

for use by end users (households and businesses), it 

is referred to as a ‘general purpose’ or ‘retail’ CBDC.” 

While interest in CBDCs, particularly among EMDEs, 

ADDITIONAL INSIGHT: Regulators are exploring multiple ways to engage with innovators. One approach 

is “office hours” that let innovators meet with regulators and ask questions in a safe, off-the-record envi-

ronment. Another way is to form teams to consult with innovators around licensing and other regulation. A 

variant is to establish specific product-based teams that are responsible for providing deep domain exper-

tise related to specific product trends.

In Thailand, three different regulators have launched regulatory sandboxes: the Bank of Thailand, Secu-

rities and Exchange Commission, and Office of Insurance Commission. Each sandbox covers a different 

aspect of the financial system (payments, remote identity verification, and insurance, respectively) and 

differs in approach, eligibility, and mandate. The Bank of Thailand’s sandbox focuses on new “never-be-

fore-seen” innovations and thus far has focused on QR codes and cross-border payments. The Securi-

ties and Exchange Commission’s sandbox allows fintechs to test new electronic know-your-customer 

(KYC) technologies, and the Office of Insurance Commission’s sandbox has enabled insurers, agents, 

and insurtech firms to test insurtech innovations. The sandboxes also complement Thailand’s fintech 

hub F13 (launched by the Thai fintech association), working together to develop a fintech ecosystem. F13 

provides space for fintech start-ups to test and validate their services with customers. As a result of these 

multiple initiatives, new regulations and initiatives were introduced for robo-advisory, peer-to-peer (P2P) 

lending, electronic KYC, and QR payments.

BOX 2.5 

Use of Sandboxes
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is growing, there remains few examples of live deploy-

ments from which to learn. Countries such as the Baha-

mas, Nigeria, and the Eastern Caribbean Monetary 

Union have issued digital forms of their currency, but 

these are still in very early stages of development. (See 

box 2.7 for an overview of the first CBDC deployment 

in Africa—Nigeria’s eNaira.) A recent publication by the 

World Bank and BIS— “Central Bank Digital Curren-

cies: A New Tool in the Financial Inclusion Toolkit?”—

explores the potential of CBDCs to address financial 

inclusion barriers. Through interviews with nine juris-

dictions with advance thinking on either CBDCs or 

financial inclusion, the authors argue that CBDCs are 

not a panacea for financial inclusion challenges, but, if 

CBDCs are issued to address such challenges, specific 

design features should be implemented. 

The guide Central Bank Digital Currencies: A Payments 

Perspective by the World Bank offers a perspective to 

authorities that do want to explore potentially issuing a 

CBDC to address some of their financial inclusion barri-

ers. The guide offers a comprehensive overview of some 

of the key questions policy makers need to ask to do this 

effectively. A joint paper17 between the BIS and World 

Bank provides an overview of the importance of design-

ing a CBDC with inclusion in mind, should authorities 

The Central Bank of Indonesia, in cooperation with the payment system industry, developed the National 

Open API Payment Standard (SNAP) as part of its Indonesia Payments System Blueprint 2025 deliv-

erable. SNAP encompasses (i) a technical and security standard, (ii) a standard on data and technical 

specification, and (iii) guidelines for interconnected and interoperable open API payment governance. 

The goal of this initiative is to foster innovation, encourage dynamic collaboration. and promote intercon-

nectivity and interoperability within the financial sector.

BOX 2.6

Bank Indonesia Open API Standard

On October 25, 2021, the Central Bank of Nigeria (CBN) introduced the eNaira, a digital form of its cur-

rency. Key motivations for issuance were to enable households and businesses to make fast, efficient, 

and reliable payments while benefiting from a resilient, innovative, inclusive, and competitive payment 

system. The objective clearly focuses on greater access and usage for individuals and businesses to the 

financial system. 

According to the World Bank Findex, only 45 percent of Nigerians have access to an account at an FSP. 

The lowest levels of inclusion are in the less-developed northern parts of the country, among women and 

lower-income groups. 

Like other (live and planned) CBDCs, the eNaira uses a two-tier architecture, where the Central Bank 

of Nigeria acts as an issuer, and banks distribute the CBDC to the broader economy. Non-banks, such 

as e-money issuers, cannot distribute independently but can work with banks to facilitate specific use 

cases. The eNaira infrastructure uses distributed ledger technology (DLT) and account-based access 

(based on identification). CBDC accounts are available via the eNaira Speed Wallet app on smartphone 

devices. Transactions can be initiated using USSD on feature phones. The central bank is currently 

exploring approaches to facilitating offline functionality, although this is not live yet, and it has imple-

mented simplified due diligence, using national ID and verification tools to facilitate access.

BOX 2.7 

The eNaira: The Central Bank of Nigeria’s Digital Currency Initiative 

https://www.bis.org/fsi/publ/insights41.htm
https://www.bis.org/fsi/publ/insights41.htm
https://documents1.worldbank.org/curated/en/965451638867832702/pdf/Central-Bank-Digital-Currency-A-Payments-Perspective.pdf
https://documents1.worldbank.org/curated/en/965451638867832702/pdf/Central-Bank-Digital-Currency-A-Payments-Perspective.pdf
https://www.bi.go.id/en/fungsi-utama/sistem-pembayaran/blueprint-2025/default.aspx
https://www.bi.go.id/en/fungsi-utama/sistem-pembayaran/blueprint-2025/default.aspx
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want to address pervasive financial inclusion barriers by 

issuing one. CBDCs can also be tailored to be more user-

friendly to the disabled and vulnerable populations. For 

example, the People’s Bank of China has designed voice-

based user interfaces for the digital yuan, or e-CNY, for 

the visually impaired and those with poor digital skills. 

Meanwhile, the Central Bank of Hungary is piloting retail 

CBDC services for children, to make sure it is user-

friendly and accessible to all.

It is important for public-sector authorities to consider 

ways to oversee the governance of key public infrastruc-

tures—such as digital ID, open banking, credit reporting 

systems, retail fast payment systems, ICT infrastructure, 

and CBDCs—irrespective of whether these are operated 

by the private sector or provided by public authorities. 

Additionally, where the dominance of one or a handful of 

Resources Relevant to HLP 2

• BIS: Fintech and Payments: Regulating Digital Payment Services and E-money (FSI Insights on Policy 

Implementation No. 33), 2021

• World Bank: Impact of the FATF Recommendations and Their Implementation on Financial Inclusion: 

Insights from Mutual Evaluations and National Risk Assessments, 2021 

• World Bank: Digital Financial Services, 2021

• BIS, World Bank: Proportionality in Bank Regulation and Supervision—A Joint Global Survey, 2021 

• BIS, World Bank: Central Bank Digital Currencies: A New Tool in the Financial Inclusion Toolkit?, 2022

• CGAP: The Evolving Nature and Scale of Consumer Risks in Digital Finance, 2021 

• World Bank: Central Bank Digital Currencies: A Payments Perspective, 2021

• CGAP: Technical Guide on How to Build a Regulatory Sandbox, 2020

• World Bank: Global Experiences from Regulatory Sandboxes, 2020

• UNSGSA: Early Lessons on Regulatory Innovation to Enable Fintech, 2020 

• G20/GPFI: Use of Alternative Data to Enhance Credit Reporting to Enable Access to Digital Financial 

Services by Individuals and SMEs Operating in the Informal Economy: Guidance Note, 2018

• FATF:  Anti-Money Laundering and Terrorist Financing Measures and Financial Inclusion, with a Supple-

ment on Customer Due Diligence, 2017

• FATF: Terrorist Financing Risk Assessment Guidance, 2019

• FATF: Mitigating the Unintended Consequences of the FATF Standards, 2021

• BCBS: Guidance on the Application of the Core Principles for Effective Banking Supervision to the Reg-

ulation and Supervision of Institutions Relevant to Financial Inclusion, 2016

• ITU: Cooperation Frameworks between Authorities, Users and Providers for the Development of the 

National Payments System, 2016

• FATF: FATF Guidance: National Money Laundering and Terrorist Financing Risk Assessment, 2013

• IFC: Digital Financial Services and Risk Management 

entities creates monopolies, issues of competition and 

abuse of market power should be important consider-

ations. See chapter 4 for a detailed discussion of the gov-

ernance of key public infrastructures. 

2.3 Looking Forward

Getting the balance right between protecting the stabil-

ity, integrity, and users of a financial system while creat-

ing an inclusive innovation-driven sector is challenging. 

Policy makers must learn from the experiences of others 

and apply those to their specific country context and 

financial inclusion challenges. Implementing an effective 

and agile regulatory framework is an important aspect 

to be considered. (Chapter 3 provides useful insights into 

how to do this.) 

https://www.bis.org/fsi/publ/insights33.pdf
https://openknowledge.worldbank.org/handle/10986/36659
https://openknowledge.worldbank.org/handle/10986/36659
https://pubdocs.worldbank.org/en/230281588169110691/Digital-Financial-Services.pdf
https://www.bis.org/bcbs/publ/d523.pdf
https://www.bis.org/fsi/publ/insights41.htm
https://www.cgap.org/blog/evolving-nature-and-scale-consumer-risks-digital-finance
https://openknowledge.worldbank.org/handle/10986/36765
https://www.cgap.org/sites/default/files/publications/2020_09_Technical_Guide_How_To_Build_Regulatory_Sandbox.pdf
https://openknowledge.worldbank.org/bitstream/handle/10986/34789/Global-Experiences-from-Regulatory-Sandboxes.pdf?sequence=5&isAllowed=y
https://www.unsgsa.org/sites/default/files/resources-files/2020-09/UNSGSA_Report_2019_Final-compressed.pdf
https://www.gpfi.org/sites/gpfi/files/documents/Use_of_Alternative_Data_to_Enhance_Credit_Reporting_to_Enable_Access_to_Digital_Financial_Services_ICCR.pdf
https://www.gpfi.org/sites/gpfi/files/documents/Use_of_Alternative_Data_to_Enhance_Credit_Reporting_to_Enable_Access_to_Digital_Financial_Services_ICCR.pdf
https://www.fatf-gafi.org/media/fatf/Updated-2017-FATF-2013-Guidance.pdf
https://www.fatf-gafi.org/media/fatf/Updated-2017-FATF-2013-Guidance.pdf
https://www.bis.org/bcbs/publ/d383.pdf
https://www.bis.org/bcbs/publ/d383.pdf
https://www.itu.int/en/ITU-T/focusgroups/dfs/Documents/09_2016/Cooperation%20frameworks%20between%20Authorities%2c%20Users%20and%20Providers%20for%20the%20development%20of%20the%20National%20Payments%20System.pdf
https://www.itu.int/en/ITU-T/focusgroups/dfs/Documents/09_2016/Cooperation%20frameworks%20between%20Authorities%2c%20Users%20and%20Providers%20for%20the%20development%20of%20the%20National%20Payments%20System.pdf
https://www.fatf-gafi.org/documents/documents/nationalmoneylaunderingandterroristfinancingriskassessment.html
https://www.ifc.org/wps/wcm/connect/region__ext_content/ifc_external_corporate_site/sub-saharan+africa/resources/handbook-dfs-rm
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HLP 3: Provide an Enabling and Proportionate Legal and  
Regulatory Framework for Digital Financial Inclusion

Statement of the HLP: Provide an enabling and proportionate legal and regulatory framework for digital 

financial inclusion, taking into account relevant G20 and international standard-setting body standards and 

guidance.

3.1 Context 

HLP 3 calls for a legal and regulatory framework for 

DFS that is predictable, risk based, and fair and that 

does not impose excessive non-risk-based compliance 

costs. Such a framework (i) includes a careful assess-

ment of the relevant risks, (ii) provides market participa-

tion rules, (iii) establishes a fair and open level playing 

field for participants, and (iv) ensures efficient super-

vision. The overall policy environment and regulatory 

framework should reflect a proportionate and enabling 
approach to regulation, as described in chapter 2. 

This chapter identifies the challenges associated with 

establishing such a regulatory framework and frames 

the solutions proposed by global standard-setting bod-

ies, international financial institutions, the GPFI, and 

other international entities to meet these challenges. It 

provides examples of key actions required to develop an 

enabling and proportionate legal and regulatory frame-

work. It constructs current, and more in-depth, guidance 

on implementation (priority actions) of HLP 3.

This chapter builds upon the recent key reference doc-

uments (from both standard-setting bodies and other 

international entities) to which policy makers, regula-

tors, and supervisors can turn for deeper coverage and 

guidance on various topics, structured from the basics 

to the more cutting-edge –and rapidly evolving—issues. 

Lastly, it provides country examples of challenges faced 

and solutions to address them.

On a number of specific themes, this chapter builds 

on the analysis provided in the 2017 G20 report Digital 

Financial Inclusion: Emerging Policy Approaches. This 

GPFI report covers—in relation to HLP 3—the expansion 

of the risk-based approach, including the expansion of 

risk-based (tiered) CDD (with IDs as a critical facilita-

tor), the development of a functional (activities-based) 

approach to regulation, and the opportunity of leverag-

ing technology to strengthen regulation and supervision.

Acknowledging that there is no single recipe, this guid-

ance addresses primarily the concerns of EMDEs, 

where many people are digitally excluded, vulnerable, 

and underserved. It considers the G20 High-Level Pol-

icy Guidelines on Digital Financial Inclusion for Youth, 

Women and SMEs to be a key reference point—in par-

ticular HLPG 5 (Support Regulatory and Legal Reforms 

That Reduce Unequal Access to Responsible Digital 

Financial Services, which Results from Social, Economic, 

and Cultural Inequalities).

Rapidly changing market conditions—with new busi-

ness models, new players, new products and services, 

changing customer segments, and the speed of inno-

vation—mean that regulators and supervisors are chal-

lenged, in low-income countries in particular but also in 

medium- and high-income countries, by how to regulate 

and supervise DFS in ways that enable inclusion while 

protecting customers and the integrity and stability of 

the financial system. Regulators in EMDEs—low-income 

countries in particular—face higher levels of financial 

exclusion, a particularly rapid evolution of market con-

III.

https://www.gpfi.org/sites/gpfi/files/documents/Digital%20Financial%20Inclusion-CompleteReport-Final-A4.pdf
https://www.gpfi.org/sites/gpfi/files/documents/Digital%20Financial%20Inclusion-CompleteReport-Final-A4.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
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ditions, and limited supervisory capacity with which to 

respond to a new regulatory architecture. In short, all 

regulators and supervisors—across countries of differ-

ent income levels—are asked to regulate and supervise 

in relation to a rapidly moving target: innovation.

The essential elements of a regulatory framework for 

digital financial inclusion build on basic regulatory 

enablers for DFS and incorporate next-generation 

regulatory topics, identifying and drawing from inter-

nationally recognized reference points, including (i) 

international standard-setting bodies, (ii) international 

financial institutions: the World Bank and International 

Monetary Fund, including the Bali Fintech Agenda,18 (iii) 

the G20 and GPFI, and (iv) other international bodies. 

3.2 A Framework for Implementing HLP 3 

(a)  Four Fundamentals of Regulating the DFS 
Landscape

The basic parameters of a DFS regulatory environment 

include market participation (entry requirements), pru-

dential requirements, market conduct and integrity, 

financial consumer protection, AML/CFT safeguards, 

and an insolvency regime. The regulatory environment 

will optimally be technology neutral and flexible enough 

to accommodate new providers and product innova-

tions. Four (related) fundamental attributes of the DFS 

regulatory framework are explored here.

The first fundamental attribute is the application of a 

risk-based approach, based in the application of the 

principle of proportionality. (See also chapter 2, on HLP 

2.) Under a risk-based approach, regulation and super-

vision should be scaled in line with the DFS provider’s 

business model and related risk profile. Otherwise, 

regulatory requirements and supervision/examination 

could impose excessive compliance costs that affect the 

provider’s viability and ability to cater to underserved 

populations without significantly strengthening efforts 

to combat money laundering and terrorist financing. 

As stated in chapter 2, proportionality demands a solid 

knowledge of both a jurisdiction’s risks of money laun-

dering and terrorist financing and specific DFS busi-

ness models and their benefits and risks. A risk-based 

approach should be applied in all phases of DFS regula-

tion and supervision—from licensing and authorization 

to enforcement—to avoid stifling responsible innovation.

As noted in the previous chapter, within a risk-based 

approach, similar risks are regulated in a similar man-

ner, including an appropriate risk-based approach to 

supervision, oversight, and examination. It is integral 

to proportionality that supervisory procedures align 

with the risk profile of DFS providers and their systemic 

importance. This helps authorities optimize their use 

of scarce resources and avoid stifling responsible DFS 

innovation and growth.

The second fundamental attribute is the establishment 

of a clear regulatory perimeter, involving decisions 

regarding which types of FSPs (and associated third-

party providers) and which activities are covered by the 

jurisdiction’s regulations (that is, brought within the reg-

ulatory perimeter), and what type of activities are cov-

ered by licenses or registration. This entails determining 

whether new types of licensing or registration categories 

are needed; FATF has, for example, addressed this issue in 

its Updated Guidance for a Risk-Based Approach to Vir-

tual Assets and Virtual Asset Service Providers. 

How wide should the regulatory perimeter be cast? It is 

incumbent upon regulators to determine which new activ-

ities (products) and which new entities fall within the reg-

ulatory perimeter (that is, which require authorization/

licensing, including the necessary interagency coordina-

tion, and regulatory requirements). The diverse ecosys-

tems and new providers increasingly include nonfinancial 

companies that offer different types of both financial and 

nonfinancial products and services to low-income cus-

tomers and micro and small businesses; regulators need 

to determine whether to regulate—and, if so, when and 

how to regulate—such nonfinancial companies that are 

acting as financial product/services originators, delivery 

channels, or providers themselves. With the help of the 

modularization of the value chain in delivering financial 

services, products can be integrated and rebundled in 

different ways, including by nonfinancial companies (for 

example, platforms) as embedded finance. (See CGAP 

deck on modular services.) Embedded finance (referred 

to as EmFi) presents greater challenges, since the scale 

of effects is greater on the financial services markets 

than on bigtech. Part of the exercise of establishing the 

regulatory perimeter may involve launching initiatives to 

facilitate the adoption of responsible innovation in the 

financial system, such as innovation hubs, regulatory 

sandboxes, and innovation accelerators, allowing for ini-

tial regulatory responses within new ecosystems. Such 

initiatives can allow for a flexible, risk-based approach 

to establishing the regulatory perimeter, albeit with ade-

quate oversight, to test new models before licensing. 

(See chapter 2 on the use of sandboxes; see below on 

file:///\\Users\phil\Documents\Kathryn\Professional%20Stuff\CGAP\G20%20and%20GPFI\GPFI%202022%20Outcome%201%20exercise\Rapid%20advances%20in%20financial%20technology%20are%20transforming%20the%20economic%20and%20financial%20landscape,%20offering%20wide-ranging%20opportunities%20while%20raising%20potential%20risks.%20Fintech%20can%20support%20potential%20growth%20and%20poverty%20reduction%20by%20strengthening%20financial%20development,%20inclusion,%20and%20efficiency—but%20it%20may%20pose%20risks%20to%20consumers%20and%20investors%20and,%20more%20broadly,%20to%20financial%20stability%20and%20integrity
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/guidance-rba-virtual-assets-2021.html
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/guidance-rba-virtual-assets-2021.html
https://www.cgap.org/research/slide-deck/great-unbundling-how-technology-making-financial-services-modular
https://www.cgap.org/research/slide-deck/great-unbundling-how-technology-making-financial-services-modular
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innovation facilitators.) Box 3.1 illustrates how regulatory 

perimeters have been defined by a few jurisdictions.

Related to the regulatory perimeter is the question of the 

licensing regime. It is important to ensure clear and con-

sistent criteria for market participation and for offering 

specific types of DFS. There is a need to find a balance 

between a proliferation of new licensing windows and a 

broad, all encompassing, regulatory framework, balanc-

ing specificity and flexibility. 

CGAP’s “How Can Licensing Regimes Keep Up with 

Financial Innovation in 2020?” outlines options for 

licensing regimes. It concludes that overly restrictive 

licensing requirements can impede competition, while 

excessively lax licensing can put systems and consum-

ers at risk. Regulators should increase flexibility in their 

licensing regimes to accommodate innovation but keep 

risks at bay.

Digital transactions now routinely occur across a 

diverse ecosystem of players and platforms, and the 

relationships between actors that use digital payments 

(merchants, suppliers, individuals) and actors that pro-

vide or enable these payments (agents, aggregators, 

banks) are becoming more complex. Added to the com-

Uganda, Ethiopia, and Pakistan each recently created a separate e-money issuer category for non-bank 

providers. Uganda has recently shifted from a bank/non-bank partnership model, where mobile network 

operators could not offer e-money services without a partnership with a bank, to bringing a non-bank 

model within the regulatory perimeter, whereby non-bank e-money issuers can offer services directly to 

customers.

In March 2022, the Central Bank of Kenya issued a regulation on digital credit for the licensing and super-

vision of digital credit providers, which were previously unregulated—that is, outside the regulator perim-

eter. Kenya was already a globally recognized example of the development of a regulatory perimeter for 

e-money. This began with a test-and-learn approach for the mobile money operator Safaricom, offering 

a restricted license while providing regulatory oversight.

Mexico’s 2018 Financial Technology Institutions Law corresponds to the interest in having a single, 

all-encompassing law designed to establish the regulatory perimeter to cover the full range of fintech 

innovations, including, for example, crowdfunding institutions. There are, however, challenges to having 

a single law that draws the perimeter for all types of fintech entities. (See CGAP’s “Is Mexico’s ‘Fintech 

Law’ Leading a New Trend in Fintech Regulation?”)

In 2020, the Central Bank of the Republic of Argentina extended the application of the Law on Financial 

Institutions to “other nonfinancial credit providers” and “nonfinancial companies that issue credit and/or 

purchase cards” (including digital lending companies), establishing that they will be bound by the rules 

on the “protection of users of financial services” with respect to the financing they provide. This includes 

regulations on disclosure and transparency with respect to interest rates, communication through elec-

tronic means, reporting systems for complaints, and submission of data. In May 2022, the central bank 

issued a communiqué prohibiting financial institutions from offering services to its clients related to digi-

tal assets not authorized by the central bank or another Argentine authority. The central bank prohibited 

financial institutions from performing nonfinancial activities that it had not approved.

Dubai recently established a separate Virtual Assets Regulatory Authority, underpinned by a law creating 

a legal framework for crypto assets in the Emirate of Dubai aimed at protecting investors and “designing 

much-warranted international standards” for industry governance. The new authority—distinct from the 

Dubai Financial Services Authority—creates a separate regulatory perimeter for crypto assets.

BOX 3.1

Defining the Regulatory Perimeter 

https://www.cgap.org/blog/how-can-licensing-regimes-keep-financial-innovation-2020
https://www.cgap.org/blog/how-can-licensing-regimes-keep-financial-innovation-2020
https://www.cgap.org/research/publication/fair-play-ensuring-competition-digital-financial-services
https://www.centralbank.go.ke/2022/03/21/central-bank-of-kenya-digital-credit-providers-regulations-2022/
http://www.diputados.gob.mx/LeyesBiblio/pdf/LRITF_090318.pdf
https://www.cgap.org/blog/mexicos-fintech-law-leading-new-trend-fintech-regulation
https://www.cgap.org/blog/mexicos-fintech-law-leading-new-trend-fintech-regulation
https://cointelegraph.com/news/dubai-establishes-virtual-asset-regulator-and-announces-new-crypto-law
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plexity is the rise of nonfinancial companies engaging 

in the financial value chain. (See above.) Regulators 

should determine how to ensure responsible behav-

ior across the entire transaction value chain. Regula-

tory and supervisory challenges regarding platforms 

include (1) addressing risks in the area of data protec-

tion (questions around the control of data and custom-

ers’ rights in the use of data are far from settled); (2) 

addressing threats to competition introduced by plat-

forms and embedded finance; and (3) analyzing risks 

that may complicate fundamental decisions about 

when and how to regulate. It is important to be aware 

that activities extend beyond the domain of financial 

regulation, creating financial commitments and risks 

that might not be monitored. Regulators and supervi-

sors may need to involve other domestic authorities in 

regulating the platform in areas such as competition, 

labor, consumer and data protection, telecom, and 

a range of commercial sectors. This necessitates a 

working mechanism for regulatory coordination. Also, 

certain platforms around the globe operate across mul-

tiple countries, which might call for international regu-

latory and supervisory cooperation. (See the February 

2022 story “3 Regulatory Challenges Posed by Plat-

form-Based Finance” on the CGAP blog.)

In most jurisdictions, accountability for these actors rests 

with the providers that hold a custodial responsibility over 

users’ funds. However, user touchpoints, particularly at 

the last mile, are often with agents and third parties; there 

needs to be more clarity on who is responsible for either 

detecting or offering recourse for problems. For example, 

in Tanzania, a PSP is liable for omissions or errors by its 

agents, within the scope of agency agreements. 

A third fundamental attribute is the decision to regu-

late activities or entities (or both). Within the world of 

global standard-setting bodies, increased attention is 

being given to regulation by activities, rather than by 

entity. Yet the BIS has noted that given the unique set 

of challenges that are generated by bigtechs’ entry into 

financial services (such as the concentration of market 

power and data governance), a purely activities-based 

framework for regulation is likely to fall short of an ade-

quate response to the policy challenges associated with 

bigtech. It notes the scope to address the policy chal-

lenges of bigtechs by developing specific entity-based 

rules that complement activities-based requirements.

The question of competition—the fourth fundamen-

tal attribute—is related to the questions of regulatory 

perimeter and activities-based versus entity-based reg-

ulation. Regulators need to be aware that the features of 

fintech models, such as platform-based business mod-

els, may raise significant risks to fair competition. The 

Bali Fintech Agenda calls for the reinforcement of com-

petition and a commitment to open, fair, and contestable 

markets. A recent occasional paper from the Financial 

Stability Institute, Fintech Regulation: How to Achieve 

a Level Playing Field (February 2021), outlines different 

approaches to competition.

These four fundamental tenets for DFS regulation 

underpin the consideration of a wide range of policy 

parameters, sketched out in the following sections of 

this chapter. (See box 3.2 for country examples of the 

four fundamental tenets.)

(b) Basic Enablers/Prerequisites

In 2018, CGAP published the focus note Basic Regula-

tory Enablers for Digital Financial Services, which policy 

makers and regulators now take as an industry reference 

point. It describes four enablers that are viewed across 

the DFS universe as necessary (although not sufficient) 

conditions for DFS to flourish. Along with the fundamen-

tals outlined in the previous section, they serve as a basis 

for consideration of the further regulatory elements in 

the following two sections of this chapter. Box 3.3 high-

lights sound practices in implementing the following four 

basic enablers: 

1. Non-bank e-money issuance: A basic requirement is 

to create a specialized licensing window for non-bank 

DFS providers to issue e-money accounts (also called 

prepaid or stored-value accounts) without being sub-

ject to the full range of prudential rules applicable to 

commercial banks and without being permitted to 

intermediate funds.

2. Use of agents: DFS providers—both banks and non-

banks—are permitted to use third-party agents, such 

as retail shops, to provide customers access to their 

services. A CGAP technical note focuses on regulat-

ing DFS agent models within an enabling framework 

that fosters financial inclusion.

3. Risk-based CDD: A proportionate regulatory frame-

work is adopted, allowing simplified CDD for lower-risk 

accounts and transactions. This is also relevant to the 

implementation of HLP 7. FATF adopted a risk-based 

approach to CDD, as detailed in the relevant FATF rec-

ommendations and guidelines. This is a fundamental 

component of AML/CFT compliance and monitoring. 

https://www.cgap.org/blog/3-regulatory-challenges-posed-platform-based-finance
https://www.cgap.org/blog/3-regulatory-challenges-posed-platform-based-finance
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwifkOXmo9T2AhXTM-wKHZjpAtkQFnoECAUQAQ&url=https%3A%2F%2Fwww.bis.org%2Fpubl%2Fbisbull45.pdf&usg=AOvVaw2fq_jQY1fZxx2erZ8h54e2
https://www.bis.org/fsi/fsipapers17.htm
https://www.bis.org/fsi/fsipapers17.htm
https://www.cgap.org/research/publication/basic-regulatory-enablers-digital-financial-services
https://www.cgap.org/research/publication/basic-regulatory-enablers-digital-financial-services
https://www.cgap.org/research/publication/use-agents-digital-financial-services-providers
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(This is incorporated in FATF’s 2017 guidance on AML/

CFT measures and financial inclusion.) Depending on 

risk and available risk mitigants, simplified CDD may be 

appropriate for opening and using e-money accounts 

and conducting over-the-counter transactions with 

DFS providers. The point was underlined in the 2017 

GPFI report. A CGAP technical note provides guidance 

on using risk-based approaches to CDD, supported by 

examples drawn from around the world.

4. Consumer protection: Consumer protection rules 

are tailored to the full range of DFS providers and 

products—providing a necessary margin of safety 

and confidence. Treatment of this enabler is deep-

ened in the paper Making Consumer Protection Reg-

ulation More Customer-Centric (CGAP, June 2020). 

Whether as a basic enabler or in relation to the new-

est innovations in the delivery of financial services, 

financial consumer protection and capacity building 

are essential to ensuring the appropriate balance of 

innovation and risk. See chapter 5 for a detailed over-

view of key considerations for implementing an effec-

tive financial consumer protection regime.

(c)  Further Policy Elements in the Rapidly  
Evolving Context: Enabling New  
Technologies while Mitigating Risks

Fintech and the Future of Banking (a CGAP web page) 

notes that new business models emerging among fin-

techs, digital banks, and platforms enable challengers 

and incumbents alike to put useful, user-friendly, lower- 

cost solutions into the hands of poor customers so 

that they can use them to improve their lives. At the 

same time, the rapid evolution of these models leads to 

ever-increasing regulatory challenges.

Proportionality and risk-based approach: In Bangladesh’s National Risk Assessment, financially inclu-

sive products have been recognized as products with low risks of money laundering and terrorism financ-

ing. As such, banks and financial institutions adopt the risk-based approach and apply a simplified KYC 

process for such products to support financial inclusion.

Regulatory perimeter: Singapore’s Payments Services Bill (2019) replaced two pieces of legislation with 

one “modular” framework, encompassing seven types of services within the same framework, offering dif-

ferent types of licenses depending on the regulated activities performed and the related business volumes. 

(See also box 3.1 for more examples.)

Regulating activities or entities: Work by Dvara Research in India indicates that activities-based reg-

ulation may better complement the objectives of consumer protection. It proposes that the Reserve 

Bank of India define “credit” in a manner that includes products that provide the functionalities of 

credit. All such activities should be subject to uniform consumer protection regulation. The Financial 

Stability Institute of the BIS argues that a combination of activities-based and entity-based rules may 

be more appropriate: looking at activities is meaningful in relation to the large numbers of new mod-

els, while looking at entities is important given the market positions of large players such as bigtechs 

(given the risk of institutional failure). This view is becoming more widespread. Also see the FSI’s Entity- 

based vs activity-based regulation: a framework and applications to traditional financial firms and  

big techs. 

Competition: In South Africa, non-banks are required to partner with a bank to offer payment services. 

To relax the constraint and open the market to broader competition, giving non-banks the power to clear 

and settle certain transactions is under consideration. Payment services will also be a regulated activity in 

terms of the Conduct of Financial Institutions Act, which the National Treasury aims to table in parliament 

during 2022.

BOX 3.2

Country Examples of Addressing the Four Fundamental Tenets  
for DFS Regulation

https://www.fatf-gafi.org/publications/fatfgeneral/documents/financial-inclusion-cdd-2017.html
https://www.fatf-gafi.org/publications/fatfgeneral/documents/financial-inclusion-cdd-2017.html
https://www.cgap.org/sites/default/files/publications/2019_10_Technical_Note_Risk_Based_Customer_DD.pdf
https://www.cgap.org/research/publication/making-consumer-protection-regulation-more-customer-centric
https://www.cgap.org/research/publication/making-consumer-protection-regulation-more-customer-centric
https://www.cgap.org/topics/collections/fintech-future-of-banking
https://www.dvara.com/research/blog/2022/01/07/comments-to-the-reserve-bank-of-india-on-the-report-of-the-working-group-on-digital-lending-including-lending-through-online-platforms-and-mobile-apps-dated-18-november2021/
https://www.bis.org/fsi/fsipapers17.htm
https://www.bis.org/fsi/fsipapers17.htm
https://www.bis.org/fsi/fsipapers19.htm
https://www.bis.org/fsi/fsipapers19.htm
https://www.bis.org/fsi/fsipapers19.htm
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Building on the basic enablers in part 2, a set of five policy 

enablers were framed by the Financial Stability Institute 

in Policy Responses to Fintech: A Cross-Country Over-

view. These policy enablers cover public policy mea-

sures and initiatives (for example, digital ID systems) 

that support the development of fintech activities. These 

policy enablers allow for the application of enabling tech-

nologies, such as APIs, cloud computing, DLT, and AI.

• Digital IDs: Governments have a role, with appropri-

ate governance and other safeguards, in promoting 

trustworthy (that is, privacy-preserving, secure, con-

sent-based) digital IDs that enable governments and 

businesses to deliver DFS that may increase financial 

inclusion.19 Biometric digital IDs can be greatly help-

ful to migrants, refugees, and other vulnerable popu-

lations that lack proper ID documents. (See box 3.4 

for an example.) Promoting digital IDs may also fur-

ther the implementation of HLP 7. Financial authori-

ties have included provisions in regulatory frameworks 

that clarify how digital ID systems may be used (includ-

ing consent management and control of data when 

accessing DFS). (See chapter 4, which covers the DFS 

infrastructure ecosystem.) 

• Open banking regimes (data-sharing schemes that are 

mandated or supported by regulators with a goal of cre-

ating competition and fostering innovation in financial 

services) allow a wide range of users, including fintechs, 

Non-bank e-money issuance: Uganda, Ethiopia, and Pakistan recently issued new regulations that 

allow non-banks to be e-money issuers and offer e-money services directly to customers. 

Use of agents: Rwanda’s agent regulation applies to different types of institutions, such as banks, PSPs, 

e-money issuers, and remittance service providers, and follows more of an activities-based approach. 

Indonesia has built a vast agent network, although challenges remain, such as uneven distribution across 

the country and economic viability. Ghana has more of an activities-based approach to agent regulations 

(see Payment Services and Systems Act of Ghana) and applies the same set of agent rules to different 

types of institutions, such as banks and dedicated e-money issuers.

Risk-based CDD: Three-tiered CDD systems—basic, medium, or full (enhanced) CDD—are used in 

Ghana, Myanmar, Pakistan, and Tunisia. (See also the G20/GPFI’s Digital Financial Inclusion: Emerging 

Policy Approaches for examples of tiered CDD regimes in China, Mexico, and Tanzania.) 

Consumer protection: Consumer protection rules, which apply to e-money issuers, are incorporated in 

Uganda’s National Payment Systems Act of 2020 and National Payment Systems Regulations of 2021. 

The country also has financial consumer protection guidelines that apply to all financial services.

BOX 3.3

Sound Practices in Implementing the Four Basic Enablers

to access customer data locked inside banks and other 

financial institutions to develop innovative financial 

products and services at a lower cost that are better 

suited to the needs of customers. CGAP has examined 

12 open-banking regimes and identified the critical 

design components that are most likely to serve the 

needs of poor people.

• Data protection: The right to the privacy of personal 

data has gained more attention in recent years. Data 

generated by low-income consumers’ use of mobile 

phones and DFS can help expand financial inclusion, 

but its use can also result in the loss of privacy and 

other harm. Many jurisdictions have issued data-pro-

tection laws whose most common requirement is 

to ask citizens for consent before data about them 

may be collected, used, or shared (although there 

is debate as to whether such consent is meaning-

ful). More comprehensive frameworks establish new 

rights for individuals, such as data portability, the right 

not to be profiled, or the right to be forgotten. A chal-

lenge is to determine the boundaries between finan-

cial-sector regulation and data protection, data privacy, 

and competition. It is important to note here that frag-

mentation/lack of interoperability in data-protection 

regimes can affect cross-border regulatory access and 

therefore decrease competition; this has downstream 

effects on financial inclusion. (The work of the OECD 

https://www.bis.org/fsi/publ/insights23.pdf
https://www.bis.org/fsi/publ/insights23.pdf
https://www.bcp.gov.gh/new/related_pro.php?id=MTkw~Payment%20Systems%20and%20Services%20ACT%202019,%20(ACT%20987)~165~15
https://www.gpfi.org/sites/gpfi/files/documents/Digital%20Financial%20Inclusion-CompleteReport-Final-A4.pdf
https://www.gpfi.org/sites/gpfi/files/documents/Digital%20Financial%20Inclusion-CompleteReport-Final-A4.pdf
https://www.bou.or.ug/bou/bouwebsite/bouwebsitecontent/acts/supervision_acts_regulations/Payment-Systems-Act/The-National-Payments-Systems-Act-2020.pdf
https://www.bou.or.ug/bou/bouwebsite/bouwebsitecontent/PaymentSystems/Legal-Frameworks/National-Payment-Systems-Regulations-2021.pdf
https://bou.or.ug/bou/bouwebsite/bouwebsitecontent/FinancialInclusion/Financial-Consumer-Protection-Guidelines-2011.pdf
https://www.cgap.org/research/publication/open-banking-how-design-financial-inclusion
https://www.cgap.org/research/publication/open-banking-how-design-financial-inclusion
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Working Party on Data Governance and Privacy in the 

Digital Economy serves as an international reference 

point on data protection. See also chapter 5.)

• Innovation facilitators (innovation hubs, regulatory 

sandboxes, and accelerators) have the potential to 

empower financial regulators struggling with fast-

paced innovation. Allowing for the piloting of innova-

tive new delivery channels, products, services, and 

business models without having to comply immedi-

ately with all regulatory requirements facilitates the 

adoption of new products and services. (See CGAP’s 

How to Build a Regulatory Sandbox: A Practical 

Guide for Policy Makers.) IOSCO has produced The 

Use of Innovation Facilitators in Growth and Emerg-

ing Markets (2022). (See also the full treatment of the 

question of innovation facilitators in chapter 2.)

• Cyber security: Governments are addressing this 

growing global challenge with initiatives such as issu-

ing national and sectoral regulations and guidance, 

and with supervisory practices; establishing a cyber-

security framework is a common practice.

In addition to these five policy enablers, in the context 

of rapidly evolving market conditions, the following five 

issues constitute a set of new and evolving issues for pol-

icy makers and regulators. They are related to previous 

issues (for example, regulatory perimeter, competition, 

outsourcing); the focus here is on the fintech dimension 

of these regulatory parameters.

• Regulatory treatment of the latest technological 
developments: Developments such as, AI, instant 

payments, APIs, and CBDCs need to be the object of 

thorough policy development and risk-based regula-

tory treatment. 

• Regulation of third-party providers/outsourcing/ 
cloud computing: This question, related to the pre-

vious point, is a regulatory perimeter issue, treated 

above. Regulators are considering whether there 

are gaps in the traditional concept of outsourcing 

(whereby the FSP outsources to a third-party com-

pany while continuing to bear the risk of outsourc-

ing). This puts the onus on the principal for managing 

the outsourcing of risk. Banking as a service (BaaS) 

is an example of a regulatory challenge, whereby 

the licensed bank is reduced to the functions of bal-

ance-sheet intermediation and compliance. Cloud 

computing by third-party providers for the most part 

is currently not subject to financial services regulation 

beyond outsourcing rules. Regulators are now consid-

ering if this approach should change. For example, the 

United Kingdom is in the process of introducing reg-

ulations that could be applied directly to cloud com-

panies that provide critical services to financial firms, 

given potential impact of disruption of these services 

to financial stability. The Toronto Centre investigated a 

number of dimensions of the supervision of cloud ser-

vices in its Cloud Computing: Issues for Supervisors 

(November 2020). 

In 2021, the President of Colombia announced protections to Venezuelan migrants, granting them Tem-

porary Protection Status (TPS). The creation of the TPS was an unprecedented event in the region, as 

it allowed eligible Venezuelans to regularize their stay and reside in Colombia for 10 years, along with 

individual biometric documentation and identification documents. This initiative is expected to benefit 

more than 2.1 million Venezuelans over the next decade. The TPS comprises the following three steps:

• Online preregistration into Registro Único de Migrantes Venezolanos (RUMV)

• Individual biometric registration

• Delivery of documentation cards (Temporary Protection Permits)

This will facilitate access to a range of services such as healthcare, formal employment, and formal finan-

cial services.

Additional reading: UNHCR: Colombia Is Stepping Up Support for Venezuelans with Historic Protection Policy, 2021. 

BOX 3.4

Biometric Identification for Migrants in Colombia

https://www.cgap.org/research/publication/how-build-regulatory-sandbox-practical-guide-policy-makers
https://www.cgap.org/research/publication/how-build-regulatory-sandbox-practical-guide-policy-makers
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD692.pdf
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD692.pdf
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD692.pdf
https://globalcompactrefugees.org/article/colombia-stepping-support-venezuelans-historic-protection-policy
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• Regulation of platform finance: The dominance of 

bigtech platforms such as Alibaba, Amazon, and Ten-

cent in social media and e-commerce, combined with 

their growing interest in offering financial services, 

has prompted concern by some policy makers wor-

ried about competition and data protection. See the 

recent story “3 Regulatory Challenges Posed by Plat-

form-Based Finance” on the CGAP blog. (See also 

the Financial Stability Institute’s Big Tech Regulation: 

What Is Going On?) 

• New data concerns: There is a need to identify 

interventions that increase the value of data for poor 

and excluded customers and mitigate risks. In the 

paper Virtual Banking and Beyond, the BIS notes 

that new technology-driven models exploit the 

expanding data footprints of individuals and firms to 

generate information capital and reduce the reliance 

on collateral when offering loans and other financial 

services. Data and the entities that manage data 

will be at the heart of this transformation. Financial 

regulators need to ensure that regulatory oversight 

delivers on the inclusion- and intermediation-en-

hancing benefits of digital finance without compro-

mising traditional regulatory goals. In line with calls 

for increased data protection, there is a need for a 

system of data governance that allows consumers 

and businesses to exercise control over their data 

through the granting and withholding of consent to 

the use and transfer of their data. There is a move 

away from consent-only-driven data sharing to a 

more nuanced approach that considers the extent 

to which data sharing and use should be consent 

driven; this could be done by adopting a “legitimate 

purposes” test, allowing data uses that relate only to 

the product or service being offered or imposing a 

“fiduciary duty” requirement that data be used only 

in the customer’s interests.20, 21

• Revisiting competition: The digital transforma-

tion of financial services gives rise to a set of policy 

issues regarding competition (notably concerning 

bigtechs). The assumption that the entry of new pro-

viders increases competition may not hold anymore 

due to the hypothesis of the Data-Network-Activities 

(DNA) loop. Bigtech platforms with access to certain 

data may use that data to achieve a dominant posi-

tion in the market, which may hurt competition in the 

financial sector and may hurt consumers, especially 

low-income customers. Moreover, the emergence of 

bigtech entities in the financial services space has 

resulted in the juxtaposition of a small number of 

bigtechs and many small, agile fintech firms in cer-

tain market segments. There is a need to support 

conditions that attract large international companies 

that develop DFS while providing the opportunity 

for small, innovative, domestic fintech startups. It is 

important to consider the market structure and com-

petition implications of these developments. How-

ever, competition policy does not usually fall within 

the financial regulator’s (for example, the central 

bank’s) jurisdiction. There is a need for cooperation 

among the different authorities: competition, data, 

and financial sector. This cooperation is not yet well 

developed. The challenge here is the blurring bound-

aries between financial authorities and nonfinancial 

authorities—for example, telecommunications regu-

lators, data-privacy authorities, competition author-

ities, and ministry of justice. 

Regulatory technology (regtech) and supervisory tech-

nology (suptech) solutions are emerging for a wide range 

of regulatory focus areas, including regulatory change 

tracking, fraud detection, electronic KYC, countering 

the financing of terrorism, conduct and prudential risk 

management, systematized regulatory reporting, and 

associated auditable record keeping.22 Certain suptech 

solutions enable supervisors to develop and transmit 

machine-readable and machine-executable regulations 

to their regulated entities, which in turn could result in 

more automated regulatory compliance, lower costs, 

and greater consistency in regulatory reporting. Other 

suptech solutions are focused on achieving real-time 

risk alerts, thereby enabling supervisory teams to shift 

focus to preemptive, rather than curative, oversight, 

in turn possibly improving the resilience and stability 

of the broader financial system. Similarly, regtech has 

also evolved as an innovation, allowing financial institu-

tions and fintechs to create efficiencies in satisfying the 

requirements for regulatory reporting and improving 

the procedure for monitoring regulatory prerequisites. 

Whereas the application of these technologies has been 

minimal in developing and low-middle-income countries, 

mainly due to the high costs or lack of computing power, 

costs associated with the collection, validation, storage, 

processing, and dissemination of data have decreased 

significantly in recent years, resulting in several technol-

ogies becoming accessible. Examples of the application 

of regtech and suptech are presented in box 3.5. Broader 

coverage of the topic is found in the Alliance for Financial 

Inclusion’s Regulatory and Supervisory Technologies 

for Financial Inclusion (2022).

https://www.cgap.org/blog/3-regulatory-challenges-posed-platform-based-finance
https://www.cgap.org/blog/3-regulatory-challenges-posed-platform-based-finance
https://www.bis.org/fsi/publ/insights36.htm
https://www.bis.org/fsi/publ/insights36.htm
https://www.bis.org/publ/bppdf/bispap120.htm
https://www.bis.org/publ/bisbull45.pdf
https://www.bis.org/publ/bisbull45.pdf
https://www.afi-global.org/publications/regulatory-and-supervisory-technologies-for-financial-inclusion/
https://www.afi-global.org/publications/regulatory-and-supervisory-technologies-for-financial-inclusion/
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Philippines: The Financial Consumer Protection Department of the Central Bank of the Philippines 

(Bangko Sentral ng Pilipinas, or BSP) developed a chatbot and processing utility for customer com-

plaints. The chatbot, named BOB for “BSP Online Buddy,” went live in late 2020, thus allowing Filipinos 

to file complaints through their mobile phones via an app or SMS.

Nepal: In 2017, the Nepal Rastra Bank unveiled its upgraded reporting system, which consisted of an 

e-mapping system based on the Geographic Information System. The platform provides real-time data 

on financial access and usage in Nepal, allowing the central bank to track how well any financial inclu-

sion initiatives are being implemented. In addition, this platform allows for compliance of reporting by 

licensed banking and financial institutions to be tracked by class, institution, or reporting category.

Nigeria: The Central Bank of Nigeria implemented an agent banking database in 2015 to provide details 

of all approved agent banking relationships and agents of licensed mobile money operators. The intent is 

to have all banks, non-banks, and super-agents that report regularly to the registry to create an agent risk 

rating system and to allow for automatically created analytical reports for the supervisor.

Rwanda: As reported in the G20’s report Digital Financial Inclusion: Emerging Policy Approaches, the 

National Bank of Rwanda started collecting disaggregated data from regulated institutions in 2017. It 

uses a completely automated data-collection mechanism. All data is stored in a central data repository 

at the national bank.

Austria: Austria’s central bank transformed its approach to data collection to increase granularity, time-

liness, quality, and scope of data while reducing duplication, inconsistencies, and costs for both reporting 

institutions and supervisory authorities. Granular data gathered automatically from banks’ systems is 

sent to AuRep, a company owned by banks. The data at AuRep is represented by a “basic cube” that can-

not be accessed by the central bank; a series of enhanced datasets are automatically prepared following 

standard definitions to be accessed and used anytime by the central bank.

BOX 3.5

The Application of Regtech and Suptech: Country Examples

The following resources provide deeper guidance and 

process considerations:

• DFS reference guide: Inclusive Digital Financial 

Services: A Reference Guide for Regulators, spon-

sored by the Bill and Melinda Gates Foundation and 

released in 2019, covers basic enablers, licensing, 

prudential regulation and supervision, competition 

issues, integrity and security, agent regulation and 

supervision, and consumer protection. The guide, 

which focuses largely on e-money, was recently 

updated. The newly revised version focuses on 

emerging trends and brings in new case studies.23 

• FSI-Connect (of the BIS) is a web-based information 

resource and learning tool available to central banks, 

supervisory authorities, deposit insurers, and eligi-

ble public-sector authorities. It covers international 

financial regulatory standards and sound supervisory 

practices, including the latest prudential standards, 

key guidance on banking and insurance supervision, 

and relevant accounting and deposit insurance topics.

3.3 Challenges in Implementing HLP 3

Disruptive technologies are leading to the emergence of 

new providers, new business models, and new types of 

activities. Regulators and supervisors need to anticipate, 

and respond to, rapidly changing market conditions. This 

may be particularly challenging for small, low-income 

countries that are challenged to catch up with the latest 

regulatory developments.

Globally, regulators and supervisors face a rapidly evolv-

ing market context that makes the establishment of, and 

the evolution of, a DFS regulatory framework particularly 

challenging. Across EMDEs, central banks and regula-

https://www.bsp.gov.ph/Pages/InclusiveFinance/ConsumerAssistanceChannelsChatbot.aspx
https://www.gpfi.org/sites/gpfi/files/documents/Digital%20Financial%20Inclusion-CompleteReport-Final-A4.pdf
https://www.gatesfoundation.org/our-work/programs/global-growth-and-opportunity/financial-services-for-the-poor/inclusive-digital-financial-services-guide
https://www.gatesfoundation.org/our-work/programs/global-growth-and-opportunity/financial-services-for-the-poor/inclusive-digital-financial-services-guide
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tory authorities are grappling with formulating the pol-

icy and regulatory responses to rapidly evolving market 

developments. In almost all cases, EMDEs are still on the 

journey of designing new regulatory frameworks. 

Another issue is supervisory capacity and resources in 

the context of the current state of suptech and regtech. 

DFS supervisors face common challenges: inade-

quate expertise and skills in the face of fast growth and 

changes in DFS. Building supervisory capacity, which 

also includes improving supervisory data, should be a 

top priority for DFS supervisors. Having adequate super-

visory capacity means having the needed resources at 

the appropriate level to ensure that supervisory respon-

sibilities can be carried out in an effective and timely 

manner. Risk-based supervision requires high-quality 

data, good data management, and adequate data ana-

lytical tools, including modern data collection. 

3.4 Looking forward

Whether in legacy or new DFS market contexts, outlining 

the implications of meeting the goals of inclusion, stabil-

ity, integrity, and protection in developing a regulatory 

framework for DFS, as referenced in HLP 3, is a funda-

mental concern. In this context, regulators and super-

visors are encouraged to adopt a more proactive role in 

assessing the risks facing vulnerable groups. 

This applies to women in particular, especially low-in-

come women, who remain more financially excluded 

than their higher-income counterparts.24 In integrating 

Applied thus far in more than 18 markets, the United Nations Capital Development Fund’s (UNCDF) 

process-focused guides help regulators to accomplish the following: (1) identify policy opportunities, 

(2) assess the current market and regulatory landscape, (3) learn from peer markets, (4) investigate 

alignment with global standards, (5) consult with stakeholders, (6) analyze policy options, (7) create 

staff training modules, and (8) identify needs for regulatory harmonization. Using a digital platform to 

optimize accessibility (for example, mobile enabled, dual French/English, plain language), each guide 

includes several tools that are issue agnostic and process focused, allowing for a unique blend of flexi-

bility and completeness. The guides do not prescribe a specific sequence; rather, regulators and policy 

makers can use the resource that best suits their own policy design process, accelerating implementa-

tion while ensuring alignment with their goals. 

Sierra Leone: Between 2019 and 2021, the Bank of Sierra Leone used the UNCDF policy accelerator 

tools to investigate, design, and implement their financial consumer protection regulations. With an exist-

ing draft of the regulations in place, the bank used three guides to accelerate their regulatory reform 

process: Learn from Peer Markets, Alignment with Global Standards, and Consult with Stakeholders. 

The subsequent draft of the regulations was thus more aligned with best practice in consumer protection 

regulation and benefited from stakeholder input from the private sector and civil society.

BOX 3.6

UNCDF Policy Accelerator Guides

ADDITIONAL INSIGHT: In the context of the fundamental changes in the way financial services are offered, 

traditional regulatory approaches in EMDEs may need to adapt to such transformative innovations. Reg-

ulators need to be attentive to (a) redefining the regulatory perimeter (to facilitate market innovations 

while mitigating risks); (b) ensuring collaboration among authorities, cutting across multiple policy and 

regulatory domains; and (c) balancing opportunities and risks by implementing proportionate regulation 

and supervision of DFS.

https://policyaccelerator.uncdf.org/policy-tools/category/Guide
https://policyaccelerator.uncdf.org/whats-new/bank-sierra-leones-consumer-protection
https://policyaccelerator.uncdf.org/policy-tools/learn-peer-markets
https://policyaccelerator.uncdf.org/policy-tools/align-global-standards
https://policyaccelerator.uncdf.org/policy-tools/consult-stakeholders
https://policyaccelerator.uncdf.org/policy-tools/category/Guide
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gender considerations into DFS initiatives, policy mak-

ers, regulators, and supervisors should be aware that 

the gender gap, on the one hand, may reflect gender 

preferences and risk aversion but, on the other, may 

be explained by gender-based discrimination or social 

norms and conditions that disadvantage women. In 

this latter case, policy interventions may be necessary 

to enhance the inclusiveness of DFS. This consideration 

should be transversal—across all the elements of DFS 

policy, regulation, and supervision.

Resources Relevant to HLP 3

• AFI: Policy Framework on the Regulation, Licensing and Supervision of Digital Banks, 2021

• AFI: Regulatory and Supervisory Technologies for Financial Inclusion, 2022

• BIS: Fintech and the Digital Transformation of Financial Services: Implications for Market Structure and 

Public Policy (BIS Papers No. 117), 2021

• CGAP: Fintech and the Future of Banking Collection:

• Fintechs and Financial Inclusion: Looking past the Hype and Exploring Their Potential, 2019

• Fintechs and Financial Inclusion: Lessons Learned, 2019

• CGAP: Regulation for Inclusive Digital Finance (web page)

• CGAP: Proportional Supervision for Digital Financial Services DFS Collection (web page)

• CGAP: Digital Banks: How Can They Be Regulated to Deepen Financial Inclusion? (reading deck)

• CGAP: DFS Supervision Toolkit (forthcoming) 

• CGAP: Transformative Innovative for Financial Inclusion: Implications for Regulatory Architecture 

(forthcoming, fall 2022)

• CPMI, World Bank: Payment Aspect of Financial Inclusion in the Fintech Era (PAFI guidance), second 

phase, 2020

• FATF: Anti-Money Laundering and Terrorist Financing Measures and Financial Inclusion, with a 

Supplement on Customer Due Diligence, 2017

• FSB: The Use of Supervisory and Regulatory Technology by Authorities and Regulated Institutions, 

2020

• FSI: Policy Responses to Fintech: A Cross-Country Overview, 2020

• G20/GPFI: Global Standard-Setting Bodies and Financial Inclusion: The Evolving Landscape, 2016

• G20/GPFI: G20 High-Level Policy Guidelines on Digital Financial Inclusion for Youth, Women and 

SMEs, 2017

• IADI: Introductory Brief: Challenges for Deposit Insurers (Fintech Brief No. 1), 2021

• IAIS: Application Paper on the Use of Digital Technology in Inclusive Insurance, 2018 

• World Bank: A Roadmap to SupTech Solutions for Low Income (IDA) Countries, 2020

• World Bank: Digital Financial Services, 2020

• World Bank: Fintech and the Future of Finance, 2022

• World Bank, IMF: The Bali Fintech Agenda, 2018

https://www.afi-global.org/publications/policy-framework-on-the-regulation-licensing-and-supervision-of-digital-banks/
https://www.afi-global.org/publications/regulatory-and-supervisory-technologies-for-financial-inclusion/
https://www.bis.org/publ/bppdf/bispap117.htm
https://www.bis.org/publ/bppdf/bispap117.htm
https://www.cgap.org/topics/collections/fintech-future-of-banking
https://www.cgap.org/sites/default/files/publications/2019_05_Focus_Note_Fintech_and_Financial_Inclusion_1_0.pdf
https://www.cgap.org/sites/default/files/publications/2019_05_Case_Study_Fintech_and_Financial_Inclusion.pdf
https://www.cgap.org/topics/collections/regulation-inclusive-digital-finance
https://www.cgap.org/topics/collections/proportional-supervision-digital-financial-services
https://www.cgap.org/research/slide-deck/digital-banks-how-can-they-be-regulated-deepen-financial-inclusion
https://www.bis.org/cpmi/publ/d191.htm
https://www.fatf-gafi.org/media/fatf/content/images/Updated-2017-FATF-2013-Guidance.pdf
https://www.fatf-gafi.org/media/fatf/content/images/Updated-2017-FATF-2013-Guidance.pdf
https://www.fsb.org/2020/10/the-use-of-supervisory-and-regulatory-technology-by-authorities-and-regulated-institutions-market-developments-and-financial-stability-implications/
https://www.bis.org/fsi/publ/insights23.htm
https://www.gpfi.org/publications/global-standard-setting-bodies-and-financial-inclusion-evolving-landscape
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.iadi.org/en/assets/File/Papers/Fintech%20Briefs/IADI%20Fintech%20Brief%201%20-%20Introduction%20-%20Challenges%20for%20Deposit%20Insurers.pdf
https://www.iaisweb.org/uploads/2022/01/181112-Application-Paper-on-the-Use-of-Digital-Technology-in-Inclusive-Insurance.pdf
https://openknowledge.worldbank.org/handle/10986/34662
https://www.worldbank.org/en/topic/financialsector/publication/digital-financial-services
https://www.worldbank.org/en/publication/fintech-and-the-future-of-finance
https://www.imf.org/en/Publications/Policy-Papers/Issues/2018/10/11/pp101118-bali-fintech-agenda
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HLP 4: Expand the DFS Infrastructure Ecosystem

Statement of the HLP: Expand the digital financial services ecosystem—including financial and information 

and communications technology infrastructure—for the safe, reliable, and low-cost provision of digital finan-

cial services to all relevant geographical areas, especially underserved rural areas.

4.1  Context: Importance of the HLP,  
Statement of Challenges in Current 
Market Contexts 

This chapter identifies the role played by new fin-

tech-led technologies, products, and access modes as 

critical enablers for expanding access to and usage of 

DFS for the unbanked individuals, MSMEs, and under-

served population segments. Guidance is provided on 

the implementation of critical policy and infrastructure 

levers to improve the design of transaction accounts 

and payment products and lowering market barriers for 

new players and new approaches, to make DFS ubiqui-

tously accessible and with enhanced user experience 

and awareness. Digital payments serve as a gateway to 

broader DFS, including savings and credit.25

New technologies not only offer new modes of accessing 

these new products by means of e-wallets, open banking, 

and super apps but also allow payments to be initiated 

through transaction accounts offered through exist-

ing products and services (for example, card accounts 

linked to pay wallets). Similarly, new products and 

access modes do not always rely on advances in tech-

nology but can leverage existing technologies to achieve 

scale. For example, fast payments can be offered based 

on traditional technologies and initiated via online bank-

ing, rather than e-wallets. Figure 4.1 highlights the evolu-

tion of new technologies, products, and access modes. 

The success of such technologies also depends upon 

the quality of the underlying ICT infrastructure—such as 

mobile broadband infrastructure, credit registries, and 

open APIs, and including in remote areas, expansion of 

digital ID (which is also in furtherance of HLP7). These 

investments should be complemented with the relevant 

legal and regulatory frameworks that can allow most 

people to benefit from DFS and ensure a competitive 

ecosystem. During the last two years, the COVID-19 pan-

demic has amplified the use of new technologies, prod-

ucts, and access modes to keep commerce thriving and 

financial systems functioning and provide end users with 

digital options to continue using financial services while 

also observing social distancing and other measures.

4.2 A Framework for Implementing HLP 4 

The framework for implementing HLP 4 includes guid-

ance for expansion of the DFS ecosystem—including 

financial and ICT infrastructures—for the safe, reliable, 

and low-cost provision of DFS to all relevant geographi-

cal areas, especially underserved rural areas. The frame-

work uses the G20 High-Level Policy Guidelines on 

Digital Financial Inclusion for Youth, Women and SMEs 

as a key reference point, in particular HLPG 1 (Promote a 

Competitive Environment for Banks and Non-Banks and 

Support the Development of a Widely Accessible, Secure 

and Responsible Digital Infrastructure and Interoper-

able Payment Systems), and HLPG 2 (Encourage the 

Availability and Affordability of Tailored Digital Financial 

Products, while Addressing the Needs for AML/CFT 

Safeguards and the Necessary Customer Due Diligence 

Measures and Digital ID Systems).27 The guidance can 

be used by national authorities in determining effective 

courses of action to leverage the promise of new tech-

nologies, products, and access modes and mitigate the 

risks associated with them. The definitions for innovative 

technologies, products, and services that are part of this 

framework are also included in the glossary.

IV.

https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
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Figure 4.1: PAFI Fintech Wheel26

For the DFS system to serve all users and offer full user 

choice, payment interoperability across the ecosystem, 

preferably including cross-border, is critical. Many users 

experience services within fragmented ecosystems in 

which providers operate independently, neither sharing 

data nor transacting across one another. Some provid-

ers offer these flexibilities at a cost, which deters users 

from transacting with peers and retailers over platforms. 

These silos preclude digital payments from achieving 

the same convenience, affordability, and utility as cash. 

For underserved populations, many of whom reside in 

rural or low-income communities, these added costs 

make this a particularly untenable prospect. Supple-

mentary opportunity costs—such as those incurred by 

users who physically travel to banks because they are 

blocked from digitally transacting with them—only exac-

erbate the issue.

(a)  The Design of Key Payment Infrastructures 
Should Consider the Use of New and Existing 
Technologies, Products, and Access Modes 
in a Balanced Way to Expand Access to and 
Usage of Transaction Accounts. 

Innovation in existing DFS products and services (for 

example, e-money, especially mobile money) has 

improved access to and usage of transaction accounts 

in recent years. The important role played by payment 

infrastructures to leverage the existing technologies, 

products, and access modes for financial inclusion has 

been significant. The increasing momentum gained by 

fintech developments is altering the DFS ecosystem and 

improving prospects for financial inclusion, especially for 

the underserved segments. At the same time, DFS and 

fintech also pose risks to consumers and investors from 

an operational and cyber resilience point of view. Har-

nessing the benefits of fintech responsibly will require 

a balanced approach that provides clarity to the market 

and consumers, is activities-based, proportionate, and 

technology neutral, and serves the set policy objectives. 

Box 4.1 highlights the balanced policy approach taken by 

the Reserve Bank of India to promote innovation in DFS.

New technologies that are helping with the develop-

ment of new products and access modes include APIs, 

big-data analytics, biometric technologies, cloud com-

puting, near-field communication and QR code–based 

contactless technologies, digital ID, DLT, and the Internet 

of Things. New technologies facilitate the delivery of new 

products and access modes, including fast payments 

and CBDCs. New technologies not only offer new modes 

of accessing these new products by means of e-wallets, 

open banking, and super apps but also allow payments 

to be initiated via traditional transaction accounts and/

or payment instruments. 
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To promote responsible innovation in DFS, the Reserve Bank of India launched an Innovation Hub in March 

of 2022. The hub was established on the premise that PSPs, policy bodies, start-ups, and businesses 

alone can not address the global shifts and regulatory and technological challenges of an increasingly 

complex, interdependent, and fast-transforming world of the financial sector, and that an established 

institutional setup was needed to enable informed collaboration and cooperation via a trusted platform. 

The hub aims to identify challenges in the Indian financial system using data and insights from applied 

research and stakeholder consultations and to address these challenges by creating and piloting collab-

orative solutions that leverage the power of existing and new technologies.

BOX 4.1 

India’s Approach to Innovation in DFS

(b)   ICT and Shared Market Infrastructures 
Should Be Effective in Supporting Financial 
Inclusion Efforts by Providing Critical  
Information to FSPs, Including an  
Identification Infrastructure, a Credit 
Reporting System and Other Data-Sharing 
Platforms.

ICT and shared market infrastructures should be appro-

priately designed, operate effectively, and be available 

to all PSPs equally. This can support financial inclusion 

efforts by providing the critical information needed for 

opening transaction accounts and improving usage. 

These include an effective and efficient identification 

infrastructure, a credit reporting system, and other 

data-sharing platforms using alternative data and col-

lateral registry systems. Additionally, the availability and 

reliability of critical public infrastructures, such as trans-

port networks, electrical grids, telecom and broadband 

access, and internet connectivity, can improve accessi-

bility of access points such as ATMs and POS terminals. 

Further, the geographical coverage of ICT infrastructures 

and the overall quality of the service provided by those 

infrastructures are enhanced as necessary by their 

owners/operators so as not to constitute a barrier for 

the provision of transaction account services to under-

served segments in remote and rural areas.

In the context of new technologies, the role of digital ID 

is important. Digital ID refers to a set of electronically 

captured and stored attributes and credentials that 

can uniquely identify an individual or legal person and is 

used for electronic transactions. Digital ID can support 

the development of KYC utility to collect, verify, store, 

and screen customer data and share it across all service 

providers in the market in real time or near real time. 

Public- and private-sector stakeholders should sup-

port the establishment of a digital ID and shared mar-

ket infrastructures for customers to digitally identify, 

authenticate, and provide consent. The standardization 

and sharing of the platform greatly improve the level of 

compliance as well as efficiency within the DFS market 

by reducing costs for PSPs. (Also see the discussion of 

digital IDs in chapter 3.) 

Shared market infrastructures also increase the expo-

sure to risks associated with data breaches and cyber-

attacks and concerns about the control and misuse of 

personal data, as well as flawed infrastructure design 

with regard to governance, access, coverage, data qual-

ity, connectivity, and interoperability. Therefore, regard-

less of the ownership model, clear lines of responsibility 

and inclusive and representative governance arrange-

ments are essential to the overall safety and integrity of 

the shared market infrastructures.

(c)  Transaction Account and Payment Product 
Offerings Should Be Designed to Meet a  
Broad Range of Transaction Needs of the 
Target Population and at Low Cost.

PSPs leverage new technologies and access modes 

to improve the design of transaction accounts and 

payment products for the benefit of all their customer 

segments. The development and adoption of new tech-

nologies, products, and access modes in combination 

with the existing technologies and business models 

avoid the exclusion of customer segments due to fac-

tors such as age, culture, gender, disability, religion, and 

financial literacy. Box 4.2 provides an example of how 

Spain is improving the accessibility of DFS for vulnerable 

groups, including people with disabilities.
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Brazil’s fast payment scheme Pix was launched by the Central Bank of Brazil in 2020. It allows fund trans-

fers between all types of transaction accounts in the Brazilian market—current, savings, and prepaid 

payment accounts—creating a payment service ecosystem with low acceptance costs and high levels 

of usability. Pix aliases, which inform the account data to start a transaction, are as simple as an e-mail 

address or a mobile phone number. The platform also actively uses QR codes as the access channel. 

Since its launch in November 2020, Pix has grown rapidly; by December 2021, approximately 109 million 

consumers and 7.6 million businesses, mostly MSMEs, were active users of the platform. That includes 

about 45 million citizens who previously did not have access to DFS. The strong adoption trend of the 

platform demonstrates that the effects go beyond a simple switch to a new digital means of payment, 

to positive digital financial inclusion outcomes. Some of the main drivers behind the adoption rates have 

been the single name and brand, building recognition and trust in the system; the mandatory partici-

pation of big banks, creating network externalities and scale; low transaction costs compared to other 

retail payment instruments (transactions are free for end users); an improved customer experience due 

to standardization of the way Pix is provided in participating institutions’ apps; and a multiplicity of use 

cases, including P2P transfers, tax and bill payments, online, and card-present purchases. 

Spain’s recently launched national initiative focuses on protecting certain vulnerable groups with a focus 

on senior citizens. To implement this, key bank associations signed a new protocol in February 2022 to 

improve access to and usage of DFS by the elderly and people with disabilities. The protocol includes 10 

pillars aimed at eradicating the financial exclusion of elderly financial consumers (65 years old and older) 

using digital technologies. The protocol guarantees accessibility to DFS and the simplicity of ATMs, mobile 

apps, and web pages, offering versions with simplified language and adapted visualization characteristics. 

BOX 4.3

Brazil’s Fast Payment System Pix

BOX 4.2

Spain’s Initiative to Improve Accessibility of DFS for Vulnerable 
Groups

Fast payments allow evolving end-user needs to be met 

by enabling individuals and businesses to make and 

receive payments at any time and access funds in real 

time. For fast payments to fulfill the needs of the finan-

cially excluded and underserved, they need to provide 

a close substitute for cash and act as a starter product 

for other financial services by being based on a gener-

al-purpose transaction account. In many product im-

plementations, fast payments already demonstrate 

the immediacy of cash to be matched. However, broad 

acceptance and a wide range of use cases beyond P2P 

payments are also critical for the growth of fast payment 

services. The availability of overlay services, such as re-

quest to pay, can improve the user experience and cause 

end consumers to adopt fast payment services more 

quickly. Box 4.3 provides an example of how Brazil’s fast 

payment system Pix has rapidly digitalized the retail pay-

ment market by improving the possibilities for making 

any payment or transfer electronically, regardless of the 

payment amount and who is involved in the transaction. 

Central bank digital currencies (CBDCs) could also be  

leveraged to ensure access to a basic, trustworthy 

means to pay and store value in situations where PSPs 

do not offer transaction accounts that effectively meet 

the needs of the unbanked and/or there is a lack of trust 

in DFS. Where access to cash is cumbersome, CBDCs 

could be designed to replicate certain cash-like attributes 
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to ensure that individuals and businesses have access to 

a simple, risk-free, and flexible means of payment.28

Super apps also are fast emerging to facilitate a wide 

range of services, including payments. Attracted by their 

convenience, ease of use, and discounts, users have an 

incentive to open transaction accounts (either at a finan-

cial institution or in the super app) as a requirement to 

access full-fledged services in the app. Given the large 

number of social media users and the number of use 

cases enabled by super apps, the potential impact on 

both access to transaction accounts and their frequent 

usage is substantial. Super apps assume that users have 

access to the internet and a smartphone. For this reason, 

the availability and affordability of ICT play a critical role.

(d)  Access Points Should Be Readily Available 
to Augment the Usefulness of Transaction 
Accounts. 

PSPs seek to leverage the potential of new technologies, 

products, and access modes to offer low-cost, easy-to-

use access points and channels to expand the reach and 

acceptance of e-payment instruments while ensuring 

that a basic level of physical access points is maintained.

The payment industry and authorities consider the 

impact of the continued decline in the use of cash and 

the reduction in the availability and proximity of cash 

access points. Contactless technologies, and especially 

QR codes, are emerging as a low-cost alternative to tra-

ditional POS terminals in combination with mobile/e-

wallets. QR codes offer a new alternative, by lowering 

hardware requirements on the payee and decreasing 

operating costs of acquirers. Merchants without an 

electronic device can also accept such transactions by 

simply displaying a printout of the QR code for the payer 

to scan. Even in markets with a high penetration of pay-

ment cards, POS terminals are being used to display 

QR codes for card acceptance. QR code acceptance is 

key to the deployment of fast payment services. Box 

4.4 provides an example of how QR code technology is 

being used for social assistance programs in Indonesia.

Open banking allows authorized third parties to access 

PSP customer data and offer new and improved ser-

vices to individuals and firms. In this regard, third 

parties can gain insights into customer data held by 

account-servicing PSPs and create new propositions 

that increase the usage of transaction accounts—for 

The Government of Indonesia and Bank Indonesia are pursuing a cashless-based social assistance pro-

gram via digital channels that are easy to access by the public. This goal is to increase financial inclusion 

and provide economic opportunities to vulnerable groups. The existing landscape for digital disburse-

ment of social assistance payments faces several challenges, including a lack of supporting regulation, 

fragmented data on eligible recipients, additional costs on card-based payments for noncash transfers, 

limited interconnectivity, especially among payment system bank agents, a lack of digital and financial 

literacy, and underutilization of existing digital payment instruments. 

Bank Indonesia has identified three business models for digital social assistance programs: the Quick 

Response Code Indonesian Standard (QRIS), USSD, and face-recognition payments. Of the three busi-

ness models, QRIS provides the most benefits, as it is already interconnected among banks and non-

banks, free of charge for customers, and accepted at 17.5 million QRIS merchants. Banks can use the 

QRIS channel for customers who have smartphones and add the feature of face-recognition payment for 

recipients who do not have mobile phones. An additional feature of the application is the “whitelisting” of 

products or services that beneficiaries are allowed to buy with their social assistance money. 

The Government of Indonesia and Bank Indonesia are also addressing the remaining challenges that 

are critical to the success of the program, including ICT infrastructures, particularly in remote regions, 

and access to stable and affordable mobile and internet connections. Another challenge is adjusting the 

payment applications used by merchants and bank agents to facilitate QRIS payments and biometric 

authentication. 

BOX 4.4

Digitization of Social Assistance Programs in Indonesia



Implementation Guide for the G20 High-Level Principles for Digital Financial Inclusion (Principles 1–6)        41

example, by initiating credit transfers to online mer-

chants. By breaking down data silos within and across 

PSPs, open banking could also provide a pathway to 

broader financial inclusion for the currently under-

served by enabling new providers to offer savings, 

investment, or insurance products that cater to cus-

tomers’ specific needs. At the same time, through open 

banking, banks can personalize and expand the range 

of products they offer to their customers.

(e)  Relevant Public- and Private-Sector 
Stakeholders Should Engage in Ongoing and 
Effective Educational and Outreach Efforts 
to Support Awareness and Financial Literacy 
with an Appropriate Degree of Coordination.

Educational and outreach efforts coordinated by pub-

lic- and private-sector stakeholders should support 

awareness and financial literacy with respect to new 

technologies, products, and access modes, using both 

traditional and digital communication means. See chap-

ter 6 for a detailed discussion of digital skills and digital 

financial literacy. 

Big-data analytical tools such as AI and ML are increas-

ingly being used to build awareness of the features 

and functionality of DFS products, transmit tailored 

knowledge about their usage, and manage financial 

resources. PSPs are utilizing these technologies for 

customer support (for example, virtual assistants com-

plementing telephone help desks), onboarding, and 

customer education. AI is also being utilized to aug-

ment customers’ ability to navigate information-dense 

product offerings. 

(f)  Large-Volume and Recurrent Payment 
Streams, Including Remittances, Should Be 
Leveraged to Advance Financial Inclusion 
Objectives, to Increase the Number of 
Transaction Accounts and Stimulate the 
Frequent Usage of These Accounts.

New technologies, products, and access modes that 

facilitate the use of account-based, open-loop payment 

methods for large-volume and recurrent payments are 

considered important. International remittances are 

ideally placed to foster access to, and use of, transac-

tion accounts by both senders and recipients. DLT has 

the potential to promote business model innovation in 

cross-border payments, as also indicated by the G20 

Roadmap for Enhancing Cross-Border Payments. In a 

permissioned/private environment, DLT could support 

the streamlining of business-to-business cross-border 

payments. Using DLT solutions could increase straight-

through processing rates, lower reconciliation costs, 

bring down compliance costs, and improve the transpar-

ency and traceability of transfers, thereby also easing 

the impact of derisking issues. Moreover, as countries 

design CBDCs for their jurisdictions, the cross-border 

element should be considered with a focus on access 

frameworks and/or interlinkage options.

Further, the ability of fast payments to be used for 

remote payments makes them an attractive option 

for large-volume government use cases such as gov-

ernment-to-person and government-to-business pay-

ments, as well as acceptance of person-to-government 

(P2G) and business-to-government (B2G) payments. 

ADDITIONAL INSIGHT: Remittances make up a significant portion of many countries’ gross domestic 

product and play a critical role in the lives of large populations. Digitizing remittances at both ends and 

ensuring easy access to transaction accounts is critical for monitoring and measuring remittance flows 

and encourages account usage. However, adequate infrastructure, information about its availability, and 

trust in the services are key to promoting uptake. 

ADDITIONAL INSIGHT: Extensive research shows that digitizing remittances reduces costs and produces 

savings in income due to reduced travel and wait times, and that there is a positive correlation between 

increased digital remittances and enhanced formal deposits and credits. 

https://www.fsb.org/2021/10/g20-roadmap-for-enhancing-cross-border-payments-first-consolidated-progress-report/
https://www.fsb.org/2021/10/g20-roadmap-for-enhancing-cross-border-payments-first-consolidated-progress-report/
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4.3 Challenges in Implementing HLP 4

Alignment of policy objectives with technology imple-
mentations: The technology chosen for DFS solution 

infrastructures will not define their success. Rather, 

technologies and design features need to cater to the 

policy objectives they intend to fulfill. In this context, 

countries should weigh carefully the pros and cons of 

technology choices and not get carried away by tech-

nological hype. Indeed, the alignment of public policy 

objectives with technology implementations is critical 

for promoting financial inclusion among the vulnerable 

segments identified above. 

Lack of domestic interoperability: New technologies 

for financial inclusion both provide opportunities for spe-

cialization and pose challenges for market integration. 

A lack of interoperability and geographical coverage of 

payment and financial infrastructures and identity and 

verification systems is a challenge that impedes innova-

tion and the implementation of new technologies. 

Lack of harmonized data standards for cross-border 
payment: For cross-border payments, not all jurisdic-

tions have adopted common international standards 

(for example, messaging standards, API standards) 

making interlinkages between payment systems across 

borders more difficult. This can result in fragmented 

and truncated data standards, high costs of capital, 

and weak competition. All these factors extend the life 

cycle of a cross-border transaction and affect the tar-

gets identified under the G20 road map for speed, cost, 

and transparency.

Lack of a level playing field in accessing shared infra-
structures: A lack of access for non-bank PSPs to crit-

ical shared market infrastructures, including electronic 

KYC, digital ID, and credit scoring, can increase the cost 

of compliance and reduce the availability of services. A 

high cost of compliance often drives their business case 

to the ground unless scale is reached early in the imple-

mentation process. 

Investment and operational costs can be high for new 
technologies, products, and access modes: For central 

banks and PSPs participating in new product ecosys-

tems such as fast payments or CBDC, the initial invest-

ment costs and ongoing costs can be high to justify the 

necessary investments in infrastructure and develop-

ment of access channels. Coordination of investment 

strategies between central banks and private-sector 

participants can also be a challenge, as the latter need 

more assurances on profitability up front that have a 

bearing on product pricing.

Operational and cyber resilience challenges: DFS may 

rely on data infrastructures that are vulnerable to cyber-

attacks, system failures, and an overreliance on third-

party service providers—for example, cloud storage and 

analytics data provision. This may compromise business 

continuity and financial stability and is closely related to 

data-governance concerns.

Strong cash culture: Many emerging economies still 

have a strong cash culture, which is a barrier to the 

adoption of DFS. The affinity for cash can be explained 

by such factors as a lack of trust in DFS, low levels of 

digital and financial literacy, and the perception of secu-

rity, immediacy of payment, and simplicity in manag-

ing expenditures that cash provides. In the process, 

both demand- and supply-side-driven interventions are 

needed to transition to digital payment instruments and 

channels. 

Digital exclusion and a lack of digital literacy and dig-
ital financial literacy: Low levels of digital literacy and 

digital financial literacy can reduce usage of DFS chan-

nels, which in turn has an impact on the scale of oper-

ations and required investments by the industry. This 

particularly affects women and populations in rural 

areas, who may not be aware that safer, cheaper, and 

more efficient alternatives to cash are available to them, 

which prevents them from adopting and benefiting from 

DFS, if available.

Market concentration: Due to economies of scale, rep-

utation, and capital, there is the potential for large DFS 

platforms and bigtechs to reduce overall competition 

and increase the concentration of risks in the financial 

sector. In developing economies, bigtechs are already 

enjoying a dominant position across a range of finan-

cial services, such as payments, lending, insurance, and 

investment management.

4.4 Looking Forward

In combination with existing technologies and busi-

ness models, new technologies, products, and access 

modes provide opportunities to address financial inclu-

sion challenges by improving the potential for increas-

ing access to and usage of transaction accounts, 

improve financial literacy, and utilize recurrent pay-

ment streams to drive both access and usage. However, 



Implementation Guide for the G20 High-Level Principles for Digital Financial Inclusion (Principles 1–6)        43

new technologies also come with challenges that must 

be adequately addressed to ensure that financial inclu-

sion outcomes are not undermined. As both member 

and nonmember countries consider the application 

of the new technologies, products, and access modes 

to enhance digitization and financial inclusion efforts, 

they should take a balanced approach to maximize 

public- and private-sector commitment, strengthen the 

legal and regulatory framework, and improve financial 

and ICT infrastructures. Additionally, stronger empha-

sis could also be placed on enhancing international 

and cross-sectoral coordination between authorities, 

clarifying the applicability of existing regulatory and 

oversight requirements and addressing any gaps that 

may arise, and fostering the resilience and availability 

of payment and ICT infrastructures.

Resources Relevant to HLP 4

• BIS: Platform-Based Business Models and Financial Inclusion, 2022

• BIS: Big Techs, QR Code Payments and Financial Inclusion, 2022

• CPMI, World Bank: Payment Aspects of Financial Inclusion: Application Tools, 2020 

• CPMI, World Bank: Payment Aspects of Financial Inclusion in the Fintech Era, 2020

• FSB: The Use of Supervisory and Regulatory Technology by Authorities and Regulated Institutions, 2020

• FSB: G20 Roadmap for Enhancing Cross-Border Payments, 2021

• G20/GPFI: Advancing the Digital Financial Inclusion of Youth, 2020 

• G20/GPFI: Advancing Women’s Digital Financial Inclusion, 2020

• G20/GPFI: G20 High-Level Policy Guidelines on Digital Financial Inclusion for Youth, Women and SMEs, 

2020

• G20/GPFI: Promoting Digital and Innovative SME Financing, 2020 

• IMF: The Bali Fintech Agenda, 2018

• World Bank: A Roadmap to SupTech Solutions for Low Income (IDA) Countries, 2020

• World Bank: Implementation Considerations for Fast Payment Systems, 2021

• World Bank: Developing Digital Payment Services in the Middle East and North Africa: A Strategic 

Approach, 2021

• World Bank: Digital Financial Services, 2021

https://www.bis.org/publ/work986.pdf
https://www.bis.org/publ/work1011.pdf
https://www.bis.org/cpmi/publ/d195.pdf
https://www.bis.org/cpmi/publ/d191.htm
https://www.fsb.org/2020/10/the-use-of-supervisory-and-regulatory-technology-by-authorities-and-regulated-institutions-market-developments-and-financial-stability-implications/
https://www.fsb.org/2021/10/g20-roadmap-for-enhancing-cross-border-payments-first-consolidated-progress-report/
https://www.gpfi.org/sites/gpfi/files/saudiG20_digitalyouth.pdf
https://www.gpfi.org/sites/gpfi/files/sites/default/files/saudig20_women.pdf
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gpfi.org%2Fsites%2Fgpfi%2Ffiles%2FsaudiG20_youth_women_SME.pdf&data=05%7C01%7Casarkar1%40worldbank.org%7C7d70f90c58d147a0f63708da23752b43%7C31a2fec0266b4c67b56e2796d8f59c36%7C0%7C0%7C637861284011886768%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=jk1f3ykBpLI0Erye2coN8vioiuIxOlaDtcUdhRmOyVE%3D&reserved=0
https://www.gpfi.org/sites/gpfi/files/saudi_digitalSME.pdf
https://www.imf.org/en/Publications/Policy-Papers/Issues/2018/10/11/pp101118-bali-fintech-agenda
https://openknowledge.worldbank.org/handle/10986/34662
https://openknowledge.worldbank.org/handle/10986/36261
https://openknowledge.worldbank.org/handle/10986/36000
https://openknowledge.worldbank.org/handle/10986/36000
https://pubdocs.worldbank.org/en/230281588169110691/Digital-Financial-Services.pdf
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HLP 5: Establish Responsible Digital Financial  
Practices to Protect Consumers

Statement of the HLP: Establish a comprehensive approach to consumer and data protection that focuses 

on issues of specific relevance to digital financial services.

5.1  Context: Importance of the HLP,  
Statement of Challenges in Current 
Market Contexts 

Effective financial consumer protection is essential to 

support meaningful digital financial inclusion, particu-

larly given newly emerging risks and the rapid onboard-

ing of previously underserved users.29 HLP 5 highlights 

key actions to support responsible digital financial 

practices to protect consumers and address risks. The 

exponential growth of DFS, particularly accelerated 

by responses to the COVID-19 pandemic, brings many 

benefits and opportunities to financial consumers, but 

it also comes with new risks, especially for consumers 

experiencing vulnerability or with limited digital literacy 

and digital financial literacy. As described by the G20/

OECD Task Force on Financial Consumer Protection 

(G20/OECD FCP Task Force), these risks emerge from 

several sources: they can be market driven, regulation 

and supervision driven, consumer driven, and technol-

ogy driven.30 New risks or new manifestations of risks31 

include, among others, new forms of theft, scams, or 

fraud perpetrated online, loss of consumer funds, data 

breaches, platform/technology unreliability or vulner-

ability, gaps in regulation due to new types of products 

or services, a lack of privacy, digital security incidents, 

inappropriate or discriminatory outcomes resulting 

from the use of AI, and excessive data profiling, leading 

to financial exclusion and the manipulation of consum-

ers’ behavioral biases when operating online.32 

The dual objectives of digital financial inclusion—to 

broaden access to DFS and to ensure sustained use—

require trust in digital financial products and interfaces. 

This means that adapting and designing comprehensive 

consumer- and data-protection frameworks for the dig-

ital age are more important now than ever. The policies 

and approaches developed and adopted by financial 

consumer protection authorities need to evolve and 

adapt in line with the changing environment and must 

also include, where appropriate, tailored approaches and 

measures that focus on the specific needs and risks of 

vulnerable consumers, which can take different forms 

and be applicable in different circumstances. 

5.2 A Framework for Implementing HLP 5

(a) Key International Standards and Guidance

With the endorsement of the G20 leaders in 2011, the 

G20/OECD HighLevel Principles on Financial Consumer 

Protection33 (FCP Principles) are the leading G20 inter-

national standard for financial consumer protection 

and provides a useful framework for implementing HLP 

5. Following a comprehensive implementation assess-

ment conducted in 2021 encompassing all G20 coun-

tries, the FCP Principles were updated under the 2022 

Indonesian G20 Presidency. Key additions include the 

cross-cutting themes of “Digitalization,” “Financial 

Well-being,” and “Sustainable Finance” (with specific 

examples of the themes throughout the principles) and 

two new principles: “Access and Inclusion” and “Quality 

Financial Products.”34 

The FCP Principles set out 12 essential elements of an 

effective and comprehensive financial consumer pro-

tection framework (see table 5.1), which necessarily and 

appropriately includes DFS. This is reflected particularly 

V.

https://one.oecd.org/document/C(2022)7/en/pdf
https://one.oecd.org/document/C(2022)7/en/pdf
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by the inclusion of digitalization as a cross-cutting theme 

relevant to the implementation of each and all the FCP 

Principles. This chapter focuses on the digital-specific 

angles.

In recent years, other international development organi-

zations have also produced recent and comprehensive 

guidance with a focus on specific DFS risks in emerging 

markets and for lower-income consumer segments. 

Examples include the following: 

• CGAP: The Evolution of the Nature and Scale of DFS 

Consumer Risks: A Review of Evidence, 2022

• BTCA: UN Principles for Responsible Digital Pay-

ments, 2021

• World Bank: Consumer Risks in Fintech, 2021

• UNCDF: The Role of Consumer Protection in the Dig-

ital Economy, 2021

• CPMI, World Bank: Payment Aspects of Financial 

Inclusion in the Fintech Era (Updated), 2020

• CFI: Handbook on Consumer Protection for Inclusive 

Finance, 2019

(b)   Policy Guidance and Effective Approaches for 
Implementing HLP 5

G20/GPFI guidance (see table 5.2) has increasingly 

called for acknowledging and incorporating seg-

ment-specific (for example, women, MSMEs, youth) 

measures and/or initiatives including for the more vul-

nerable (for example, the elderly, the disabled, migrants, 

remote users and/or users with limited experience in 

using financial products) as part of more comprehensive 

and consistent financial consumer protection frame-

works. The following countries are leading by example: 

(1) The Bank of Thailand’s 2018 market conduct regula-

tion requires FSPs to take care of vulnerable consumers 

who may need cautious communication and additional 

support from a service provider; (2) the United King-

Table 5.1: G20/OECD High-Level Principles on Financial Consumer Protection

1. Legal, Regulatory, and Supervisory Framework 7. Disclosure and Transparency

2. Role of Oversight Bodies 8. Quality Financial Products

3. Access and Inclusion 9. Responsible Business Conduct and Culture of Financial Services 
Providers and Intermediaries

4. Financial Literacy and Awareness 10. Protection of Consumer Assets against Fraud, Scams, and Misuse 

5. Competition 11. Protection of Consumer Data and Privacy

6. Equitable and Fair Treatment of Consumers 12. Complaints Handling and Redress

Cross-cutting themes: Digitalization, Financial Well-Being, and Sustainable Finance

dom’s Financial Conduct Authority launched a digital 

sandbox during the pandemic that focused on areas 

exacerbated by COVID-19—scams and fraud, consumer 

vulnerability, and SME financing—and (3) in the Demo-

cratic Republic of Congo, the Banque Centrale du Congo 

created an ad hoc authorization requirement in 2018 

that permitted DFS providers to accept refugee ID cards, 

instead of the national ID card, as proof of identity for 

banking operations. This was a key initiative by the Dem-

ocratic Republic of Congo to provide targeted consumer 

protection for the 4.5 million refugees in the country.35 

Furthermore, in collaboration with the GPFI, the G20/

OECD FCP Task Force has produced policy guidance 

and effective approaches setting out practical and evi-

dence-based support for implementation. The following 

are examples: 

• Financial Consumer Protection and Financial Inclu-

sion in the Context of COVID-19, 2021

• Financial Consumer Protection Approaches in the 

Digital Age, 2018 (part of the Compendium of Effec-

tive Approaches for Financial Consumer Protection 

in the Digital Age, 2020) 

It is important to tailor implementation approaches to 

country context and to balance the need for consumer 

protection with the resulting impact on industry and 

innovation. Regulators first need to develop a good 

understanding of the digital financial market (different 

types of providers, operating models, product features, 

digital channels, and current and prospective customer 

bases and target markets), consumers’ experiences 

and expectations, and the current regulatory gaps. 

Information may be gathered from market research; 

consumer focus groups and meetings with providers, 

consumer and civil society representatives, and experts 

and other industry participants; complaints data; and 

supervisory activities and engagement arrangements 

such as sandboxes.

https://www.cgap.org/research/reading-deck/evolution-nature-and-scale-dfs-consumer-risks-review-evidence
https://www.cgap.org/research/reading-deck/evolution-nature-and-scale-dfs-consumer-risks-review-evidence
https://responsiblepayments.org/
https://responsiblepayments.org/
https://openknowledge.worldbank.org/handle/10986/35699
https://static1.squarespace.com/static/5f2d7a54b7f75718fa4d2eef/t/61bb0d1e44dd780d5206852d/1639648543335/EN-UNCDF-Brief-Consumer-Protection-2021.pdf
https://static1.squarespace.com/static/5f2d7a54b7f75718fa4d2eef/t/61bb0d1e44dd780d5206852d/1639648543335/EN-UNCDF-Brief-Consumer-Protection-2021.pdf
https://www.bis.org/cpmi/publ/d191.htm
https://www.bis.org/cpmi/publ/d191.htm
https://content.centerforfinancialinclusion.org/wp-content/uploads/sites/2/2019/10/Handbook-Consumer-Protection-Inclusive-Finance_FINAL.pdf
https://content.centerforfinancialinclusion.org/wp-content/uploads/sites/2/2019/10/Handbook-Consumer-Protection-Inclusive-Finance_FINAL.pdf
https://www.oecd.org/daf/fin/financial-education/g20-oecd-report-on-financial-consumer-protection-and-financial-inclusion-in-the-context-of-covid-19.htm
https://www.oecd.org/daf/fin/financial-education/g20-oecd-report-on-financial-consumer-protection-and-financial-inclusion-in-the-context-of-covid-19.htm
https://www.oecd.org/finance/G20-OECD-Policy-Guidance-Financial-Consumer-Protection-Digital-Age-2018.pdf
https://www.oecd.org/finance/G20-OECD-Policy-Guidance-Financial-Consumer-Protection-Digital-Age-2018.pdf
https://www.oecd.org/daf/fin/financial-education/financial-consumer-protection/Effective-Approaches-FCP-Principles_Digital_Environment.pdf
https://www.oecd.org/daf/fin/financial-education/financial-consumer-protection/Effective-Approaches-FCP-Principles_Digital_Environment.pdf
https://www.oecd.org/daf/fin/financial-education/financial-consumer-protection/Effective-Approaches-FCP-Principles_Digital_Environment.pdf
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Table 5.2: G20/GPFI Guidance and Policy Options

G20/GPFI: Menu of Policy Options for Digital Financial Literacy and Financial Consumer and MSME Protection, 2021

• Favor “protection by design”—that is, the design of new digital financial products and services that are oriented more 
to the needs of the financial consumer, help prevent aggressive and unfair market practices, and ensure the legitimate 
use of customer data.

• Address risks of online fraud and scams and mismanagement of personal data.

• Strengthen effective redress mechanisms to protect consumers. 

• Deploy data collection and enhance market monitoring to improve financial services.

• Use behavioral insights to improve financial consumer protection and financial education.

G20 High-Level Policy Guidelines on Digital Financial Inclusion for Youth, Women and SMEs, 2020

• Consider the needs, risks, and vulnerabilities of women, youth, and SMEs in the digital environment in the context of 
(i) the financial consumer (price, terms, clear language) and (ii) data-protection approaches (security, privacy and 
responsible use of alternative data, and cybersecurity).

• Support comprehensive consumer protections that address women’s needs, including requirements to disclose 
product prices and terms in clear language and appropriate measures to ensure data privacy and security.

• Minimize the risks associated with the digitization of SMEs, particularly by ensuring data-protection and privacy rights 
and adequately managing cybersecurity risks.

• Ensure the responsible use of alternative data consistent with applicable laws and good practices related to consumer 
protection, and remain vigilant to potential financial stability risks.

G20 Fukuoka Policy Priorities on Aging and Financial Inclusion, 2019

• “Protect,” tackle financial abuse and fraud; and “Customize,” address the diverse needs of older people

• Encourage stakeholder engagement—a multisectoral approach.

G20 Policy Guide: Digitisation and Informality, 2018

• Adapt oversight arrangements and capability for financial consumer protection and improve disclosure and 
transparency.

The COVID-19 pandemic also highlighted, among other 

effective implementation approaches that are not cov-

ered in the interests of brevity, the necessity for effective 

stakeholder engagement, with regulators coordinating 

more closely (formally and informally) and maintaining 

an ongoing dialogue with the industry, both with inno-

vators and incumbents, as recommended by the Bali 

Fintech Agenda. (See box 5.1 for selected country exam-

ples.) Additionally, by including consumer stakeholders, 

civil society groups, and humanitarian organizations, 

implementors can incorporate continuous feedback to 

support the rapid deployment of appropriate responses 

to protect consumers.

The guidance below is structured around four key topics 

that are aligned with the recommendations of HLP 5 and 

the G20/OECD FCP Principles.36 Each topic is followed 

by additional guidance, where relevant. 

(i)  Updated Legal, Regulatory, and Supervisory 
Framework to Address Risks from Digital 
Innovations and New Business Models

Most financial consumer protection systems were 

adopted before the introduction of DFS such as app-

based financial services and online payments. Now, with 

rapidly evolving developments that involve new tech-

nologies such as customer service chatbots, software 

robot bankers, real-time lending using remote apps, 

sophisticated data manipulation, and new business 

models offering disaggregated service provision, policy 

makers should regularly review their existing financial 

consumer protection standards within their legal, regu-

latory, and supervisory frameworks, including the role of 

oversight bodies, and update them as necessary. These 

policy issues are covered by FCP Principle 1 (Legal, Reg-

ulatory and Supervisory Framework), FCP Principle 2 

(Role of Oversight Bodies), and FCP Principle 3 (Access 

and Inclusion). Applying financial consumer protection 

requirements by activity, rather than by type of institu-

tion, can help ensure that entities are subject to finan-

cial consumer protection obligations regardless of their 

institutional type or business model. 

The increased use of fintech and DFS can either be 

product specific or cross-cutting. Some of the key 

risks include (a) fintech operator fraud or misconduct, 

(b) platform/technology unreliability or vulnerability, 

(c) consumer disclosure and transparency in a digital 

context, (d) increased risk of product unsuitability, (e) 

conflicted fintech business models leading to conduct 

that is not in consumers’ interests, and (f) algorithmic 

decision-making leading to potentially unfair outcomes. 

These risks and emerging regulatory approaches have 

been discussed in the World Bank’s policy research 

https://www.gpfi.org/sites/gpfi/files/1_G20%20Menu%20of%20Policy%20Options.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.gpfi.org/sites/gpfi/files/documents/G20%20Fukuoka%20Policy%20Priorities%20on%20Aging%20and%20Financial%20Inclusion.pdf
https://www.gpfi.org/sites/gpfi/files/documents/G20_Policy_Guide_Digitisation_and_Informality.pdf
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Colombia’s Financial Regulation Unit, in collaboration with the National Planning Department, launched 

the Ingreso Solidario program to provide timely and adequate COVID-19 relief to affected households 

that were not beneficiaries of existing G2P payment schemes. The Financial Regulation Unit addressed 

the high risk of fraud and fast-tracked interoperability by positioning FSPs as co-creators of solutions. 

Private-sector participation in decision-making was welcomed via a “situation room” and was key to the 

successful rollout.

Ahead of issuing recommendations on digital credit offerings in July 2020, the Banco de Portugal took 

a range of practical steps, such as requiring providers to provide information (via a structured question-

naire) about how consumer credit products were being offered through digital channels. The central bank 

also held bilateral meetings with individual providers, during which providers demonstrated the contract-

ing flows via online or mobile channels and created an open channel to discuss process revisions. 

In Spain, a new protocol was signed in February 2022 by the main bank associations. The protocol con-

tains 10 pillars oriented to eradicate the financial exclusion of elderly financial consumers (65 years old 

and older) derived from digitization.

BOX 5.1

Effective Stakeholder Engagement

paper Consumer Risks in Fintech. Box 5.2 discusses 

a few approaches adopted by jurisdictions to address 

risks from AI, data, and algorithms. 

The legal, regulatory, and supervisory framework should 

provide regulators and supervisors with an appropri-

ate regulatory toolkit that is flexible, so they can adapt 

to emerging risks as required, including to changes at 

the regulatory perimeter. Using behavioral insights to 

improve financial consumer protection can also help 

inform regulations.37 Considering the experience and 

risks of key segments—for example, MSMEs38 or vul-

nerable consumer segments—can also add nuance to 

consumer protection frameworks by considering the 

distinct and varied risks faced by these key segments 

when developing or reviewing financial consumer pro-

tection measures. Lessons from the COVID-19 crisis 

should also be incorporated into financial consumer pro-

tection frameworks—for example, through ensuring that 

consumers are supported by incorporating appropriate 

hardship arrangements into financial consumer protec-

tion frameworks.39 

Updated financial consumer protection frameworks 

are most effective when regulators and supervisors 

have visibility of market developments, both at the ser-

vice provider and the consumer level. As noted above, 

it is important that regulators and supervisors have 

the resources, capability, flexibility, and the appropriate 

range of tools and powers to carry out their role. This 

includes adapting their supervision activities to the dig-

ital environment, including market monitoring. This also 

includes using tools and data to monitor financial sec-

tors evolving due to new fintech entrants and offerings, 

including as-yet-unregulated providers and changed 

businesses of some already-regulated entities. Supervi-

sors need to be able to analyze and react to data from 

an expanding range of sources (including consumer-side 

research, the monitoring of social as well as traditional 

media, activity on digital platforms, and industry-side 

data). For effective supervision and enforcement in 

the digital environment, regulators and supervisors 

may consider adopting—or updating—their suptech 

strategies to improve the effectiveness and speed of 

responsiveness, which ultimately benefits customers. 

Cross-border cooperation between authorities is also 

increasingly relevant—given the ease with which fintech 

entities may engage with consumers in other countries. 

The following resources provide additional guidance for 

this topic:

• AFI: Digitally Delivered Credit: Consumer Protection 

Issues and Policy Responses to New Models of Dig-

ital Lending 

https://www.betterthancash.org/news/learning-series-covid-colombia
https://www.aebanca.es/noticias/notas-de-prensa/la-banca-refuerza-la-atencion-personalizada-a-las-personas-mayores-con-nuevas-medidas/
https://documents1.worldbank.org/curated/en/515771621921739154/pdf/Consumer-Risks-in-Fintech-New-Manifestations-of-Consumer-Risks-and-Emerging-Regulatory-Approaches-Policy-Research-Paper.pdf
https://www.afi-global.org/sites/default/files/publications/2017-11/AFI_CEMC_digital%20survey_AW2_digital.pdf
https://www.afi-global.org/sites/default/files/publications/2017-11/AFI_CEMC_digital%20survey_AW2_digital.pdf
https://www.afi-global.org/sites/default/files/publications/2017-11/AFI_CEMC_digital%20survey_AW2_digital.pdf
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Innovative business models may bring not only many financial inclusion benefits but also financial con-

sumer protection risks that governments, oversight bodies (with an appropriate regulatory toolkit), and 

the industry need to be aware of—for instance, risks associated with AI and an increased reliance on data 

and algorithms. The examples below examine measures taken to address some of these risks.

The Monetary Authority of Singapore has looked specifically at the use of AI and data analytics in finan-

cial services and in 2020 introduced Principles to Promote Fairness, Ethics, Accountability and Trans-

parency as a guide for FSPs. In early 2022, the authority released an open-source toolkit to help financial 

institutions adopt the principles, along with several white papers detailing assessment methodologies 

to guide the use of AI.

The European Banking Association’s guidelines on loan origination and monitoring require that, when 

using automated models for creditworthiness assessment and credit decision-making, financial insti-

tutions should have in place internal policies and procedures to detect and prevent bias and ensure the 

quality of input data. Financial institutions should also have internal policies and procedures to ensure 

that the quality of model outputs is regularly assessed, including back-testing the performance of the 

model, and control mechanisms, model overrides, and escalation procedures within the credit deci-

sion-making framework, including qualitative risk-assessment tools and quantitative limits.

In 2021, China finalized new anti-monopoly rules for digital platforms and their associated financial ser-

vices. The rules target practices such as the use of data and algorithms to offer different prices to differ-

ent consumers, as well as self-dealing by elevating in-house products over those of competitors selling 

on the same platform. The rules also bar companies from unfairly pricing products by inflating prices 

or pricing them below cost, or forcing merchants to choose between the country’s top internet players. 

As China’s internet regulator stated, Chinese tech firms should not force consumers to be “prisoners to 

algorithms.” 

In Portugal, financial institutions are explicitly required to inform bank customers of situations in which 

their creditworthiness assessments rely exclusively on automated decision-making processes, partic-

ularly AI models, to allow customers to exercise their rights under the European Union’s General Data 

Protection Regulation.

BOX 5.2 

Addressing Risks from Use of AI, Data, and Algorithms

• BIS: Innovative Technology in Financial Supervision 

(Suptech)—The Experience of Early Users

• CGAP: Market Monitoring for Financial Consumer 

Protection

• FinCoNet: SupTech Tools for Market Conduct Super-

visors

• World Bank: The Next Wave of Suptech Innovation: 

Suptech Solutions for Market Conduct Supervision

(ii)  Responsible Business Conduct for FSPs, Bank and 
Non-Bank, and Their Intermediaries

Given the speed and complexity of DFS, clear and 

responsible market conduct expectations must be artic-

ulated for FSPs and their intermediaries, to ensure fair 

and equitable treatment of consumers, as well as effec-

tive disclosure and transparency. FCP Principle 6 (Equi-

table and Fair Treatment of Consumers), FCP Principle 

7 (Disclosure and Transparency), FCP Principle 8 (Qual-

ity Financial Products), and FCP Principle 9 (Responsi-

ble Business Conduct and Culture of Financial Service 

Providers and Intermediaries) set this out clearly. Fair 

treatment in this case must also include the provision of 

suitable and quality financial products and embedding 

financial inclusion and protection objectives in inno-

vation policies, thereby widening the range of suitable 

financial products and services available to vulnerable 

and underserved financial consumers. Box 5.3 discusses 

emerging regulatory approaches to addressing some of 

these risks. 

https://www.mas.gov.sg/publications/monographs-or-information-paper/2018/feat
https://www.mas.gov.sg/publications/monographs-or-information-paper/2018/feat
https://www.mas.gov.sg/news/media-releases/2022/mas-led-industry-consortium-publishes-assessment-methodologies-for-responsible-use-of-ai-by-financial-institutions
https://www.mas.gov.sg/news/media-releases/2022/mas-led-industry-consortium-publishes-assessment-methodologies-for-responsible-use-of-ai-by-financial-institutions
https://www.bis.org/fsi/publ/insights9.pdf
https://www.bis.org/fsi/publ/insights9.pdf
https://www.cgap.org/topics/collections/market-monitoring/tools
https://www.cgap.org/topics/collections/market-monitoring/tools
http://www.finconet.org/FinCoNet-Report-SupTech-Tools_Final.pdf
http://www.finconet.org/FinCoNet-Report-SupTech-Tools_Final.pdf
https://documents.worldbank.org/en/publication/documents-reports/documentdetail/735871616428497205/the-next-wave-of-suptech-innovation-suptech-solutions-for-market-conduct-supervision
https://documents.worldbank.org/en/publication/documents-reports/documentdetail/735871616428497205/the-next-wave-of-suptech-innovation-suptech-solutions-for-market-conduct-supervision
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Product unsuitability: Emerging regulatory ap- 

proaches to addressing risks from product unsuit-

ability (FCP Principles 8 and 9) include imposing 

limits on consumer exposure to specific products 

(examples include Dubai (UAE), Australia, and 

India, which have imposed limits on consumer 

exposure to crowdfunding and P2P lending), and 

imposing requirements to assess the appropri-

ateness of products. (For example, the European 
Union’s regulation on crowdfunding requires that 

platform operators run an entry knowledge test on 

their prospective investors and that these prospec-

tive investors simulate their ability to bear loss.)40 

Consumer disclosure and transparency in a dig-
ital context: For enhanced disclosure and trans-

parency (FCP Principle 7), authorities may seek 

to mandate the content of contractual terms and 

conditions for digital finance products and ensure 

that these cover all key aspects for consumers. 

Where relevant, it is important that conduct stan-

dards are sufficiently flexible—for instance, by 

providing different disclosure formats for differ-

ent user segments. For example, P2P platform 

operators in Brazil must include information 

on the rights, obligations, and responsibilities 

between investor, borrower, and platform in P2P 

loan agreements.41 On the other hand, countries 

such as Kenya42 and the Philippines43 require that 

e-money issuers provide a written agreement to 

each consumer covering the terms of the service 

and any related fees. 

Business conduct that is not in consumers’ 
interests: To further responsible business con-

duct (FCP Principle 9), in the United Kingdom one 

of the “Principles for Business” to which autho-

rized firms must adhere is to paying due regard to 

the interests of their customers. Another principle 

applying to all authorized firms requires fintech 

entities to manage conflicts of interest fairly, both 

between themselves and the consumers they deal 

with, as well as between consumers. 44 

Addressing consumer vulnerabilities: The con-

duct supervision employed by the Central Bank 

of Brazil requires FSPs to assess their customer 

base considering the consumers’ vulnerabilities, 

in a risk-based approach, as an additional layer 

of protection to general legal accessibility stan-

dards. These vulnerabilities are not defined by 

regulation in an exhaustive manner, allowing each 

FSP to identify and manage vulnerabilities in their 

own way. Once the vulnerable groups are mapped, 

institutions are required to adjust their procedures 

accordingly to each group, to mitigate risks for the 

institution itself and primarily to prevent mislead-

ing and unsuitable products and services for the 

most vulnerable customers. 

Introducing legal framework to minimize risk of 
unauthorized money transfers: Remittances play 

an important role in the context of supporting digi-

tal financial inclusion and consideration. However, 

the emerging risk of fraud and identity theft give 

rise to the concern of unauthorized transactions 

(FCP Principles 10 and 11). Emerging risk mitiga-

tion approaches by regulators include mandating 

the use of multifactor authorization for digital pay-

ment transactions, as in the case of Australia45 
and Indonesia,46 strengthening consumer data 

protection and privacy oversight to prevent leaks 

of confidential personal information, and ensuring 

strict legal enforcement (suspension or other pen-

alties) for the execution of unauthorized transfers 

by service providers.

BOX 5.3 

Emerging Regulatory Approaches to Address Risks Related to  
Product Unsuitability, Disclosure and Transparency, and  
Business Conduct
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A number of EMDE countries have established data-protection laws in the last few years. Brazil’s Lei 

Geral de Proteção de Dados Pessoais (General Personal Data Protection Law), which went into effect in 

September 2020, was modeled directly after the European Union’s General Data Protection Regulation 

and is nearly identical in terms of scope and applicability, but with less harsh financial penalties for non-

compliance. In 2018, Chile’s constitution was amended to include data privacy as a human right. In 2020, 

Egypt approved Law No. 151 to protect personal data. The Nigeria Data Protection Regulation was issued 

in January 2019, and in November 2020, the National Information Technology Development Agency pro-

vided a related Implementation Framework. 

Some countries are going so far as to create new categories of institutions to support data-privacy rules. 
India’s Electronic Consent Framework by the Reserve Bank of India established “account aggregators,” 

for-profit intermediaries to facilitate the consent-based flow of data between users and FSPs.48 Account 

aggregators are “data blind” and cannot view, store, use, or modify user data. The system uses a smart-

phone front end that includes streamlined registration that simplifies the legalese and integrates with 

other mobile money platforms, reducing both the cognitive burden on, and hassle for, users.

BOX 5.4 

Data-Governance Rules That Protect Privacy and Consumer Data

(i)  Data Governance and Privacy Rules and Protecting 
Consumers against Fraud and Misuse

The rapidly expanding use of consumer data is having 

profound effects on all sectors, especially financial ser-

vices. The digital collection of consumer data serves 

many useful purposes for service provision, from remote 

onboarding to improved service design and enhanced 

credit reporting,47 but it is also accompanied by sig-

nificant risks, in terms of ID theft, fraud, algorithmic 

exploitation or bias, and the improper use and moneti-

zation of that data. Policy makers need to ensure that 

rules address the collection, storage, ownership, access, 

and use of all consumer data. This should cover both 

traditional and innovative forms of data (such as data 

on utility payments, mobile airtime purchases, use of 

digital wallet or e-money accounts, and social media and 

e-commerce transactions). These rules need to apply to 

all organizations that collect consumer data. FCP Princi-

ples 10 (Protection of Consumer Assets against Fraud, 

Scams and Misuse) and 11 (Protection of Consumer 

Data and Privacy) provide the relevant standard. (See 

box 5.4 for examples of data-governance rules adopted 

by different jurisdictions.) 

Policy makers may consider adopting policies to raise 

awareness on the part of financial consumers and 

MSMEs, especially the most vulnerable consumers, 

about the potential risks of digital financial products and 

services and basic elements of safety. Policies to improve 

the ability to recognize instances of online fraud and 

scams, and policies to raise awareness that some prod-

ucts may be unregulated, should also be considered. 

(See box 5.5 for examples of emerging approaches.) This 

is increasingly important given the increase in cross-bor-

der payments in a digital environment. 

The following resources provide additional guidance for 

this topic:

• AFI: Guideline Note on Data Privacy for Digital Finan-

cial Services 

• G20: G20 Policy Guide: Digitization and informality

• G20/GPFI: Data Protection and Privacy for Alterna-

tive Data

• OECD: Financial Consumer Protection Policy Ap- 

proaches in the Digital Age: Protecting Consumers’ 

Assets, Data and Privacy 

• World Bank, ICCR: Credit Scoring Approaches Guide- 

lines

• World Bank: Financial Consumer Protection and New 

Forms of Data Processing beyond Credit Reporting

https://nitda.gov.ng/regulations/
https://www.afi-global.org/publications/guideline-note-on-data-privacy-for-digital-financial-services/
https://www.afi-global.org/publications/guideline-note-on-data-privacy-for-digital-financial-services/
https://www.oecd.org/g20/G20-Policy-Guide-Digitisation-and-Informality.pdf
https://www.gpfi.org/sites/gpfi/files/documents/Data_Protection_and_Privacy_for_Alternative_Data_WBG.pdf
https://www.gpfi.org/sites/gpfi/files/documents/Data_Protection_and_Privacy_for_Alternative_Data_WBG.pdf
https://www.oecd.org/finance/Financial-Consumer-Protection-Policy-Approaches-in-the-Digital-Age.pdf
https://www.oecd.org/finance/Financial-Consumer-Protection-Policy-Approaches-in-the-Digital-Age.pdf
https://www.oecd.org/finance/Financial-Consumer-Protection-Policy-Approaches-in-the-Digital-Age.pdf
https://pubdocs.worldbank.org/en/935891585869698451/CREDIT-SCORING-APPROACHES-GUIDELINES-FINAL-WEB.pdf
https://pubdocs.worldbank.org/en/935891585869698451/CREDIT-SCORING-APPROACHES-GUIDELINES-FINAL-WEB.pdf
https://documents1.worldbank.org/curated/en/677281542207403561/pdf/132035-WP-FCP-New-Forms-of-Data-Processing.pdf
https://documents1.worldbank.org/curated/en/677281542207403561/pdf/132035-WP-FCP-New-Forms-of-Data-Processing.pdf
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Many jurisdictions reported a rise in fraud and scams during COVID-19, while others reported that invest-

ment fraud is especially rising in the field of crypto assets. For instance, Latvia described incidents of 

misleading phone calls from abroad encouraging consumers to invest in crypto assets; different meth-

ods of persuasion resulted in consumers giving fraudsters access to their assets.

Coordination among different regulatory and supervisory authorities with overlapping or related man-

dates has proved effective in tackling financial scams and fraud. Given the cross-border nature of many 

online scams, international cooperation on financial scams and fraud will also be increasingly important.

For example, BSP, the central bank of the Philippines, increased its cyber surveillance activities on poten-

tial cyber threats and preventive measures through close coordination with regulated institutions. Look-

ing to the future, international cooperation on financial scams and fraud will be increasingly important, 

given the cross-border nature of many online scams. Another example is in Italy, where the authority 

responsible for regulating the securities market (CONSOB), issued orders to internet and other telecom-

munication service providers to ban access to websites through which investment services or activities 

are offered or carried out without the requested authorizations. In Brazil, after investigators identified 

at least 18 fake apps with the name of the government’s COVID-19 G2P program in the Android app 

Play Store, the central bank limited transfer amounts and worked with banks to issue communications 

around criminal activity.

BOX 5.5 

Mitigating Online Fraud and Scams

(iv)  Accessible, Affordable, Timely, and Fair Complaint-
Handling and Redress Mechanisms 

With the combination of increased, continuously 

evolving, and more complex risks, given the speed 

of innovation of DFS delivery, well-functioning and 

user-friendly complaint-resolution mechanisms are 

essential. FCP Principle 12 (Complaints Handling and 

Redress) provided standards on this. The pandemic has 

especially highlighted the importance of appropriate 

complaint-handling and redress mechanisms to support 

financial customers effectively when things go wrong. 

For all financial consumers, especially newly onboarded 

and previously underserved consumers, the timely res-

olution of issues and problems is critical to maintaining 

trust in and, ultimately, continued use of DFS. Technol-

ogy can facilitate the design of effective redress mech-

anisms that are more affordable and widely available 

to financial consumers. Recourse to an independent 

redress process should be available. For instance, where 

there are disputes, a third-party financial ombudsman is 

good practice. Box 5.6 discusses examples of using tech-

nology for complaint resolution and related supervisory 

activities. 

The following resources provide additional guidance for 

this topic:

• CGAP: Applying Behavioral Research to Consumer 

Protection: Recourse and Complaints Handling

• INFO Network: Guide to Setting Up a Financial Ser-

vices Ombudsman Scheme

• IOSCO: Complaint Handling and Redress System for 

Retail Investors

• World Bank: Complaints Handling within Financial 

Service Providers: Principles, Practices, and Regula-

tory Approaches

• World Bank: Resolving Disputes between Consum-

ers and Financial Businesses: Fundamentals for a 

Financial Ombudsman

5.3 Challenges in Implementing HLP 5

Implementation of effective financial consumer protec-

tion frameworks is dependent on a number of issues, 

many of which continue to evolve. Constant technolog-

ical evolution and rapidly changing market conditions, 

with new non-bank actors, mean that regulators are 

https://www.cgap.org/research/slide-deck/module-3-recourse-and-complaints-handling
https://www.cgap.org/research/slide-deck/module-3-recourse-and-complaints-handling
https://www.cgap.org/research/slide-deck/module-3-recourse-and-complaints-handling
https://networkfso.org/resources/Guide-to-setting-up-a%20financial-services-ombudsman-scheme_INFO-Network_March2018.pdf
https://networkfso.org/resources/Guide-to-setting-up-a%20financial-services-ombudsman-scheme_INFO-Network_March2018.pdf
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD670.pdf
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD670.pdf
https://documents1.worldbank.org/curated/en/773561567617284450/pdf/Complaints-Handling-within-Financial-Service-Providers-Principles-Practices-and-Regulatory-Approaches-Technical-Note.pdf
https://documents1.worldbank.org/curated/en/773561567617284450/pdf/Complaints-Handling-within-Financial-Service-Providers-Principles-Practices-and-Regulatory-Approaches-Technical-Note.pdf
https://documents1.worldbank.org/curated/en/773561567617284450/pdf/Complaints-Handling-within-Financial-Service-Providers-Principles-Practices-and-Regulatory-Approaches-Technical-Note.pdf
https://documents1.worldbank.org/curated/en/169791468233091885/pdf/699160v10ESW0P0en0Vol10Fundamentals.pdf
https://documents1.worldbank.org/curated/en/169791468233091885/pdf/699160v10ESW0P0en0Vol10Fundamentals.pdf
https://documents1.worldbank.org/curated/en/169791468233091885/pdf/699160v10ESW0P0en0Vol10Fundamentals.pdf
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In the Philippines, BSP’s chatbot “BOB” allows customers to file complaints via social media and other 

communications platforms in English and Tagalog. “BOB” is an example of suptech. Using AI technol-

ogies such as ML and natural language processing, it can even process complaints that are made in 

“Taglish” (a combination of Tagalog and English). “BOB”  responds directly to queries or escalates them 

to a call center that registers them centrally, giving the central bank visibility into issues beyond those 

reported by FSPs.49

In Africa, the African Development Bank is supporting the National Bank of Rwanda, Bank of Ghana, and 

Competition and Consumer Protection Commission of Zambia in establishing a complaint-handling sys-

tem for financial regulators. The system will use multilingual chatbots and AI and interface with key FSPs 

in the three countries. It will incorporate key local languages for ease of use, record customer complaints, 

including audio complaints from those unable to read and write, and track their resolution.50

Bank of Italy is leveraging AI’s potential for strengthening financial consumer protection in the banking 

and financial sectors through “EspTech, the complaints handling tool based on text mining and machine 

learning.” This tool automatically detects common phenomena that ease and improve the capabilities of 

analysts in investigating certain topics, widening the information for the bank’s supervisory work. Since 

AI techniques are not immune from the risk of producing discriminatory outcomes, the bank’s process 

includes final decision-making by a human arbitrator. EspTech also provides a full-text search (like Goo-

gle) that can access the contents of complaints and the related attached files.

BOX 5.6

Use of Technology for More Effective Consumer Protection and 
Complaint Resolution

challenged, especially in EMDEs, by how to regulate and 

supervise in ways that enable inclusion while protecting 

users and the integrity and stability of the financial sys-

tem. While all jurisdictions face unique challenges, policy 

makers note common gaps in designing effective finan-

cial consumer protection frameworks. Some of these 

have been discussed below. 

Developing a comprehensive regulatory framework, 

which is technology neutral, requires a general legal 

financial consumer protection framework that applies to 

all sectors, not just regulated banks, as well as oversight 

bodies with explicit responsibility for financial consumer 

protection, with the necessary authority to fulfil their 

mandates. Few EMDEs have such frameworks in place 

and therefore need to develop them. At the same time, 

many EMDEs lack comprehensive national data-privacy 

and protection laws that apply to all sectors. 

The rapidly evolving landscape for digital financial prod-

ucts and services, as well as the emergence of new types 

of FSPs, present challenges for policy makers, regulators, 

and supervisors to adapt and respond to such changes. 

EMDEs often have limited organizational resources to 

invest in appropriately qualified staff, adequate and 

flexible processes, and new tools, such as suptech and 

regtech, that can aid in market conduct supervision, 

monitoring, and data gathering. Supervisors will need 

new strategies and new technological tools to monitor 

financial sectors that are expanding and changing due 

to fintech entrants and offerings, including as-yet-un-

regulated providers and changed businesses of some 

already-regulated entities. 

In addition to ensuring sufficient capabilities and 

resources, it is important that regulators and super-

visors have sufficient knowledge of the market—for 

example, by conducting market reviews or research to 

understand developments and engage with business 

and consumer stakeholders. A key consideration is how 

the industry can extrapolate practical expectations of 

regulations for the purpose of compliance. To supple-

ment regulations, especially where they are still under 

development, regulators should welcome consulta-

tions with supply-side actors and consider encouraging 

initiatives such as self-regulation,51 to set enforceable 

responsible business conduct requirements. 
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New consumers, especially more vulnerable consumer 

segments or those in rural areas who have less expo-

sure to digital platforms, are likely challenged with 

inadequate digital and financial literacy and awareness, 

which increases consumer risks/harms. (See chapter 

6.) This lack of awareness may also apply to agents of 

FSPs serving these consumers. Hence, financial con-

sumer protection frameworks should incorporate rele-

vant mitigatory measures.

5.4 Looking Forward

The rapid growth of DFS and the continuously evolv-

ing pace of innovation are unlikely to slow down, and 

new means of fraud and consumer harm are evolving 

as well. Policy makers, regulators, and supervisors will 

never be able to eliminate these risks, but they can put 

in place rules and mechanisms that protect consum-

ers and help to instil trust in the financial system and 

support financial inclusion. Specifically, they need to 

ensure that

• The regulatory framework can accommodate ever- 

changing technologies and business models, espe-

cially around the use of data;

• Market conduct standards are well understood and 

effectively enforced while also allowing for flexibility 

as new information is received;

• Visibility of the market is broad and up to date, sup-

ported by market-monitoring tools and effective 

stakeholder engagement, including other regulators, 

the private sector, and civil society organizations;

• Consumers understand adequately product benefits 

and risks and their rights and responsibilities, and 

feel empowered and enabled to pursue redress when 

they face problems; and

• DFS entities have an awareness and understanding—

through measures such as regulator guidance and 

capacity-building and training efforts—of consumer 

expectations, risks, and issues, as well as of their 

responsibilities to consumers.

Resources Relevant to HLP 5 

Implementing the G20/OECD High-Level Principles on Financial Consumer Protection

• G20/OECD Task Force: Report on the Implementation of the Recommendation of the Council on High-

Level Principles on Financial Consumer Protection, 2022

• G20/OECD: G20/OECD Report on Lessons Learnt and Effective Approaches to Protect Consumers and 

Support Financial Inclusion in the Context of COVID-19, 2021

• G20/OECD Task Force on Financial Consumer Protection: Compendium of Effective Approaches for 

Financial Consumer Protection in the Digital Age, 2020

• Extensive G20/OECD Task Force implementation guidance and reports

• CGAP: Implementing Consumer Protection in Emerging Markets and Developing Economies: A Techni-

cal Guide for Bank Supervisors

Digitalization

• CGAP: The Evolution of the Nature and Scale of DFS Consumer Risks: A Review of Evidence, 2022

• G20/GPFI: Menu of Policy Options for Digital Financial Literacy and Financial Consumer and MSME 

Protection, 2021

• BTCA: UN Principles for Responsible Digital Payments, 2021

• CGAP: FinDev Gateway resources, 2021

• OECD: G20/OECD Policy Guidance: Financial Consumer Protection Approaches in the Digital Age, 2018

• G20 Principles for Innovative Financial Inclusion, 2010

https://one.oecd.org/document/C(2022)7/en/pdf
https://one.oecd.org/document/C(2022)7/en/pdf
https://www.oecd.org/daf/fin/financial-education/g20-oecd-report-on-financial-consumer-protection-and-financial-inclusion-in-the-context-of-covid-19.htm
https://www.oecd.org/daf/fin/financial-education/g20-oecd-report-on-financial-consumer-protection-and-financial-inclusion-in-the-context-of-covid-19.htm
https://www.oecd.org/daf/fin/financial-education/financial-consumer-protection/Effective-Approaches-FCP-Principles_Digital_Environment.pdf
https://www.oecd.org/daf/fin/financial-education/financial-consumer-protection/Effective-Approaches-FCP-Principles_Digital_Environment.pdf
https://www.oecd.org/finance/financialconsumerprotection.htm
https://www.cgap.org/sites/default/files/researches/documents/Technical-Guide-Implementing-Consumer-Protection-August-2013.pdf
https://www.cgap.org/sites/default/files/researches/documents/Technical-Guide-Implementing-Consumer-Protection-August-2013.pdf
https://www.cgap.org/research/slide-deck/evolution-nature-and-scale-dfs-consumer-risks-review-evidence
https://www.gpfi.org/sites/gpfi/files/1_G20%20Menu%20of%20Policy%20Options.pdf
https://www.gpfi.org/sites/gpfi/files/1_G20%20Menu%20of%20Policy%20Options.pdf
https://responsiblepayments.org/
https://www.findevgateway.org/guide/2021/05/guide-financial-consumer-protection-digital-era
https://www.oecd.org/finance/G20-OECD-Policy-Guidance-Financial-Consumer-Protection-Digital-Age-2018.pdf
https://www.gpfi.org/sites/gpfi/files/documents/G20%20Principles%20for%20Innovative%20Financial%20Inclusion%20-%20AFI%20brochure.pdf
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Resources, continued 

Vulnerable Groups

• G20/GPFI: Menu of Policy Options for Digital Financial Literacy and Financial Consumer and MSME 

Protection, 2021

• G20 High-Level Policy Guidelines on Digital Financial Inclusion for Youth, Women and SMEs. The guide-

lines are supported by three reports published in 2020: (1) Advancing the Digital Financial Inclusion 

of Youth; (2) Advancing Women’s Digital Financial Inclusion; and (3) Promoting Digital and Innovative 

SME Financing

• OECD: Financial Consumer Protection and Ageing Populations, 2020

• G20: G20 Fukuoka Policy Priorities on Aging and Financial Inclusion, 2019

• OECD: Protecting Consumers in Peer Platform Markets, 2016

Data Protection

• OECD: Financial Consumer Protection Policy Approaches in the Digital Age: Protecting Consumers’ 

Assets, Data and Privacy, 2020

• G20: G20 Policy Guide: Digitisation and Informality, 2018

• World Bank: Financial Consumer Protection and New Forms of Data Processing beyond Credit Report-

ing, 2018

Market Conduct and Monitoring

• CGAP: Market Monitoring for Financial Consumer Protection, 2022

• World Bank: The Next Wave of Suptech Innovation: Suptech Solutions for Market Conduct Supervision, 

2021

• BIS: Fintech and the Digital Transformation of Financial Services: Implications for Market Structure and 

Public Policy, 2021

• FinCoNet: Supervisory Challenges Relating to the Increase in Digital Transactions, Especially Pay-

ments, 2022

• FinCoNet: SupTech Tools for Market Conduct Supervisors, 2020

• FinCoNet: Digitalisation of Short-Term, High-Cost Consumer Credit: Guidance to Supervisors, 2019, 

and Practices and Tools Required to Support Risk-Based Supervision in the Digital Age, 2018

• AFI: Digitally Delivered Credit: Consumer Protection Issues and Policy Responses to New Models of 

Digital Lending, 2017

Cross-Cutting

• G20/OECD Task Force on Financial Consumer Protection: Compendium of Effective Approaches for 

Financial Consumer Protection in the Digital Age

• ITU-T Focus Group on Digital Financial Services: Main Recommendations

• World Bank: Product Design and Distribution: Emerging Regulatory Approaches for Retail Banking 

Products

• FinCoNet: Digitalisation of Short-Term, High-Cost Consumer Credit: Guidance to Supervisors

https://www.gpfi.org/sites/gpfi/files/1_G20%20Menu%20of%20Policy%20Options.pdf
https://www.gpfi.org/sites/gpfi/files/1_G20%20Menu%20of%20Policy%20Options.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.oecd.org/finance/advancing-the-digital-financial-inclusion-of-youth.htm
https://www.oecd.org/finance/advancing-the-digital-financial-inclusion-of-youth.htm
https://www.gpfi.org/sites/gpfi/files/sites/default/files/saudig20_women.pdf
https://www.gpfi.org/news/promoting-digital-and-innovative-sme-financing
https://www.gpfi.org/news/promoting-digital-and-innovative-sme-financing
https://www.oecd.org/daf/fin/financial-education/Financial-Consumer-Protection-and-Ageing-Populations.pdf
https://www.gpfi.org/sites/gpfi/files/documents/G20%20Fukuoka%20Policy%20Priorities%20on%20Aging%20and%20Financial%20Inclusion.pdf
https://www.oecd-ilibrary.org/docserver/5jlwvz39m1zw-en.pdf?expires=1647461735&id=id&accname=guest&checksum=6F5546EEA016ADE60C9C7490B4B83F67
https://www.oecd.org/finance/Financial-Consumer-Protection-Policy-Approaches-in-the-Digital-Age.pdf
https://www.oecd.org/finance/Financial-Consumer-Protection-Policy-Approaches-in-the-Digital-Age.pdf
https://www.oecd.org/g20/G20-Policy-Guide-Digitisation-and-Informality.pdf
https://documents1.worldbank.org/curated/en/677281542207403561/pdf/132035-WP-FCP-New-Forms-of-Data-Processing.pdf
https://documents1.worldbank.org/curated/en/677281542207403561/pdf/132035-WP-FCP-New-Forms-of-Data-Processing.pdf
https://www.cgap.org/topics/collections/market-monitoring/tools
https://documents.worldbank.org/en/publication/documents-reports/documentdetail/735871616428497205/the-next-wave-of-suptech-innovation-suptech-solutions-for-market-conduct-supervision
https://www.bis.org/publ/bppdf/bispap117.pdf
https://www.bis.org/publ/bppdf/bispap117.pdf
http://www.finconet.org/Supervisory-challenges-digital-transactions.pdf
http://www.finconet.org/Supervisory-challenges-digital-transactions.pdf
http://www.finconet.org/FinCoNet-Report-SupTech-Tools_Final.pdf
http://www.finconet.org/Guidance_Supervisors_Digitalisation_STHCCC.pdf
http://www.finconet.org/Finconet_Report_Practices-tools-for-risk-based-supervision-digital-age_November_2018.pdf
https://www.afi-global.org/wp-content/uploads/2019/07/AFI_CEMC_digital-survey_AW2_digital.pdf
https://www.afi-global.org/wp-content/uploads/2019/07/AFI_CEMC_digital-survey_AW2_digital.pdf
https://www.oecd.org/daf/fin/financial-education/financial-consumer-protection/Effective-Approaches-FCP-Principles_Digital_Environment.pdf
https://www.oecd.org/daf/fin/financial-education/financial-consumer-protection/Effective-Approaches-FCP-Principles_Digital_Environment.pdf
https://www.itu.int/en/ITU-T/focusgroups/dfs/Documents/201703/ITU_FGDFS_Main-Recommendations.pdf
https://documents1.worldbank.org/curated/en/993431567620025068/pdf/Product-Design-and-Distribution-Emerging-Regulatory-Approaches-for-Retail-Banking-Products-Discussion-Note.pdf
https://documents1.worldbank.org/curated/en/993431567620025068/pdf/Product-Design-and-Distribution-Emerging-Regulatory-Approaches-for-Retail-Banking-Products-Discussion-Note.pdf
http://www.finconet.org/Guidance_Supervisors_Digitalisation_STHCCC.pdf
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HLP 6: Strengthen Digital and Financial Literacy and  
Awareness

Statement of the HLP: Support and evaluate programs that enhance digital and financial literacy in light of 

the unique characteristics, advantages, and risks of digital financial services and channels.

6.1  Context: Importance of the HLP,  
Statement of Challenges in Current 
Market Contexts 

Digital financial literacy is essential in supporting digital 

financial inclusion. As DFS are rapidly evolving, and new 

players and products and services are emerging, individ-

uals need to be equipped with the necessary skills to be 

aware of the characteristics, benefits, and risks of DFS, to 

be able to use them safely and to know where to obtain 

information and help in case of need. Consumers can 

also benefit from being able to use existing digital tools 

to interact with FSPs and to manage their finances effec-

tively, such as comparison websites and budgeting apps. 

In this respect, not only do consumers need financial lit-

eracy52 and digital skills, but they also need the skills at 

the intersection of these elements, on what is referred 

to as “digital financial literacy”—that is, a combination of 

knowledge, skills, attitudes, and behaviors necessary for 

individuals to be aware of and safely use DFS and digital 

technologies with a view to contributing to their financial 

well-being.53 

The digitization of finance has further accelerated during 

the COVID-19 crisis, meaning that many people started 

to use DFS for the first time and were exposed to new 

forms of financial fraud and scams online. All this meant 

that many consumers, and especially the most vulnera-

ble, underserved, and inexperienced users, have needed 

to understand the benefits and risks of DFS, how to 

make online transactions safely, and ways to identify and 

financial fraud and scams.

Having adequate digital financial literacy is important 

for all financial consumers, but especially for vulnerable 

and underserved groups. The Menu of Policy Options for 

Digital Financial Literacy and Financial Consumer and 

MSME Protection,54 developed by the GPFI in 2021, high-

lights that digitalization offers great opportunities for a 

leap forward in financial inclusion and acknowledges that 

digital financial information and education should be 

designed in an inclusive way. As recalled in the G20 High-

Level Policy Guidelines on Digital Financial Inclusion for 

Youth, Women and SMEs, it is important to enhance the 

financial and digital literacy and skills of young people, 

women, and owners of MSMEs. In addition, people with 

limited digital access and digital skills, as well as the 

financially excluded and underserved, stand to gain the 

most from improving their digital financial literacy to 

benefit from digital financial products and tools.

In emerging economies and low-income countries with 

limited levels of financial inclusion, digital financial liter-

acy can be a key foundation stone to allow greater finan-

cial access and financial inclusion via digital means. Also 

in more-developed economies, improving digital finan-

cial skills can be a way of ensuring that financial consum-

ers have a better understanding of the features and risks 

of DFS and are better able to protect themselves against 

attempts of fraud and scams.

In the current context of increasing digitization and 

financial insecurity, digital financial literacy is not only 

a crucial tool to enable the possibilities offered by dig-

ital financial inclusion but also a building block for lon-

VI.

https://www.gpfi.org/sites/gpfi/files/1_G20%20Menu%20of%20Policy%20Options.pdf
https://www.gpfi.org/sites/gpfi/files/1_G20%20Menu%20of%20Policy%20Options.pdf
https://www.gpfi.org/sites/gpfi/files/1_G20%20Menu%20of%20Policy%20Options.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
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ger-term financial resilience and financial well-being, as 

recalled by the 2021 G20/OECD-INFE Report on Sup-

porting Financial Resilience and Transformation through 

Digital Financial Literacy.55 

6.2 A Framework for Implementing HLP 6

(a) Key International Policy Instruments 

The 2020 OECD Recommendation on financial literacy56 

recognizes that financial literacy policies are important 

in facilitating informed and responsible use of a broad 

variety of financial products and services, including DFS, 

and that new financial products and services, including 

DFS, may change the way that consumers make finan-

cial decisions and product choices. In this respect, the 

Recommendation encourages governments to do the 

following: 

• Promote awareness and understanding of the char-

acteristics of traditional and innovative financial 

products and services, including digital ones, and of 

the financial risks associated with them 

• Take into account the needs of specific target groups, 

including people with low digital skills and limited 

access to digital technologies

• Ensure the effective delivery of financial literacy pro-

grams, including through digital tools 

The G20/OECD INFE Policy Guidance: Digitalisation 

and Financial Literacy offers more detailed guidance 

about identifying and promoting effective initiatives that 

enhance digital and financial literacy in light of the unique 

characteristics, advantages, and risks of DFS and chan-

nels. In particular, it includes a checklist of policy actions 

for designing and implementing effective financial- 

education initiatives on DFS. Depending on national cir-

cumstances, policy makers should make sure the fol-

lowing steps are considered when implementing digital 

financial literacy initiatives: 

• Develop a national diagnosis of the impact of digital 

finance on individuals and entrepreneurs (including 

potential vulnerable groups) 

• Ensure coordination between public authorities and 

private and not-for-profit stakeholders

• Support the development of a national core compe-

tency framework on digital financial literacy

• Support the effective delivery of financial education 

through digital and traditional means 

• Facilitate and disseminate the evaluation of finan-

cial-education programs addressing DFS 

These elements are used to structure the remaining 

of this section. The following sections include selected 

country examples and case studies based on available 

evidence.

(b)  Collecting Evidence and Developing a 
Diagnosis 

The implementation of HLP 6 should draw on solid 

empirical evidence whenever possible. Public authorities 

and other stakeholders should have a good understand-

ing of the benefits and risks created by DFS, and how 

these may affect consumers and owners of micro and 

small businesses. They should also know about aware-

ness of, demand for, and current use of DFS across the 

population and the level of digital financial literacy of 

consumers and owners of micro and small businesses. 

Financial-sector authorities should use such diagnoses 

to detect emerging areas of consumer risks that warrant 

priority, as well as core education gaps and needs of dif-

ferent consumer profiles.

The OECD/INFE is planning a new wave of its survey of 

the financial literacy of adults for 2022-23 using a revised 

toolkit. The upcoming survey will also investigate aware-

ness and use of DFS among adults and explore levels of 

digital financial literacy, alongside standard measures 

of financial literacy, inclusion, resilience, and well-being. 

Surveys may be supplemented with qualitative method-

ologies and human-centered designed tools to obtain 

useful behavioral insights. 

(c)   Developing Coordinated and Strategic 
Approaches to Strengthening Digital  
Financial Literacy 

Given the complexities of digital financial inclusion and 

the role of different actors in promoting it, it is import-

ant to have a strategic approach not only to digital finan-

cial inclusion but also to digital financial literacy, so that 

policy makers, regulators, and FSPs can work together. 

Such coordinated approaches should notably involve 

the variety of stakeholders that are actively providing 

DFS and products—from traditional providers, such as 

banks, to telecommunication and fintech companies.

Based on identified needs and gaps, financial-sector 

authorities should consider opportunity areas where 

core financial-education messages can be integrated to 

help consumers better use DFS and support financial 

decision-making. Accordingly, financial-sector author-

ities may build partnerships with key institutions to 

embed financial education into programs offering DFS 

https://www.oecd.org/finance/G20-OECD-INFE-Policy-Guidance-Digitalisation-Financial-Literacy-2018.pdf
https://www.oecd.org/finance/G20-OECD-INFE-Policy-Guidance-Digitalisation-Financial-Literacy-2018.pdf
http://www.oecd.org/financial/education/2022-INFE-FinLit-Measurement-Toolkit.htm
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at scale (that is, cash-transfer programs, agricultural 

lending programs, and so on, using digital means). Addi-

tionally, financial-sector authorities may provide guid-

ance to FSPs to encourage them to integrate financial 

education holistically into their day-to-day operations 

and interactions with consumers. Box 6.1 discusses the 

role of national strategies for financial inclusion and for 

financial literacy in supporting digital financial literacy. 

(d)  Developing Competency Frameworks on 
Digital Financial Literacy

The development of effective policies and programs on 

digital financial literacy crucially hinges on identifying 

the key competencies that consumers and owners of 

micro and small businesses need to have to use digital 

financial products and services safely. 

Several countries have included objectives to 

promote digital financial literacy and support the 

use of DFS in their national strategies for financial 

literacy. 

Canada’s National FInancial Literacy Strategy 

2021–2026 sets out the vision of “a Canada 

where everyone can build financial resilience in 

an increasingly digital world.” One of the priorities 

of the strategy is reducing barriers (for exam-

ple, reducing the digital divide and use of AI and 

algorithms that can harm access to appropriate 

products or services) for financial consumers by 

supporting increased digital access (inclusion) and 

digital literacy. The Financial Consumer Agency of 

Canada will support this priority by collaborating 

with partners to strengthen digital financial liter-

acy and access. The national strategy encourages 

those in the financial services industry to test and 

build financial tools, resources, and services that 

are appropriate for audiences with a diverse range 

of digital access and skills and to provide non-digi-

tal alternatives when needed.

In India, one of the strategic pillars of the National 

Strategy for Financial Education 2020-25 is improv-

ing the safe use of DFS. Financial-sector regulators 

regularly organize financial-education initiatives 

on the topic, including webinars and awareness 

campaigns, such as the Digital Financial Services 

Day. In Italy, the operational plan for implementing 

the national strategy for financial literacy aims to 

improve digital financial skills and considers digital 

skills as a factor that enables financial inclusion and 

contributes to financial resilience.

BOX 6.1 

Examples of Strategic Approaches Strengthening  
Digital Financial Literacy 

Promoting digital financial literacy is among the 

key goals of Portugal’s National Plan for Financial 

Education 2021–2025. This strategic goal includes 

explaining the characteristics and risks of new digital 

financial products and services (for example, crypto 

assets, digital currency, payment initiation and 

aggregation services, insurtech), raising awareness 

of the emergence of new service providers in this 

market and the growing cross-border offer of finan-

cial products and services, and raising awareness of 

the behavioral biases that may arise when using DFS. 

This pillar of the strategy also includes promoting 

informed access to financial products and services 

on digital channels and the safe use of digital finan-

cial products and services, with a view to ultimately 

contributing to digital financial inclusion As part of 

these efforts, the central bank of Portugal is devel-

oping a dedicated digital financial literacy strategy, 

including a survey of the level of digital financial liter-

acy in the population, in collaboration with the OECD 

and the European Commission. 

Developing financial education to support the use of 

DFS is also one of the objectives of Spain’s Finan-

cial Education Plan 2022–2025. The plan foresees 

actions to develop information-sharing and train-

ing initiatives aimed at new users of DFS, focusing 

mainly on preventing financial fraud. Activities con-

ducted under the national plan include seminars, 

conferences, and online information on financial 

digitization and online fraud and scams to improve 

consumers’ knowledge of digital products and ser-

vices and promote awareness of the possible risks 

associated with them. 

continued

https://www.canada.ca/content/dam/fcac-acfc/documents/programs/financial-literacy/financial-literacy-strategy-2021-2026.pdf
https://www.canada.ca/content/dam/fcac-acfc/documents/programs/financial-literacy/financial-literacy-strategy-2021-2026.pdf
https://www.todoscontam.pt/sites/default/files/2022-02/plano_nacional_de_formacao_financeira_2021-2025.pdf
https://www.todoscontam.pt/sites/default/files/2022-02/plano_nacional_de_formacao_financeira_2021-2025.pdf
https://www.finanzasparatodos.es/system/cms_multimedia/cms_medias/files/000/002/048/original/plan-educacion-financiera-2022-2025-en.pdf?1645699344
https://www.finanzasparatodos.es/system/cms_multimedia/cms_medias/files/000/002/048/original/plan-educacion-financiera-2022-2025-en.pdf?1645699344
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In Morocco, the financial-education strategic 

plan coordinated by the Moroccan Foundation for 

Financial Education is aligned with the guidelines 

of the national strategy for financial inclusion. 

Financial education to support digital financial 

inclusion includes the development of content 

to support the safe use of DFS, with a focus on 

mobile and online payments, online banking ser-

vices, crowdfunding, and nano loans. These pro-

grams are addressed mainly at vocational training 

students, university students, craftsmen, micro 

entrepreneurs, small farmers, rural households, 

women, and illiterate or low-literacy groups. 

BOX 6.1, continued

In Zambia, the three financial regulators (Bank of 

Zambia, Securities and Exchange Commission, 

and Pensions and Insurance Authority) imple-

mented a joint awareness campaign to educate 

the public on digital financial security and safety. 

The campaign was developed as a response to 

the increase in the number of people falling prey 

to online financial scams, which were reducing the 

effectiveness of the efforts to advance digital finan-

cial inclusion. 

The G20/OECD INFE Policy Guidance: Digitalisation 

and Financial Literacy already identifies core financial 

literacy competencies for the safe use of digital financial 

products and services. Box 6.2 offers other examples. 

(e)  Ensuring the Effective Delivery of Programs to 
Enhance Digital Financial Literacy 

The effective delivery of programs to enhance digital 

financial literacy should take into account the needs, 

abilities, and preferences of the target audience. As dis-

cussed in the G20/OECD-INFE Report on Supporting 

Financial Resilience and Transformation through Digi-

tal Financial Literacy, digital tools offer a great potential 

to improve digital financial literacy and digital financial 

inclusion and support the broader goals of financial 

resilience and financial well-being. Digital financial-ed-

ucation tools—such as online awareness campaigns, 

mobile apps, comparison websites, and online simula-

tions—may be particularly useful to extend reach and 

scale in cost-effective ways, tailoring content and format 

to the needs of different groups and embedding features 

inspired from behavioral insights, such as reminders, 

comparison tools, features to set personal goals, fea-

tures to “learn by doing” (for example, simulations), and 

so on. In particular, emerging evidence suggests that 

key behavioral tools and practices, such as simplifying 

financial education into concrete, actionable steps, per-

sonalizing education, providing short, timely messages, 

and making education convenient and easy to access, 

have successfully changed consumer knowledge, deci-

sion-making, and financial behaviors.57

However, when using digital financial-education tools, 

policy makers and other stakeholders should pay atten-

tion not to exacerbate the digital and financial exclusion 

of vulnerable groups, and especially those with limited 

digital access and skills. Considering that the groups 

most in need of learning about DFS may also be those 

whose digital access and skills are most limited, tradi-

tional delivery methods, or combinations of traditional 

and digital channels, may be best suited to deliver infor-

mation and education about DFS. 

Box 6.3 presents selected examples from a range of 

countries and economies of how (digital, traditional, and 

hybrid) financial-education initiatives are supporting 

awareness of, the safe use of, and trust toward, DFS. The 

examples cover a wide range of groups that may experi-

ence financial vulnerabilities and limited digital financial 

inclusion, such as young people, the elderly, women, 

migrants, refugees, and forcibly displaced persons, and 

emphasize examples of programmers who try to bridge 

the digital divide. More examples are available in a vari-

ety of existing publications.58 

(f)  Facilitating the Evaluation of Financial-
Education Programs to Enhance Digital 
Financial Literacy 

Public authorities and other stakeholders should pro-

mote and support the monitoring and evaluation of 

financial-education programs addressing DFS and 

aimed at enhancing digital financial literacy. Wherever 

digital delivery tools are used, their analytical features 

can be used to monitor their use, while considering all 

https://www.oecd.org/finance/G20-OECD-INFE-Policy-Guidance-Digitalisation-Financial-Literacy-2018.pdf
https://www.oecd.org/finance/G20-OECD-INFE-Policy-Guidance-Digitalisation-Financial-Literacy-2018.pdf
https://www.oecd.org/finance/financial-education/supporting-financial-resilience-and-transformation-through-digital-financial-literacy.htm
https://www.oecd.org/finance/financial-education/supporting-financial-resilience-and-transformation-through-digital-financial-literacy.htm
https://www.oecd.org/finance/financial-education/supporting-financial-resilience-and-transformation-through-digital-financial-literacy.htm
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The G20/OECD INFE Policy Guidance: Digitalisa-

tion and Financial Literacy includes a set of core 

financial literacy competencies for the safe use of 

DFS, covering especially the following areas: 

• Building trust and promoting beneficial use of 

DFS and related technological innovation 

• Protecting consumers and small businesses 

from vulnerability to digital crime and misuse/

mis-selling 

• Empowering consumers to counter new types 

of exclusion due to the potential misuse of data 

sources, including data analytics and digital 

profiling 

• Supporting consumers at risk of overreliance 

on easy access to online sources of credit

In 2021, the European Commission and the OECD/

INFE released the Financial Competence Frame-

work for Adults in the European Union. While cov-

ering all areas of financial literacy, this framework 

devotes special attention to competencies related 

to financial digitization. In particular, it includes 

competencies related to DFS, digital tools rele-

vant for personal finance, digital assets, or any 

other competency related to digital media with 

relevance for personal finance. As digital finan-

cial competencies are crosscutting and relevant 

across the whole framework, they are integrated 

horizontally throughout all the content areas and 

sections. Particular attention has been devoted to 

formulating competencies in a flexible way to take 

into account potential future developments.

Italy has developed competency frameworks on 

financial literacy for both youth and adults. Both 

frameworks pay particular attention to DFS and to 

the skills needed to use new digital tools (fintech, 

digitech, insurtech) appropriately. Basic skills 

include knowing how to use ATMs and POS termi-

nals, home banking and mobile banking, and how 

to avoid basic cyber risks. More advanced skills 

relate to sophisticated products and services, 

such as robo-advisors, crowdfunding, sophisti-

cated cyber risks, instant insurance, or peer-to-

peer insurance.

BSP, the central bank of the Philippines, consid-

ers digital literacy in connection with financial lit-

eracy as a necessary skill in the 21st century. BSP 

defines digital financial literacy as a core compe-

tency with the following dimensions:

• Knowledge of DFS: Consumers are aware of 

the existence of DFS, have a basic understand-

ing of how DFS are used, and are able to com-

pare pros and cons of each product type.

• Awareness of risks in DFS: Consumers under-

stand potential pitfalls of DFS usage, such as 

phishing, spoofing, personal data theft, hack-

ing, and other cyber risks.

• Digital financial risk control: Consumers have 

the ability to protect themselves from cyberse-

curity risks related to the use of DFS through 

appropriate cyber hygiene practices, such as 

password/PIN protection, multifactor authen-

tication, and account/data confidentiality.

• Knowledge of rights and redress procedures: 

Consumers know their basic rights as DFS 

users and what to do in case they fall victim to 

risks mentioned above.

BOX 6.2 

Examples of Financial Literacy Competency Frameworks  
Related to DFS 

https://www.oecd.org/finance/G20-OECD-INFE-Policy-Guidance-Digitalisation-Financial-Literacy-2018.pdf
https://www.oecd.org/finance/G20-OECD-INFE-Policy-Guidance-Digitalisation-Financial-Literacy-2018.pdf
https://www.oecd.org/finance/financial-competence-framework-for-adults-in-the-european-union.htm
https://www.oecd.org/finance/financial-competence-framework-for-adults-in-the-european-union.htm
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Leveraging Digital Tools to Promote Digital 
Financial Literacy 

The Central Bank of Brazil has used social media 

campaigns and cooperated with digital influenc-

ers to increase awareness among Brazilians of 

a new digital payment scheme (Pix). The central 

bank produced more than 30 videos posted on 

YouTube and disseminated over a hundred social 

media posts to explain the technical features of Pix 

and generate trust in the population at large. This 

approach and the cooperation with digital influ-

encers allowed the bank to reach a wide audience 

and fostered quick adoption of the innovation. The 

Brazilian Bank Federation (Febraban), with techni-

cal support from the Central Bank of Brazil, devel-

oped a digital financial-education platform (Meu 

Bolso em Dia, plataforma.meubolsoemdia.com.

br). The platform offers personalized and interac-

tive content, which is based on a financial health 

assessment with input from the users. As partic-

ipants complete tasks and modules, the platform 

awards “tokens” that can be exchanged for ben-

efits at banks associated with Febraban, such as 

higher yield rates in investments, discounts when 

contracting insurance, and discounts at other 

online educational resources. 

In India, the RBI designed a social media cam-

paign highlighting the features and benefits of 

using digital modes of payments, using an Indian 

film industry celebrity. In the fall of 2021, the Bank 

of Italy, with other public authorities, industry 

associations, and FSPs, launched campaign to 

raise awareness of how to use digital tools safely. 

The campaign was broadcast on TV and radio and 

appeared in magazines and social media. 

The Superintendency of Banking, Insurance and 

Private Pension Fund Administrators of Peru has 

the added safe use of DFS to its distance-learning 

program Finanzas para Ti as a consequence of 

the COVID-19 crisis. The program now covers the 

adequate use of DFS, fraud prevention, and digital 

applications for financial decision-making. 

BOX 6.3 

Examples of Financial-Education Programs Supporting the  
Safe Use of DFS

Addressing the Needs of Those with Limited 
Digital Access and Skills 

In Argentina, the Central Bank of the Republic of 

Argentina, in cooperation with the Ministry of Edu-

cation, has undertaken a financial-education cam-

paign that includes tutorials to promote the use of 

debit cards; the management of security codes for 

ATMs and for non-bank cash withdrawal points; the 

use of online banking and digital wallets for the pay-

ment of services; cybersecurity; and the protection 

of financial consumers. The campaign was distrib-

uted digitally and on public television, to reach those 

without internet access, and is also used in schools. 

The central bank is also deploying the “Finances 

Nearby” program, which trains representatives of 

ministries, agencies, and other organizations that 

assist groups that are vulnerable due to economic, 

social, and gender- and age-related issues, among 

others. The purpose of the program is to encourage 

people’s financial inclusion, including DFS.

In Germany, BaFin collaborates with a local NGO 

to organize webinars for the elderly that can be 

followed online or watched by small groups of peo-

ple meeting in person with a mediator (through 

so-called regulars’ tables). The webinars cover 

various digital topics, including new developments 

in digitization in the banking sector, or the risks of 

fraudulent activities that consumers need to be 

aware of. The elderly have an opportunity to ask 

BaFin experts questions, and mediators can fur-

ther facilitate the exchange. 

In Malaysia, the Securities Commission, as part of 

the Financial Education Network, has launched an 

initiative to improve the digital literacy of seniors 

(55 years old and older), with the aim of increas-

ing their digital financial inclusion. The program 

includes monthly webinars for seniors who have 

access to the internet and the ability to go online 

and a face-to-face “digital clinic” involving tutors 

and a small group of seniors with little knowledge 

on digital applications. The face-to-face sessions 

provide step-by-step guidance on digital knowl-

continued
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edge covering basic financial literacy, banking, and 

investing.

Digital financial literacy interventions by the Bank 

of Uganda include integrating digital financial 

aspects into all trainings, train-the-trainer pro-

grams, and other public education-related activi-

ties of the central bank.59 The bank also conducts 

radio talk shows that feature public awareness of 

DFS providers and DFS features, benefits, risks, 

and redress mechanisms, including mobile money 

providers. 

Young People

The Central Bank of Portugal designed a digital 

financial-education campaign aimed at young 

people addressing the necessary precautions to 

be adopted online with respect to the use of digital 

financial channels and services (#toptip). The cen-

tral bank also ran awareness campaigns on strong 

customer authentication (two-factor authentica-

tion) and new security rules for digital payments 

and for accessing accounts online, and on new 

transaction limits on contactless payments.

The Elderly

In Hong Kong, China, the Investor and Financial 

Education Council launched a Digital Financial Ser-

vices Workshop specifically designed for retirees 

to learn about the application of common fintech 

services. The workshop uses simulation games, 

which allow retirees to experience the applications 

of e-wallet and biometric authentication. 

In Israel, the Bank of Israel and the Ministry for 

Social Equality developed an education and train-

ing program for older people, known as E-Banking 

Empowerment, to help senior citizens adjust to 

e-banking and to give them tools to improve their 

skills in using e-banking services. 

In Spain, the industry association of banks, saving 

banks, and credit cooperatives signed a protocol 

to reduce the financial exclusion of older financial 

consumers (65 years old and older) derived from 

digitization. The protocol includes measures on 

financial, digital, and fraud-prevention education 

offered to older customers. 

BOX 6.3, continued

Women

The Bank of Italy implemented (virtual and face-

to-face) training courses for low-income and/or 

low-education women to respond to the challenges 

of the COVID-19 pandemic. Modules relate to topics 

of particular relevance during the crisis, including 

digital payments and the risk of fraud and scams.

MSMEs

The Bank of Italy has developed a financial educa-

tion program aimed at craftsmen and small busi-

ness owners to strengthen their competences in 

making financial decisions, dealing with banks, 

and using customer protection tools. The program 

- which is based on self-training sessions through 

e-learning platforms and meetings with trainers - 

includes a specific module on the risks and oppor-

tunities of using digital payment instruments.

The Financial Education Foundation in Morocco 

hosts a section on entrepreneurship on its finan-

cial-education website. Owners of micro and small 

firms can test their knowledge of accounting and 

other important aspects of business creation and 

development, find calculators to help manage busi-

ness finances, and navigate tax issues. During the 

COVID-19 crisis, the foundation stepped up its digi-

tal initiatives to support MSMEs on topics linked to 

DFS and managing a company in times of crisis. 

Migrants, Refugees, and Forcibly Displaced 
Persons 

The Bank of Italy recently developed various 

resources for migrants and asylum seekers, 

including a digital simulator to calculate the cost 

of remittances, information in Italian, English, and 

Ukrainian on the basic financial instruments avail-

able to displaced asylum seekers, and a finan-

cial-education smartphone app for adults who 

attend public schools, who are mainly migrants. 

The Central Bank of Jordan and the Deutsche 

Gesellschaft für Internationale Zusammenarbeit are 

implementing the Digi#ances project, which is part 

of the German Federal Ministry for Economic Coop-

eration and Development’s special initiative “Tack-

ling the Root Causes of Displacement, Reintegrating 

continued
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applicable personal data-protection rules and ethical 

considerations.62 Evaluation evidence will allow policy 

makers and program designers to gain insights into the 

links between financial education and digital financial 

literacy, as well as the necessary policy mix that can bet-

ter support consumers and owners of micro and small 

businesses to enhance their digital financial inclusion 

through financial education. When feasible, authori-

ties should support the piloting of interventions prior 

to full-scale rollout. Piloting helps test the effectiveness 

of financial-education interventions on a smaller set of 

beneficiaries and provides an opportunity to adjust and 

recalibrate the financial-education content, delivery 

tools, and mechanisms used to address the needs of 

consumers.63

6.3 Challenges in Implementing HLP 6 

The digitization of finance and society is rapidly advanc-

ing, and more and more people are becoming digi-

tally and financially included. Nevertheless, challenges 

remain in advancing digital financial inclusion and in the 

way in which digital financial literacy can support digital 

financial inclusion.

Digital financial literacy programs need to keep pace with 

innovation in finance and technology and stay ahead of 

evolving forms of online financial fraud and scams, to 

remain relevant and to ensure their effectiveness. More-

over, digital financial literacy programs should leverage 

the opportunities offered by digital tools but be mindful of 

not leaving behind the most vulnerable segments of the 

population. Unbanked and underserved consumers and 

owners of micro and small business tend to have the low-

est levels of digital financial literacy, and their possibilities 

for accessing and using digital tools are more limited. 

Finally, more efforts could be made to evaluate the 

impact of initiates aimed at supporting digital financial 

literacy. This would allow policy makers and practitioners 

to understand which traditional or digital approaches are 

more effective for different audiences, to scale up pro-

grams that have been shown to be effective, and to use 

resources more effectively.

6.4 Looking Forward

A significant number of initiatives have taken place in 

recent years to enhance digital financial literacy and to 

support the implementation of HLP 6, under the overall 

framework set by the OECD Recommendation on finan-

cial literacy and the G20/OECD INFE Policy Guidance: 

Digitalisation and Financial Literacy. Efforts include the 

development of dedicated digital financial literacy strat-

egies, the development of a competencies framework on 

digital finance topics, and the implementation of a wide 

range of programs and initiatives for different target 

audiences.

Significant work is under way at the international and 

national level to further efforts in strengthening digital 

financial literacy as a way to support digital financial 

inclusion. For instance, these efforts will include the fol-

lowing: 

• Implementing a digital financial literacy module as 

part of the 2022/23 OECD/INFE financial literacy 

survey of adults, to obtain internationally comparable 

data 

• Developing a finance competency framework for chil-

dren and youth in the European Union, jointly carried 

out by the European Commission and the OECD/

INFE as a complement to the existing framework for 

adults published in 2021 

As policy makers, financial regulators, and FSPs strive 

to enhance the digital financial literacy of consumers, in 

conjunction with developing appropriate regulatory and 

financial consumer protection frameworks, they need to 

Refugees.”60 The project includes campaigns and 

training courses to promote the responsible use of 

DFS among Syrian refugees in Jordan. 

The Bank of Rwanda is targeting forcibly displaced 

people with digital financial literacy initiatives to 

BOX 6.3, continued

support the uptake of DFS. Stakeholders in the 

country are delivering financial-education training 

programs via videos sent on mobile phones, to 

overcome the limitations imposed by the COVID-19 

pandemic.61
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Resources Relevant to HLP 6

Policy Guidance 

• OECD: Recommendation of the Council on Financial Literacy, 2020

• G20/GPFI: G20 High-Level Policy Guidelines on Digital Financial Inclusion for Youth, Women and SMEs, 

2020

• G20/OECD: G20/OECD INFE Policy Guidance: Digitalisation and Financial Literacy, 2018

• Toronto Centre: Financial Literacy and Digital Financial Inclusion: Supervisory Policy and Practice, 2022

• World Bank: Designing a Financial Education Approach, 2021

• OECD: OECD/INFE Guidance on Digital Delivery of Financial Education, 2022

Defining Competency Frameworks and Assessing Digital Financial Literacy

• OECD: OECD/INFE Toolkit for Measuring Financial Literacy and Financial Inclusion 2022, 2022

• AFI: Digital Financial Literacy Toolkit, 2021

• OECD: Financial Competence Framework for Adults in the European Union, 2022

• G20: The Need to Promote Digital Financial Literacy for the Digital Age, 2019

Addressing the Needs of Vulnerable Groups 

• G20/OECD: Advancing the Digital Financial Inclusion of Youth, 2020

• FinEquity: Enabling Women’s Financial Inclusion through Digital Financial Literacy, 2021

• Digital Tools 

• OECD: Digital Delivery of Financial Education: Design and Practice, 2021

• G20/OECD: G20/OECD-INFE Report on Supporting Financial Resilience and Transformation through 

Digital Financial Literacy, 2021

Personal Data 

• OECD: Personal Data Use in Financial Services and the Role of Financial Education: A Consumer- 

Centric Analysis, 2020

follow a strategic approach building on synergies from all 

relevant stakeholders, and they should take into account 

consumers’ characteristics, preferences, skills, biases, 

and access to digital tools. Enhancing international 

cooperation and exchange on digital financial literacy 

and education, as is done in the GPFI, OECD/INFE, and 

other international forums, can help member and non-

member countries to advance faster.

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0461
https://www.gpfi.org/sites/gpfi/files/saudiG20_youth_women_SME.pdf
https://www.oecd.org/finance/G20-OECD-INFE-Policy-Guidance-Digitalisation-Financial-Literacy-2018.pdf
https://res.torontocentre.org/guidedocs/Financial%20Literacy%20And%20Digital%20Financial%20Inclusion%20-%20Supervisory%20Policy%20And%20Practice%20FINAL.pdf
https://openknowledge.worldbank.org/bitstream/handle/10986/36212/Building-a-Financial-Education-Approach-A-Starting-Point-for-Financial-Sector-Authorities-Financial-Inclusion-Support-Framework-Technical-Note.pdf?sequence=1&isAllowed=y
https://www.oecd.org/financial/education/infe-guidance-on-digital-delivery-of-financial-education.htm
https://www.oecd.org/financial/education/2022-INFE-Toolkit-Measuring-Finlit-Financial-Inclusion.pdf
https://www.afi-global.org/wp-content/uploads/2021/07/AFI_DFS_Literacy_Toolkit_V5_29July.pdf
https://www.oecd.org/finance/financial-competence-framework-for-adults-in-the-european-union.htm
https://t20japan.org/wp-content/uploads/2019/03/t20-japan-tf7-3-need-promote-digital-financial-literacy.pdf
https://www.oecd.org/finance/advancing-the-digital-financial-inclusion-of-youth.htm
https://www.findevgateway.org/paper/2021/05/enabling-womens-financial-inclusion-through-digital-financial-literacy
https://www.oecd.org/finance/financial-education/digital-delivery-of-financial-education-design-and-practice.htm
https://www.oecd.org/finance/financial-education/supporting-financial-resilience-and-transformation-through-digital-financial-literacy.htm
https://www.oecd.org/finance/financial-education/supporting-financial-resilience-and-transformation-through-digital-financial-literacy.htm
https://www.oecd.org/finance/Personal-Data-Use-in-Financial-Services-and-the-Role-of-Financial-Education.pdf
https://www.oecd.org/finance/Personal-Data-Use-in-Financial-Services-and-the-Role-of-Financial-Education.pdf
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APPENDIX: Self-Assessment Tool 

The organization of the questions in each HLP-specific checklist corresponds to the building blocks in the guidance 

chapters, with a focus on inclusivity and specific risks affecting underserved customer segments, such as low-income 

women, youth, and MSMEs. Additionally, relevant questions for each building block are ordered according to the fol-

lowing two levels:

1)  LEVEL 1: Minimum standards that should be in place in any jurisdiction where digital financial products and ser-

vices are being delivered

2)  LEVEL 2: Additional policy and regulatory levers and tools that can be employed to address newly emerging risks 

specifically and more effectively

Users of this checklist should refer to the compendium of resources at the end of the implementation guide for further 

tools and guidelines to address the objectives of each HLP. 

HLP 1: Promote a Digital Approach to Financial Inclusion

Key Topics and Associated Questions for Implementing HLP 1

UNDERSTAND YOUR FINANCIAL INCLUSION LANDSCAPE

LEVEL 1: 

 ➤ Have you conducted a diagnostic of the country’s stage of DFS development to ensure a robust evi-
dence-based approach? 

 ➤ Can you identify any gaps in or constraints on the development of a DFS ecosystem:
• Enabling financial and digital infrastructure (payment systems, credit infrastructure, digital connectivity 

infrastructure). (See chapter 4, on HLP 4.)

• Ancillary government support systems (data platforms, digital ID, financial-management platforms)

• Conducive legal and regulatory frameworks. (See chapter 3, on HLP 3.)

LEVEL 2:

 ➤ Are you working with the private sector (for example, banking and fintech associations, microfinance groups) 
to develop a coordinated supply- and demand-side map of DFS accounts and usage?

DEVELOP A NATIONAL FINANCIAL INCLUSION STRATEGY

LEVEL 1:

 ➤ Have you implemented a multistakeholder engagement approach that includes the central bank and other 
financial regulators and supervisors, telecom regulators, government ministries (finance, justice, ICT), FSPs 
including fintechs, industry associations (banks, payments, non-bank financial institutions, cooperatives, 
telecoms), consumer groups?

 ➤ Have you identified key goals and indicators, including target groups and geographical regions?

 ➤ Have you validated your targets to ensure that they are realistic and measurable, particularly within the time 
frame of the strategy?

 ➤ Have you validated your goals and targets with the private sector to clarify how or if the sector will be able to 
help you realize the goals or work with you to implement them?

LEVEL 2:

 ➤ Are incentives in place for FSPs to increase their provision of DFS to target groups and geographical regions?
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TRANSACTION ACCOUNT AND PAYMENT PRODUCT OFFERINGS THAT EFFECTIVELY AND  
AFFORDABLY MEET THE NEEDS OF TARGET POPULATIONS

 LEVEL 1:

 ➤ Are there payment or transaction accounts that cater to lower-income or excluded populations—for example, 
basic accounts that are low-cost or free of charge and accessible to excluded segments? 

 ➤ Are PSPs encouraged/incentivized to include such offerings in their service portfolio? Are payment apps 
accessible via social media or e-commerce platforms?

LEVEL 2:

 ➤ Have formal research studies been conducted or are stakeholder engagement programs in place to ensure 
that new payment technologies, products, and access modes do not exclude underserved and priority groups, 
such as women, youth, and MSMEs? Are there requirements for PSPs to inform and/or justify to the regulator 
any plans to discontinue products that may cater to such groups?

LEVERAGE LARGE-VOLUME AND RECURRENT PAYMENT STREAMS, INCLUDING REMITTANCES,  
TO INCREASE THE NUMBER OF TRANSACTION ACCOUNTS AND STIMULATE USAGE

LEVEL 1:

 ➤ Are you digitizing large-volume government payment streams (G2P/P2G/B2G)?

 ➤ Are incentives or policy measures in place to foster adoption and usage of transaction accounts in connec-
tion with large-volume and recurrent payments (for example, rebates of value-added taxes, discounts for 
adopting direct debit of recurrent payment)? If not, are there any plans to devise and implement them soon? If 
incentives are in place, are they applied to all types of transaction accounts, including new products and access 
modes?

 ➤ Are incentives or policy measures in place to encourage the use of digital transaction accounts in connection 
with large-volume payment streams, including G2P payments, salary payments, domestic and international 
remittances?

LEVEL 2:

 ➤ Are the procedures and requirements for conducting cross-border payments easily understood and adopt-
able by PSPs? Are cross-border licensing agreements in place for new PSPs?

 ➤ Is monitoring in place to measure and monitor international remittance levels by geographic region and 
whether they are received in cash or via digital transaction account?

Guidance of Relevance to HLP 1:

• AFI: National Financial Inclusion Strategy Monitoring and Evaluation Toolkit, 2021

• CPMI, World Bank: Payment Aspects of Financial Inclusion: Application Tools, 2020

• CGD: A Decision Tree for Digital Financial Inclusion Policymaking, 2020

• World Bank: Developing and Operationalizing a National Financial Inclusion Strategy: A Toolkit, 2018

https://www.afi-global.org/publications/national-financial-inclusion-strategy-monitoring-and-evaluation-toolkit/
https://www.bis.org/cpmi/publ/d195.pdf
https://www.cgdev.org/publication/policy-decision-tree-improving-financial-inclusion
https://openknowledge.worldbank.org/handle/10986/29953
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HLP 2: Balance Innovation and Risk to Achieve Digital Financial Inclusion

Key Topics and Associated Questions for Implementing HLP 2

PROPORTIONATE APPROACH TO REGULATING AND SUPERVISING BANKS AND NON-BANKS

LEVEL 1: 

 ➤ Are regulatory frameworks in place that take a proportionate approach to regulation and supervision—that 
is, they tailor regulatory requirements to a firm’s size, systemic importance, complexity, and risk profile? 

 ➤ Do the regulatory frameworks cover the entire range of financial and nonfinancial institutions that serve low-
income and unserved populations, including banks, non-bank financial institutions, microfinance institutions, 
credit unions, coops, PSPs, postal systems?

• An effective approach under HLP2 requires a comprehensive view and coherent alignment of the rules 

as they apply to all institutions serving customers.

• Such frameworks help regulators adapt to new institutions, business models, and products entering the 

regulated space, especially those aimed at underserved and vulnerable groups.

 ➤ Has a national risk assessment been undertaken to identify potential risks of money laundering and 
terrorist financing in your jurisdiction?

LEVEL 2: 

 ➤ Based on the national risk assessment and financial inclusion strategy (HLP 1), has an AML/CFT framework 
that is risk based been implemented. For example, do the CDD requirements allow for simplified KYC for lower-
risk customers and transactions? Are there provisions for remote onboarding, including remote customer 
identification and verification using simplified CDD for low-risk customers and financial services activities?

TOOLS TO SUPPORT INNOVATION

LEVEL 1: 

 ➤ Are knowledge-sharing systems, both formal and informal, in place with the private sector to exchange 
information on innovations and new business models?

• Are there convenient means for innovators to meet with regulators in a safe, off-the-record environment, 

such as “office hours,” to discuss licensing and other regulation?

•  Are there product specialists within the regulatory team who regularly consult with private-sector players 

to provide deep domain expertise related to specific trends?

 ➤ Are official mechanisms in place for creating a safe testing environment for new innovations, such as 
sandboxes?

PUBLIC SECTOR INNOVATION INITIATIVES

LEVEL 1: 

 ➤ Are regulators looking at public innovations aimed at promoting digital financial inclusion, which could 
include enhanced credit reporting systems, payment system modernization, digitizing public registries, and 
so forth?

Guidance of Relevance to HLP 2:

• FSI: Fintech and Payments: Regulating Digital Payment Services and E-money, 2021

• World Bank: Impact of the FATF Recommendations and Their Implementation on Financial Inclusion: Insights 

from Mutual Evaluations and National Risk Assessments, 2021 

• World Bank: Central Bank Digital Currency: A Payments Perspective, 2021

• CGAP: How to Build a Regulatory Sandbox: A Practical Guide for Policy Makers, 2020

• FATF: FATF Guidance: Anti-Money Laundering and Terrorist Financing Measures and Financial Inclusion, with a 

Supplement on Customer Due Diligence, 2017

• BCBS: Guidance on the Application of the Core Principles for Effective Banking Supervision to the Regulation 

and Supervision of Institutions Relevant to Financial Inclusion, 2016

• ITU: Cooperation Frameworks between Authorities, Users and Providers for the Development of the National 

Payments System, 2016

https://www.bis.org/fsi/publ/insights33.pdf
https://openknowledge.worldbank.org/handle/10986/36659
https://openknowledge.worldbank.org/handle/10986/36659
https://openknowledge.worldbank.org/handle/10986/36765
https://www.cgap.org/sites/default/files/publications/2020_09_Technical_Guide_How_To_Build_Regulatory_Sandbox.pdf
https://www.fatf-gafi.org/media/fatf/Updated-2017-FATF-2013-Guidance.pdf
https://www.fatf-gafi.org/media/fatf/Updated-2017-FATF-2013-Guidance.pdf
https://www.bis.org/bcbs/publ/d383.pdf
https://www.bis.org/bcbs/publ/d383.pdf
https://www.itu.int/en/ITU-T/focusgroups/dfs/Documents/09_2016/Cooperation%20frameworks%20between%20Authorities%2c%20Users%20and%20Providers%20for%20the%20development%20of%20the%20National%20Payments%20System.pdf
https://www.itu.int/en/ITU-T/focusgroups/dfs/Documents/09_2016/Cooperation%20frameworks%20between%20Authorities%2c%20Users%20and%20Providers%20for%20the%20development%20of%20the%20National%20Payments%20System.pdf
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Key Topics and Associated Questions for Implementing HLP 3

FUNDAMENTALS OF REGULATING THE DFS LANDSCAPE

LEVEL 1: 

 ➤ Has a risk-based approach based on the principle of proportionality, encompassing all types of FSPs and 
addressing the question of entity-based and/or activities-based regulation, been utilized in the regulatory 
framework? (See chapter 2, on HLP 2.)

 ➤ Have policy makers, regulators, and supervisors worked to strike a balance among financial inclusion, finan-
cial stability, financial integrity, and financial consumer protection?

 ➤ Do existing DFS regulations address the specific risks facing priority groups such as women, youth, MSMEs, 
and other vulnerable groups? 

LEVEL 2:

 ➤ Has the jurisdiction allowed for the piloting of innovative new delivery channels, products, and services 
and business models without having to comply immediately with all regulatory requirements facilitating the 
adoption of new products and services?

 ➤ How is the regulation of third-party providers/outsourcing addressed?

 ➤ What role do companies with access to platform data play in the provision of financial services? Have issues 
of competition and data protection been addressed? Is further regulation warranted?

 ➤ Have the regulatory authorities considered the risks to fair competition of DFS? Do competition frameworks 
incorporate a commitment to open, fair, and contestable markets?

 ➤ Does cooperation among three different authorities—competition, data, and financial sector—exist, or 
is it foreseen? Have the blurring boundaries between financial authorities and nonfinancial authorities (for 
example, telecom regulators, data-privacy authorities, competition authorities) been addressed?

BASIC ELEMENTS OF AN ENABLING FRAMEWORK

LEVEL 1:

 ➤ Has a specialized licensing window for non-bank DFS providers to issue e-money accounts been created?

 ➤ Are there regulatory provisions for the use of third-party agents to provide customers access to financial 
services?

 ➤ Has a proportionate anti-money-laundering framework been adopted? Does it allow simplified CDD for 
lower-risk accounts and transactions? (See chapter 2, on HLP 2.)

 ➤ Are consumer protection rules tailored to the full range of DFS providers and products and enforced? (See 
chapter 5, on HLP 5.)

LEVEL 2:

 ➤ Has the government promoted the introduction and expansion of digital IDs, including to low-income popula-
tions? Have the financial authorities included provision in regulatory frameworks that clarity how digital ID 
systems may be used?

 ➤ Have the regulators mandated or supported an open banking regime?

 ➤ How have regulators dealt with the possible exploitation of expanding data footprints of individuals, including 
poor and excluded customers, by technology-driven models? Does a system of data governance exist? (See 
chapter 5, on HLP 5.)

 ➤ Have regulators addressed regulatory treatment of technological developments that change the financial 
services landscape (for example, cloud computing, AI, instant payments, APIs, CBDCs)?

 ➤ Has the issue of cybersecurity been addressed with initiatives such as issuing national and sectoral regula-
tions, guidance, and supervisory practices?

Guidance of Relevance to HLP 3:

• Bill and Melinda Gates Foundation: Inclusive Digital Financial Services: A Reference Guide for Regulators, 2019 

(update forthcoming) 

• CGAP: DFS Supervision Toolkit (forthcoming)

HLP 3: Provide an Enabling and Proportionate Legal and Regulatory Framework for  
Digital Financial Inclusion

https://docs.gatesfoundation.org/documents/InclusiveDigitalFinancialServices_ReferenceGuide.pdf
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• CGAP: Regulatory Sandboxes: A Practical Guide for Policy Makers, 2021

• AFI: Policy Framework on the Regulation, Licensing and Supervision of Digital Banks, 2021

• UNCDF: Policy Accelerator Guides, 2020 

• CGAP: How to Build a Regulatory Sandbox: A Practical Guide for Policy Makers, 2020

• CGAP: Risk-Based Customer Due Diligence: Regulatory Approaches, 2019

• A2ii/IAIS: Insurance Core Principles Self-Assessment Tool, 2019

• CGAP: I-SIP Toolkit: Policy Making for an Inclusive Financial System, 2018

HLP 4: Expand the DFS Infrastructure Ecosystem

Key Topics and Associated Questions for Implementing HLP 4

USE OF NEW AND EXISTING TECHNOLOGIES, PRODUCTS, AND ACCESS MODES IN PROMOTING ACCESS 
AND USAGE OF TRANSACTION ACCOUNTS 

LEVEL 1: 

 ➤ Does the existing infrastructure include real-time gross settlement systems, ACH, payment card switch(es), 
fast/instant payment system, widespread POS systems, and so on? 

 ➤ What are the main payment projects that were launched/implemented in recent years within the country?

 ➤ Are further actions planned to enhance/improve retail payment systems—for example, mandating inter- 
operability of all payment instruments? 

 ➤ Is promoting innovation and competition one of the development policy actions for retail payment systems?

 ➤ Are you implementing one or more of the following new technologies?

• APIs, big-data analytics, biometrics, contactless (near-field communication, QR code), cloud computing, 

AI/ML, DLT, Internet of Things, digital ID

 ➤ What existing or new products are using the following technologies?

• Payment cards, mobile payments, fast payments, CBDCs

 ➤ Are new access channels being leveraged—for example, e-wallets, open banking?

 ➤ Do national-level financial inclusion efforts seek to leverage fintech expertise among all relevant public- and 
private-sector stakeholders in implementing these technologies, products, and access channels? 

EFFECTIVENESS OF ICT AND SHARED MARKET INFRASTRUCTURES IN SUPPORTING FINANCIAL  
INCLUSION EFFORTS SUCH AS IDENTIFICATION INFRASTRUCTURE, CREDIT REPORTING SYSTEMS, AND 
OTHER DATA-SHARING PLATFORMS 

LEVEL 1:

 ➤ What ICT and shared market infrastructures currently exist to support financial inclusion efforts? Do the 
infrastructures adequately support digital financial inclusion efforts, such as a modern (for example, digital) 
and robust ID system that supports electronic KYC procedures, including the digital ability to identify, 
authenticate, and provide consent?

 ➤ Is there a credit reporting system that supports decision-making or the ongoing operation of PSPs (for 
example, to facilitate access to credit or other financial products to holders of transaction accounts, to 
support KYC procedures, and so forth)?

 ➤ Are the criteria for accessing the underlying ID and credit reporting services open and fair for all FSPs 
(including fintechs) irrespective of their institutional standing?

 ➤ Can other types of data-sharing platforms be leveraged by PSPs for other types of decision-making?

 ➤ What are the barriers to full penetration of mobile phone or internet services? For example, are costs 
associated with providing or subscribing to these services a barrier to access?

LEVEL 2:

 ➤ Are coverage rates of power and telecommunications (voice and data) systems adequate within the coun-
try, including in rural regions? Are plans in place to address disparities—for example, tower sharing?

 ➤ Are ICT services affordable for most of the population? If not, is there a plan to achieve lower prices?

https://www.cgap.org/research/slide-deck/regulatory-sandboxes-practical-guide-policy-makers
https://www.afi-global.org/publications/policy-framework-on-the-regulation-licensing-and-supervision-of-digital-banks/
https://policyaccelerator.uncdf.org/policy-tools/category/Guide
https://www.cgap.org/research/publication/how-build-regulatory-sandbox-practical-guide-policy-makers
https://www.cgap.org/sites/default/files/publications/2019_10_Technical_Note_Risk_Based_Customer_DD.pdf
https://a2ii.org/en/knowledge-center/icp-self-assessment/icp-selfassessment-tool
https://www.cgap.org/research/publication/i-sip-toolkit-policy-making-inclusive-financial-system
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EFFECTIVENESS OF TRANSACTION ACCOUNT AND PAYMENT PRODUCT OFFERINGS TO MEET A BROAD 
RANGE OF TRANSACTION NEEDS OF THE TARGET POPULATION, AT LOW COST

LEVEL 1:

 ➤ What kind of payment services do PSPs offer to consumers as part of their transaction account offering? 

 ➤ Do PSPs offer some payment services free of charge? 

 ➤ Do PSPs make use of new technologies and access modes to improve their product offering to customers, 
including by making their products more affordable?

LEVEL 2:

 ➤ How are the needs of the unserved or underserved (for example, women, youth, and MSMEs) addressed by 
PSPs? 

 ➤ Have formal research studies been conducted or are there any measures to prevent these customer seg-
ments from remaining excluded or becoming excluded due to a general migration of the payment industry to 
new technologies, products, and access modes?

BROAD AVAILABILITY OF PAYMENT ACCESS POINTS TO AUGMENT USAGE OF TRANSACTION ACCOUNTS, 
ESPECIALLY THOSE CATERING TO THE NEEDS OF TARGET POPULATIONS

LEVEL 1:

 ➤ Are basic types of physical access points (for example, branches, agents, ATMs, POS terminals) widely 
available and within reach of all population segments? Are these payment access points available to all 
accounts, including basic transaction accounts that are low cost or free?

 ➤ Are remote/electronic access channels such as mobile banking and internet banking widely available and 
widely used? If not, what are the main obstacles?

 ➤ What are the main drivers behind the usage of various types of access points? Describe the main disparities 
in the coverage/density of the various types of access points between regions (or rural versus urban).

 ➤ Is geospatial mapping used to measure coverage and identify areas in need? How are access points moni-
tored to ensure proper function and availability for use?

LEVEL 2:

 ➤ Is data collected on payments processed by type of access point/channel for retail payments—ATM, POS 
terminals, and any other payment transaction-accepting devices (for example, mobile phones via QR codes, 
near-field communication or other forms, internet payment gateways, post office, bank branch, mobile bank-
ing, internet banking, other agents, and so on)? 

 ➤ How are access points monitored to ensure proper function and availability for use?

 ➤ Do stakeholders monitor whether the availability and proximity of cash access points is declining? Is there an 
explicit intention to avoid this outcome?

LEVERAGE LARGE-VOLUME AND RECURRENT PAYMENT STREAMS, INCLUDING REMITTANCES, TO 
INCREASE THE NUMBER OF TRANSACTION ACCOUNTS AND STIMULATE USAGE

LEVEL 1:

 ➤ Have large-volume government payment streams (for example, rebates of value-added taxes, fees and fines, 
taxes, salary payments, social protection payments, and so forth) been digitized to ensure that all outgoing 
and incoming payments can be conducted via digital transaction accounts?

 ➤ Are incentives in place, such as reduced or no fees for users making digital payments to government depart-
ments?

 ➤ Are there widespread digital points of service, such as merchants, agents, and ATMs, for users to conduct 
government payment transactions via digital transaction accounts?

LEVEL 2:

 ➤ How does the payment industry seek to improve its transaction account offering to encourage the use of 
these accounts in connection with large-volume payment streams, including G2P payments, salary pay-
ments, and domestic and international remittances?

 ➤ How do the relevant stakeholders use new technologies, products, and access modes to underpin the use 
of transaction accounts for cross-border payments? How do these practices contribute to increasing the 
competitiveness and convenience of transaction accounts for sending and receiving remittances and other 
cross-border payments?
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HLP 5: Establish a comprehensive approach to consumer and data protection that focuses 
on issues of specific relevance to DFS

Guidance of Relevance to HLP 4:

• CPMI, World Bank: Payment Aspects of Financial Inclusion in the Fintech Era, 2020

• CPMI, World Bank: Payment Aspects of Financial Inclusion: Application Tools, 2020

• World Bank, ITU: Digital Regulation Handbook, 2020

Key Topics and Associated Questions for Implementing HLP 5

UPDATED LEGAL, REGULATORY, AND SUPERVISORY FRAMEWORK TO ADDRESS RISKS FROM DIGITAL  
INNOVATIONS AND NEW BUSINESS MODELS

LEVEL 1: 

 ➤ Is there a consumer protection framework with standards and requirements64 that address risks specific to 
DFS and products? 

• Is a consumer protection framework in place that meets the G20/OECD High-Level Principles on Financial 

Consumer Protection?

• Is your jurisdiction an adherent to the G20/OECD High-Level Principles on Financial Consumer Protec-

tion?65

• Elements of this framework would typically include safeguarding client funds, differentiated and propor-

tionate standards and regulations for new or nontraditional DFS providers, clarity on procedures and 

responsibility for unauthorized or mistaken transactions and system outages, data use and protection 

rules, and minimum consumer redress systems. 

 ➤ Are there oversight bodies with explicit responsibility for financial consumer protection? 

• Does the oversight body (bodies) in your jurisdiction use data collection and behavioral insights to inform 

market-monitoring activities?

LEVEL 2:

 ➤ Are plans for one or more of the following responsible practices in place?

• Standards or requirements to ensure accessibility to financial products and services for all including 

underserved populations

• Guidelines that consider the needs of underserved consumers, which could then include a focus on the 

specific risks and challenges faced by women, youth, or MSMEs

 ➤ Are DFS providers also encouraged to self-regulate—for example, through an enforceable, industry-based 
code of conduct (either where regulations are not in place or to supplement regulatory standards)?

https://www.bis.org/cpmi/publ/d191.htm
https://www.bis.org/cpmi/publ/d195.pdf
https://www.itu.int/en/ITU-D/Regulatory-Market/Pages/DigiReg20.aspx
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RESPONSIBLE BUSINESS CONDUCT FOR FSPs, BANK AND NON-BANK, AND THEIR INTERMEDIARIES

LEVEL 1:

 ➤ Are standards or requirements in place that provide for disclosure and transparency, quality financial 
products, and responsible business conduct?

 ➤ Do standards or requirements66 address market conduct of all DFS providers with proportionate 
requirements across the full suite of DFS products and services?

• This includes clear and comparable disclosures of terms, fees and commissions, requirements for 

periodic account statements showing transactions and fees, responsible and fair lending, and debt-

collection practices. 

 ➤ Do standards or requirements protect financial systems from attacks by cyber criminals, which can result in 
system downtime and reduced, inefficient, or erroneous processes and, ultimately, financial losses for users?

 ➤ Are requirements in place, formally or informally, for FSPs to report the types and volume of cybersecurity 
problems or events, both at the institutional and at the consumer-interface level?

LEVEL 2:

 ➤ Are standards or requirements in place relating to the fair treatment of consumers and the use of AI in DFSs 
to avoid inappropriate or discriminatory outcomes?

 ➤ Are there standards or requirements to prevent anti-competitive behavior to ensure client choice?

 ➤ Are there standards or requirements for DFS providers to train employees, agents, and their other third-party 
partners in extending transparency and access standards?

 ➤ Do regulators and supervisors have access to monitoring tools (regtech, suptech) for market oversight?

DATA-GOVERNANCE RULES THAT PROTECT CONSUMER DATA AND PRIVACY AND PROTECT CONSUMERS 
AGAINST FRAUD AND MISUSE

 LEVEL 1:

 ➤ Are there standards or requirements relating to protection of consumer data and privacy?

• Is there a data-governance framework or act covering the responsible use of consumer data, including 

ownership, consent, transparency, protection, privacy, and the retention and transparency of personal data 

usage?

• Is there a clear legal definition of “personal data,” taking account of the ability to combine different 

categories of information to identify a person?

 ➤ Are there standards or requirements relating to protection of consumer assets against fraud, scams, and 
misuse, particularly through digital channels?

 ➤ Do oversight body (bodies) in your jurisdiction regularly monitor and collect data on new forms of DFS- 
related theft, scams, or fraud perpetrated online or via mobile apps and take action to prevent these  
irresponsible practices? 

LEVEL 2: 

 ➤ If standards or requirements are in place, do they encompass

• Security safeguards to protect against unauthorized use, disclosure, modification, and destruction of 

personal data; and 

• Meaningful choice and control over personal data?

• Do standards or requirements encompass responsible use of data particularly where AI and ML are 

employed, to avoid inappropriate or discriminatory outcomes, for example in access to credit and 

insurance for women? 
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ACCESSIBLE, AFFORDABLE, TIMELY, AND FAIR COMPLAINT-HANDLING AND REDRESS MECHANISMS

LEVEL 1:

 ➤ Is a complaint-handling and redress framework in place?

 ➤ Are there standards or requirements that are enforced and require FSPs to provide consumers convenient 
access to affordable (preferably free), timely, and fair complaint resolution via multiple channels that are 
remotely accessible and easy to understand? 

 ➤ Are there external dispute-resolution mechanisms—for example, financial ombudsman?

LEVEL 2:

 ➤ Are there more responsible standards encouraging service providers to submit periodic reports on data cover-
ing DFS complaints broken down by key target groups (gender, demography, geography)?

Guidance of Relevance to HLP 5:

• G20/OECD: High-Level Principles on Financial Consumer Protection, 2022 

• G20/OECD Task Force: Report on the Implementation of the Recommendation of the Council on High-Level Prin-

ciples on Financial Consumer Protection, 2022

• G20/GPFI: Menu of Policy Options for Digital Financial Literacy and Financial Consumer and MSME Protection, 

2021

• BTCA: UN Principles for Responsible Digital Payments, 2021

• CGAP: Market Monitoring for Financial Consumer Protection, 2021

• IOSCO: Complaint Handling and Redress System for Retail Investors, 2021

• AFI: Guideline Note on Data Privacy for Digital Financial Services, 2021

• CGAP/FinDev: Guide to Financial Consumer Protection in the Digital Era, 2021

• OECD: Financial Consumer Protection Policy Approaches in the Digital Age: Protecting Consumers’ Assets, Data 

and Privacy, 2020

• G20/OECD Task Force on Financial Consumer Protection: Compendium of Effective Approaches for Financial 

Consumer Protection in the Digital Age, 2020

• OECD: Financial Consumer Protection for Ageing Populations, 2020

• FinCoNet: SupTech Tools for Market Conduct Supervisors, 2020

• CFI: Handbook on Consumer Protection for Inclusive Finance, 2019

• G20/GPFI: G20 Policy Guide: Digitisation and Informality, 2018

• G20/GPFI: Data Protection and Privacy for Alternative Data, 2018

• World Bank: Good Practices for Financial Consumer Protection: 2017 Edition, 2017

https://www.oecd.org/finance/high-level-principles-on-financial-consumer-protection.htm
https://one.oecd.org/document/C(2022)7/en/pdf
https://one.oecd.org/document/C(2022)7/en/pdf
https://www.gpfi.org/sites/gpfi/files/1_G20%20Menu%20of%20Policy%20Options.pdf
https://responsiblepayments.org/
https://www.cgap.org/topics/collections/market-monitoring/tools
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD670.pdf
https://www.afi-global.org/publications/guideline-note-on-data-privacy-for-digital-financial-services/
https://www.findevgateway.org/guide/2021/05/guide-financial-consumer-protection-digital-era
https://www.findevgateway.org/guide/2021/05/guide-financial-consumer-protection-digital-era
https://www.oecd.org/finance/Financial-Consumer-Protection-Policy-Approaches-in-the-Digital-Age.pdf
https://www.oecd.org/finance/Financial-Consumer-Protection-Policy-Approaches-in-the-Digital-Age.pdf
https://www.oecd.org/daf/fin/financial-education/Financial-Consumer-Protection-and-Ageing-Populations.pdf
https://www.oecd.org/daf/fin/financial-education/financial-consumer-protection/Effective-Approaches-FCP-Principles_Digital_Environment.pdf
https://www.oecd.org/daf/fin/financial-education/financial-consumer-protection/Effective-Approaches-FCP-Principles_Digital_Environment.pdf
https://www.oecd.org/finance/Financial-consumer-protection-and-ageing-populations.pdf
http://www.finconet.org/FinCoNet-Report-SupTech-Tools_Final.pdf
https://content.centerforfinancialinclusion.org/wp-content/uploads/sites/2/2019/10/Handbook-Consumer-Protection-Inclusive-Finance_FINAL.pdf
https://www.gpfi.org/sites/gpfi/files/documents/G20_Policy_Guide_Digitisation_and_Informality.pdf
https://www.gpfi.org/sites/gpfi/files/documents/Data_Protection_and_Privacy_for_Alternative_Data_WBG.pdf
https://openknowledge.worldbank.org/handle/10986/28996
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HLP 6: Strengthen Digital and Financial Literacy and Awareness

Key topics and Associated Questions for Implementing HLP 6

DIGITAL AND FINANCIAL LITERACY STRATEGIES 

LEVEL 1:

 ➤ Is there a digital financial literacy strategy in your country—either within an NFIS, within a financial literacy 
strategy, or standalone—with clear goals and targets? 

 ➤ Are there multistakeholder agreements between public authorities, the financial industry, and civil and 
humanitarian organizations to develop and provide digital financial literacy educational programs and 
materials to consumers?

LEVEL 2:

 ➤ Are there guidelines or criteria for the involvement of stakeholders implementing programs on digital 
financial literacy (including FSPs and nonprofit organizations)? 

 ➤ Are requirements in place for FSPs to make instructions available, through traditional or digital means and in 
multiple languages, if applicable, that instruct new users on how to use DFS?

 ➤ Are there cooperative agreements with relevant stakeholders for designing and delivering digital financial 
literacy training and messaging to specific groups?

DEFINING AND ASSESSING DIGITAL FINANCIAL LITERACY COMPETENCIES 

LEVEL 1:

 ➤ Are there frameworks defining digital financial literacy competencies in the country/economy? 

 ➤ Is there evidence of digital financial literacy in the country/economy, or in some regions, or for some specific 
groups of the population? 

 ➤ Are there regular supply- and demand-side assessments of financial inclusion, financial literacy, and digital 
financial literacy that help identify specific weaknesses and gaps in various segments—for example, rural or 
specific priority groups?

LEVEL 2:

 ➤ Are minimum digital financial capabilities outlined—for example, how to manage personal data and 
privacy, understanding terms and conditions of DFS, and comparing terms and conditions across different 
providers?

INITIATIVES TO IMPROVE DIGITAL FINANCIAL LITERACY, INCLUDING FOR SPECIFIC GROUPS

LEVEL 1:

 ➤ Are digital financial literacy training, materials, or information available, through traditional or digital means?

 ➤ Are plans in place for digital financial literacy lessons and materials to be made available in the school 
systems?

 ➤ Are digital financial literacy training, materials, or information available to specific groups?

 ➤ Are there any efforts to evaluate the impact and effectiveness of program, materials, and tools to improve 
digital financial literacy? 

LEVEL 2:

 ➤ Are there regular awareness campaigns to provide transparent, impartial, and non-vendor-specific 
information and to alert users to new types of fraud? 

 ➤ Are incentives in place for FSPs to hire or partner with members of targeted groups to improve outreach—for 
example, women agents, multilingual staff?

 ➤ Do digital financial literacy initiatives incorporate a combination of traditional and digital delivery tools and 
channels as a means of bridging the digital divide?

Guidance of Relevance to HLP 6:

• Toronto Centre: Financial Literacy and Digital Financial Inclusion: Supervisory Policy and Practice, 2022

• OECD: OECD/INFE Toolkit for Measuring Financial Literacy and Financial Inclusion 2022, 2022

• OECD: Financial Competence Framework for Adults in the European Union, 2022

• OECD: OECD/INFE Guidance on Digital Delivery of Financial Education, 2022

https://res.torontocentre.org/guidedocs/Financial%20Literacy%20And%20Digital%20Financial%20Inclusion%20-%20Supervisory%20Policy%20And%20Practice%20FINAL.pdf
https://www.oecd.org/financial/education/2022-INFE-Toolkit-Measuring-Finlit-Financial-Inclusion.pdf
https://www.oecd.org/finance/financial-competence-framework-for-adults-in-the-european-union.htm
https://www.oecd.org/financial/education/infe-guidance-on-digital-delivery-of-financial-education.htm
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• AFI: Digital Financial Literacy Toolkit, 2021

• OECD: Digital Delivery of Financial Education: Design and Practice, 2021

• G20/OECD: G20/OECD-INFE Report on Supporting Financial Resilience and Transformation through Digital 

Financial Literacy, 2021

• G20/OECD: Advancing the Digital Financial Inclusion of Youth, 2020

• OECD: Recommendation of the Council on Financial Literacy, 2020

• G20: The Need to Promote Digital Financial Literacy for the Digital Age, 2019

• G20/OECD: G20/OECD INFE Policy Guidance: Digitalisation and Financial Literacy, 2018

https://www.afi-global.org/wp-content/uploads/2021/07/AFI_DFS_Literacy_Toolkit_V5_29July.pdf
https://www.oecd.org/finance/financial-education/digital-delivery-of-financial-education-design-and-practice.htm
https://www.oecd.org/finance/financial-education/supporting-financial-resilience-and-transformation-through-digital-financial-literacy.htm
https://www.oecd.org/finance/financial-education/supporting-financial-resilience-and-transformation-through-digital-financial-literacy.htm
https://www.oecd.org/finance/advancing-the-digital-financial-inclusion-of-youth.htm
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0461
https://t20japan.org/wp-content/uploads/2019/03/t20-japan-tf7-3-need-promote-digital-financial-literacy.pdf
https://www.oecd.org/finance/G20-OECD-INFE-Policy-Guidance-Digitalisation-Financial-Literacy-2018.pdf
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Glossary

Agent is any third party acting on behalf of a bank, finan-

cial institution, or non-bank institution (including an 

e-money issuer or another PSP) to deal directly with cus-

tomers, under contractual agreement. The term “agent” 

is commonly used even if a principal-agent relationship 

does not exist under the regulatory framework in place.

Agent network is a collection of independent business, 

such as retailers, with which a bank or another FSP con-

tracts to serve as points of interaction with the provider’s 

customers. 

Anti-money-laundering/countering the financing of 
terrorism (AML/CFT) refers to laws, regulations, and 

supervisory and enforcement actions to prevent, detect, 

investigate, or prosecute movements or deposits of 

funds that proceed from or fund crime. 

Application programming interfaces (APIs) are a set 

of rules and specifications that enable software pro-

grams to communicate with each other and form an 

interface between different programs to facilitate their 

interaction. APIs have several use cases—for example, 

they can allow PSPs to integrate payment and financial 

services and enable payment-initiation services and 

broader open banking models. APIs can also be used 

for facilitating electronic KYC processes and support-

ing AML/CFT checks by integrating with relevant infra-

structures. 

Bank-based model is a DFS business model in which 

(i) the customer has a contractual relationship with the 

bank, and (ii) the bank is licensed or otherwise permitted 

by the regulator to provide mobile financial services. 

Bank-led model is a DFS business model, bank based or 

non-bank based, in which the bank is the primary driver of 

the product or service, typically taking the lead in market-

ing, branding, and managing the customer relationship.

Big-data analytics are emerging as technologies that 

enable faster and more accurate predictive analysis of 

the high volume, variety, and velocity of data. Some of 

big data’s uses in payment services include supporting 

customer onboarding processes for new customers 

through automated screening processes that check 

names against sanction lists as well as making predic-

tions about a person’s creditworthiness. Big data also 

authorizes and authenticates existing customers by 

using various data sets, such as biometrics. Lastly, big 

data has been extensively used for financial literacy pur-

poses, giving accountholders customized advice using 

chatbots and robo-advisers.

Biometrics are technologies that use an individual’s 

unique physiological and behavioral attributes to estab-

lish and authenticate his or her identity. In DFS, biomet-

rics can overcome some of the challenges associated 

with PINs, passwords, or forms of identification. 

Cloud computing and its associated delivery models, 

such as banking-as-a-service (BaaS) and payment-as-

a-service (PaaS), are improving access to technology by 

PSPs of all sizes and acting as an enabler of innovation 

in payments and associated services. Cloud computing 

reduces the need for large investments in IT, thereby 

lowering market-entry barriers for new providers that 

can specialize in developing customized interfaces for 

specific customer segments.

Contactless technologies, including near-field commu-

nication and QR codes, are fast becoming prevalent in 

facilitating acceptance of payment instruments at the 

point of sale. The role of the latter is particularly critical 

in the uptake of fast payment systems. Contactless tech-

nologies, in combination with tokenization, are instru-

mental to the provision of e-wallets. 

Customer due diligence (CDD), often used synon-

ymously with KYC measures, generally refers more 

broadly to the policies and procedures used by an FSP 

to obtain customer information and assess the risks of 

money laundering and terrorist financing posed by a 

customer, including detecting, monitoring, and reporting 

suspicious activities. 
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Digital financial inclusion is the use and promotion of 

DFS to advance financial inclusion. 

Digital financial literacy is a combination of knowledge, 

skills, attitudes, and behaviors necessary for individuals 

to be aware of and safely use DFS and digital technolo-

gies with a view to contributing to their financial well-be-

ing.

Digital financial service provider is a mobile network 

operator or another non-bank entity that offers various 

financial services but only by electronic means—for 

example, using a mobile phone or the Internet. 

Digital financial services (DFS) refer to the broad range 

of financial services accessed and delivered through dig-

ital channels, including payments, credit, savings, remit-

tances, and insurance. The DFS concept includes mobile 

financial services. 

Digitalization is the use of digital technologies and data, 

as well as interconnection, that results in new activities 

or changes to existing activities.

Distributed ledger technologies (DLT) enable entities, 

through the use of established procedures and protocols, 

to carry out transactions without necessarily relying on a 

central authority to serve as the system of record for the 

ledger. Applications of such technologies to the financial 

sector are addressing some of the long-standing chal-

lenges to enhancing access to financial services.

E-money is a record of funds or value available to con-

sumers that is stored on a payment device, such as a 

chip, prepaid card, or mobile phone, or on a computer 

system, as a nontraditional account with a banking or 

a non-banking entity. E-money products can be further 

differentiated into network money, mobile money, elec-

tronic purse, and e-wallet. 

E-money account is an account held with an e-money 

issuer. In some jurisdictions, e-money accounts may 

have similar characteristics as conventional bank 

accounts but are treated differently under the regulatory 

framework due to the nature of their purpose (that is, 

surrogate for cash or stored value to facilitate transac-

tional services). 

E-money issuer is the entity that initially issues e-money 

against receipt of funds. Some countries permit only 

banks to issue e-money (see bank-based and bank-led 

models), while other countries permit non-banks to 

issue e-money. (See non-bank-based and non-bank-led 

models.) 

E-payment is any payment made through an electronic 

funds transfer. 

E-wallet is an e-money product for which the record of 

funds is stored on a specific device, typically a chip on a 

card or in a mobile phone.

Financial Action Task Force (FATF) is an intergovern-

mental body that sets international standards that aim 

to prevent and sanction money laundering, terrorism 

financing, and proliferation financing. As a policy-making 

body, the FATF works to generate the necessary politi-

cal will to bring about national legislative and regulatory 

reforms in these areas.

Financial consumer is generally considered to include 

private individuals at a minimum but may also include 

small businesses/MSMEs, depending on the definitions 

used by jurisdictions.

Financial consumer protection refers to the frame-

work of laws, regulations, and other measures generally 

designed to ensure the fair and responsible treatment of 

financial consumers as they purchase and use financial 

products and services and in their dealings with FSPs.

Financial education is the process by which financial 

consumers/investors improve their understanding of 

financial products, concepts, and risks and, through 

information, instruction, and/or objective advice, 

develop the skills and confidence to become more aware 

of financial risks and opportunities, to make informed 

choices, to know where to go for help, and to take other 

effective actions to improve their financial well-being.

Financial literacy is a combination of the financial aware-

ness, knowledge, skills, attitudes, and behaviors neces-

sary to make sound financial decisions and ultimately 

achieve individual financial well-being. This definition is 

consistent with national and international definitions of 

similar concepts, such as financial capability. 

Financial resilience is the ability of individuals or house-

holds to resist, cope with, and recover from negative 

financial shocks.

Financial well-being takes into account objective and 

subjective elements of financial well-being, including in 

particular (i) objective factors contributing to resilience, 

including disposable income, personal wealth, and finan-

cial control, and (ii) subjective evaluation of day-to-day 

financial life and longer-term financial plans. The OECD 

financial well-being framework also acknowledges the 

importance of a wide range of factors associated with, or 
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supporting, financial well-being, such as knowledge and 

skills, including adaptability and self-control; physical 

and mental health; the support of friends, family, and the 

broader community; and economic stability and growth.

Fintech refers to advances in technology that have the 

potential to transform the provision of financial services, 

spurring the development of new business models, 

applications, processes, and products.

Government-to-person (G2P) payments are payments 

made by government entities to individuals, including 

social transfers as well as wage and pension payments. 

Internet of Things is one of the sources of big data 

and encompasses software, sensors, and network con-

nectivity embedded in physical devices, buildings, and 

other items that enable those objects (i) to collect and 

exchange data, and (ii) to send, receive, and execute 

commands. The Internet of Things is increasingly being 

integrated with payment services in combination with 

other innovative technologies to improve the customer 

experience.

Interoperability is a situation in which instruments 

belonging to a given scheme may be used in platforms 

developed by other schemes. Interoperability requires 

technical compatibility between systems, but it can 

take effect only when agreements have been concluded 

between the schemes concerned. In mobile money 

markets, interoperability implies the ability of users of 

one network to transact with users of another network. 

Interaction can be achieved at different levels: at the cus-

tomer level, agent level, or platform level.

Know your customer (KYC) refers to a set of due-dili-

gence measures undertaken by a financial institution, 

including policies and procedures, to identify customers 

and the motivations behind their financial activities. KYC 

is a key component of AML/CFT regimes.

National strategy for financial literacy is a sustained, 

coordinated approach to financial literacy that (1) recog-

nizes the importance of financial literacy—through leg-

islation, where appropriate—and agrees to its scope at 

the national level, taking into account identified national 

needs and gaps; (2) is coherent with other strategies 

fostering economic and social prosperity, such as those 

focusing on financial inclusion and financial consumer 

protection; (3) involves cooperation with relevant stake-

holders as well as the identification of a national leader 

or coordinating body/council; (4) includes the establish-

ment of a road map to support the achievement of spe-

cific and predetermined objectives within a set period of 

time; (5) provides guidance to be applied by individual 

programs implemented under the national strategy to 

contribute efficiently and appropriately to the overall 

strategy; and (6) incorporates monitoring and evalua-

tion to assess the progress of the strategy and propose 

improvements accordingly.

Payment service provider (PSP) is an entity that pro-

vides payment services to end users—payers and 

payees. PSPs include banks and other deposit-taking 

institutions, as well as specialized entities, such as mon-

ey-transfer operators, e-money issuers, payment aggre-

gators, and payment gateways. 

Super apps are applications that encompass multiple 

different services and attempt to be a single point of 

entry and consolidation for a variety of user needs.

Supervisory technology (suptech) is defined by the 

Basel Committee on Banking Supervision as the use of 

technology to facilitate and enhance supervisory pro-

cesses from the perspective of supervisory authorities.

Unbanked customers, usually the very poor, are cus-

tomers who do not have a bank account or a transaction 

account at a formal financial institution.
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Compendium of Resources

HLP 1: Promote a Digital Approach to Financial Inclusion

1. AFI: Bringing the Informal Sector Onboard (toolkit), 2021

2. AFI: National Financial Inclusion Strategy Monitoring and Evaluation Toolkit, 2021

3. CGD: A Decision Tree for Digital Financial Inclusion Policymaking, 2020

4. CGAP: Customer-Centric Guide, 2016

5. CPMI, World Bank: Payment Aspects of Financial Inclusion: Application Tools, 2020

6. CPMI, World Bank: Payment Aspects of Financial Inclusion in the Fintech Era, 2020

7. G20/GPFI: Advancing the Digital Financial Inclusion of Youth

8. G20/GPFI: Advancing Women’s Digital Financial Inclusion 

9. G20/GPFI: G20 High-Level Policy Guidelines on Digital Financial Inclusion for Youth, Women and SMEs, 2020

10. G20/GPFI: Promoting Digital and Innovative SME Financing

11. UNSGSA, BTCA, UNCDF, World Bank: Igniting SDG Progress through Digital Financial Inclusion, 2018

12. World Bank: FISF Learning Series videos on NFIS development and operationalization, 2021

13. World Bank: Digital Financial Services, 2020

14. World Bank: Developing and Operationalizing a National Financial Inclusion Strategy: Toolkit, 2018

15. World Bank: Coordination Structures for Financial Inclusion Strategies and Reforms, 2013

HLP 2: Balance Innovation and Risk to Achieve Digital Financial Inclusion

1. BCBS: Guidance on the Application of the Core Principles for Effective Banking Supervision to the Regulation 

and Supervision of Institutions Relevant to Financial Inclusion, 2016

2. BIS: Fintech and Payments: Regulating Digital Payment Services and E-money (FSI Insights on Policy  

Implementation No. 33), 2021

3. BIS and World Bank: Proportionality in Bank Regulation and Supervision—A Joint Global Survey, 2021

4. CGAP: How to Build a Regulatory Sandbox: A Practical Guide for Policy Makers, 2020

5. CGAP: The Evolving Nature and Scale of Consumer Risks in Digital Finance, 2021

6. FATF: FATF Guidance: Anti-Money Laundering and Terrorist Financing Measures and Financial Inclusion, 2017

7. FATF: FATF Guidance: National Money Laundering and Terrorist Financing Risk Assessment, 2013

8. G20/GPFI: Advancing the Digital Financial Inclusion of Youth, 2020

9. G20/GPFI: Advancing Women’s Digital Financial Inclusion, 2020 

10. G20/GPFI: G20 High-Level Policy Guidelines on Digital Financial Inclusion for Youth, Women and SMEs, 2020

11. G20/GPFI: Promoting Digital and Innovative SME Financing, 2020

12. ITU: Cooperation Frameworks between Authorities, Users and Providers for the Development of the National 

Payments System, 2016

https://www.afi-global.org/publications/bringing-the-informal-sector-onboard-toolkit/
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.afi-global.org%2Fpublications%2Fnational-financial-inclusion-strategy-monitoring-and-evaluation-toolkit%2F&data=05%7C01%7Casarkar1%40worldbank.org%7Ccc21274bfa1f4d13580f08da22e7a80c%7C31a2fec0266b4c67b56e2796d8f59c36%7C0%7C0%7C637860676193146931%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=sl7uEWgqym3BZwoFFs5n9nTzniu7a3oy9ZZbnu3g2lo%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cgdev.org%2Fpublication%2Fpolicy-decision-tree-improving-financial-inclusion&data=05%7C01%7Casarkar1%40worldbank.org%7Ccc21274bfa1f4d13580f08da22e7a80c%7C31a2fec0266b4c67b56e2796d8f59c36%7C0%7C0%7C637860676193146931%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=eAkjsLEYIYZ%2Fe64%2FGslaJfJUjPwjObk3V2lkLb5xRZY%3D&reserved=0
https://customersguide.cgap.org/
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.bis.org%2Fcpmi%2Fpubl%2Fd195.pdf&data=05%7C01%7Casarkar1%40worldbank.org%7Ccc21274bfa1f4d13580f08da22e7a80c%7C31a2fec0266b4c67b56e2796d8f59c36%7C0%7C0%7C637860676193146931%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=gB%2FimR0GAL6nvD%2BuLWsbQ65uAoBcnPC3LI7WxGODUTU%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.bis.org%2Fcpmi%2Fpubl%2Fd191.pdf&data=05%7C01%7Casarkar1%40worldbank.org%7Ccc21274bfa1f4d13580f08da22e7a80c%7C31a2fec0266b4c67b56e2796d8f59c36%7C0%7C0%7C637860676193146931%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=nl8vle4w7WqZczyPE6I%2BVYPQ8XFl0O3wJogS%2BiWUMwc%3D&reserved=0
https://www.oecd.org/finance/advancing-the-digital-financial-inclusion-of-youth.htm
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gpfi.org%2Fsites%2Fgpfi%2Ffiles%2FsaudiG20_youth_women_SME.pdf&data=05%7C01%7Casarkar1%40worldbank.org%7C7d70f90c58d147a0f63708da23752b43%7C31a2fec0266b4c67b56e2796d8f59c36%7C0%7C0%7C637861284011886768%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=jk1f3ykBpLI0Erye2coN8vioiuIxOlaDtcUdhRmOyVE%3D&reserved=0
https://www.gpfi.org/news/promoting-digital-and-innovative-sme-financing
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsdgs.un.org%2Fsites%2Fdefault%2Ffiles%2Fpublications%2F2655SDG_Compendium_Digital_Financial_Inclusion_September_2018.pdf&data=05%7C01%7Casarkar1%40worldbank.org%7Ccc21274bfa1f4d13580f08da22e7a80c%7C31a2fec0266b4c67b56e2796d8f59c36%7C0%7C0%7C637860676193146931%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=3JYpnxyuqQ7Pi6pcdpL3Qb9jrWE7ydc%2B39PxPcJZ%2Fpk%3D&reserved=0
https://pubdocs.worldbank.org/en/230281588169110691/Digital-Financial-Services.pdf
https://openknowledge.worldbank.org/handle/10986/29953
https://documents.worldbank.org/en/publication/documents-reports/documentdetail/350551468130200423/coordination-structures-for-financial-inclusion-strategies-and-reforms
https://www.bis.org/bcbs/publ/d383.pdf
https://www.bis.org/bcbs/publ/d383.pdf
https://www.bis.org/fsi/publ/insights33.pdf
https://www.bis.org/bcbs/publ/d523.pdf
https://www.cgap.org/sites/default/files/publications/2020_09_Technical_Guide_How_To_Build_Regulatory_Sandbox.pdf
https://www.cgap.org/blog/evolving-nature-and-scale-consumer-risks-digital-finance
https://www.fatf-gafi.org/media/fatf/Updated-2017-FATF-2013-Guidance.pdf
https://www.fatf-gafi.org/documents/documents/nationalmoneylaunderingandterroristfinancingriskassessment.html
https://www.oecd.org/finance/advancing-the-digital-financial-inclusion-of-youth.htm
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gpfi.org%2Fsites%2Fgpfi%2Ffiles%2FsaudiG20_youth_women_SME.pdf&data=05%7C01%7Casarkar1%40worldbank.org%7C7d70f90c58d147a0f63708da23752b43%7C31a2fec0266b4c67b56e2796d8f59c36%7C0%7C0%7C637861284011886768%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=jk1f3ykBpLI0Erye2coN8vioiuIxOlaDtcUdhRmOyVE%3D&reserved=0
https://www.gpfi.org/news/promoting-digital-and-innovative-sme-financing
https://www.itu.int/en/ITU-T/focusgroups/dfs/Documents/09_2016/Cooperation%20frameworks%20between%20Authorities%2c%20Users%20and%20Providers%20for%20the%20development%20of%20the%20National%20Payments%20System.pdf
https://www.itu.int/en/ITU-T/focusgroups/dfs/Documents/09_2016/Cooperation%20frameworks%20between%20Authorities%2c%20Users%20and%20Providers%20for%20the%20development%20of%20the%20National%20Payments%20System.pdf
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13. UNSGSA: Early Lessons on Regulatory Innovations to Enable Inclusive Fintech, 2020

14. World Bank: Central Bank Digital Currencies: A Payments Perspective, 2021

15. World Bank: Digital Financial Services, 2021

16. World Bank: Global Experiences from Regulatory Sandboxes, 2020

17. World Bank: Impact of the FATF Recommendations and Their Implementation on Financial Inclusion: Insights 

from Mutual Evaluations and National Risk Assessments, 2021

HLP 3: Provide an Enabling and Proportionate Legal and Regulatory Framework for Digital  
Financial Inclusion

1. AFI: Policy Framework on the Regulation, Licensing and Supervision of Digital Banks, 2021

2. AFI: Regulatory and Supervisory Technologies for Financial Inclusion, 2022

3. BIS: Fintech and the Digital Transformation of Financial Services: Implications for Market Structure and  

Public Policy (BIS Papers No. 117), 2021

4. CGAP: DFS Supervision Toolkit (forthcoming)

5. CGAP: Digital Banks: How Can They Be Regulated to Deepen Financial Inclusion? (reading deck)

6. CGAP: Digital financial services regulation and supervision collection

7. CGAP: Proportional Supervision for Digital Financial Services DFS Collection (web page)

8. CGAP: Transformative Innovative for Financial Inclusion: Implications for Regulatory Architecture (forthcoming)

9. CGAP: Fintechs and Financial Inclusion: Lessons Learned, 2019

10. CGAP: Fintechs and Financial Inclusion: Looking past the Hype and Exploring Their Potential, 2019

11. CPMI, World Bank: Payment Aspects of Financial Inclusion in the Fintech Era (PAFI guidance) (Second Phase), 

2020

12. FATF: FATF Guidance: Anti-Money Laundering and Terrorist Financing Measures and Financial Inclusion, with a 

Supplement on Customer Due Diligence, 2017

13. FSB: The Use of Supervisory and Regulatory Technology by Authorities and Regulated Institutions, 2020

14. FSI: Policy Responses to Fintech: A Cross-Country Overview, January 2020

15. G20/GPFI: Advancing the Digital Financial Inclusion of Youth, 2020

16. G20/GPFI: Advancing Women’s Digital Financial Inclusion, 2020 

17. G20/GPFI: G20 High-Level Policy Guidelines on Digital Financial Inclusion for Youth, Women and SMEs, 2020

18. G20/GPFI: Promoting Digital and Innovative SME Financing, 2020

19. G20/GPFI: Global Standard-Setting Bodies and Financial Inclusion: The Evolving Landscape, 2014

20. G20/GPFI: Digital Financial Inclusion: Emerging Policy Approaches, 2017

21. IADI: Introductory Brief: Challenges for Deposit Insurers (Fintech Brief No. 1), 2021

22. IAIS: Application Paper on the Use of Digital Technology in Inclusive Insurance, 2018

23. UNCDF: Policy Tools and Resources

24. World Bank, IMF: The Bali Fintech Agenda, 2018

25. World Bank: How Countries Can Expand Access to Digital Financial Services, 2020

26. World Bank: Fintech and the Future of Finance, 2022

27. World Bank: A Roadmap to SupTech Solutions for Low Income (IDA) Countries, 2020

HLP 4: Expand the DFS Infrastructure Ecosystem

1. CPMI, World Bank: Payment Aspects of Financial Inclusion: Application Tools, 2020

2. CPMI, World Bank: Payment Aspects of Financial Inclusion in the Fintech Era, 2020

https://www.unsgsa.org/sites/default/files/resources-files/2020-09/UNSGSA_Report_2019_Final-compressed.pdf
https://openknowledge.worldbank.org/handle/10986/36765
https://pubdocs.worldbank.org/en/230281588169110691/Digital-Financial-Services.pdf
https://openknowledge.worldbank.org/bitstream/handle/10986/34789/Global-Experiences-from-Regulatory-Sandboxes.pdf?sequence=5&isAllowed=y
https://openknowledge.worldbank.org/handle/10986/36659
https://openknowledge.worldbank.org/handle/10986/36659
https://www.afi-global.org/wp-content/uploads/2021/11/DFSWG-framework_FINAL.pdf
https://www.afi-global.org/publications/regulatory-and-supervisory-technologies-for-financial-inclusion/
https://www.bis.org/publ/bppdf/bispap117.pdf
https://www.bis.org/publ/bppdf/bispap117.pdf
https://www.cgap.org/research/slide-deck/digital-banks-how-can-they-be-regulated-deepen-financial-inclusion
https://www.cgap.org/topics/collections/proportional-supervision-digital-financial-services
https://www.cgap.org/sites/default/files/publications/2019_05_Case_Study_Fintech_and_Financial_Inclusion.pdf
https://www.cgap.org/sites/default/files/publications/2019_05_Focus_Note_Fintech_and_Financial_Inclusion_1_0.pdf
https://www.bis.org/cpmi/publ/d191.htm
https://www.fatf-gafi.org/media/fatf/Updated-2017-FATF-2013-Guidance.pdf
https://www.fatf-gafi.org/media/fatf/Updated-2017-FATF-2013-Guidance.pdf
https://www.fsb.org/2020/10/the-use-of-supervisory-and-regulatory-technology-by-authorities-and-regulated-institutions-market-developments-and-financial-stability-implications/
https://www.bis.org/fsi/publ/insights23.htm
https://www.oecd.org/finance/advancing-the-digital-financial-inclusion-of-youth.htm
https://www.gpfi.org/sites/gpfi/files/sites/default/files/saudig20_women.pdf
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gpfi.org%2Fsites%2Fgpfi%2Ffiles%2FsaudiG20_youth_women_SME.pdf&data=05%7C01%7Casarkar1%40worldbank.org%7C7d70f90c58d147a0f63708da23752b43%7C31a2fec0266b4c67b56e2796d8f59c36%7C0%7C0%7C637861284011886768%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=jk1f3ykBpLI0Erye2coN8vioiuIxOlaDtcUdhRmOyVE%3D&reserved=0
https://www.gpfi.org/news/promoting-digital-and-innovative-sme-financing
https://www.gpfi.org/publications/global-standard-setting-bodies-and-financial-inclusion-evolving-landscape
https://www.gpfi.org/sites/gpfi/files/documents/Digital%20Financial%20Inclusion-CompleteReport-Final-A4.pdf
https://www.iadi.org/en/assets/File/Papers/Fintech%20Briefs/IADI%20Fintech%20Brief%201%20-%20Introduction%20-%20Challenges%20for%20Deposit%20Insurers.pdf
https://www.iaisweb.org/uploads/2022/01/181112-Application-Paper-on-the-Use-of-Digital-Technology-in-Inclusive-Insurance.pdf
https://policyaccelerator.uncdf.org/policy-tools
https://www.imf.org/en/Publications/Policy-Papers/Issues/2018/10/11/pp101118-bali-fintech-agenda
https://www.worldbank.org/en/topic/financialsector/publication/digital-financial-services
https://www.worldbank.org/en/publication/fintech-and-the-future-of-finance
https://openknowledge.worldbank.org/handle/10986/34662
https://www.bis.org/cpmi/publ/d195.pdf
https://www.bis.org/cpmi/publ/d191.htm
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3. CPMI: Enhancing Cross-Border Payments: Building Blocks of Global Roadmap, 2020

4. FSB: The Use of Supervisory and Regulatory Technology by Authorities and Regulated Institutions, 2020

5. FSB: Targets for Addressing the Four Challenges of Cross-Border Payments: Consultative Document, 2021

6. G20/GPFI: Advancing the Digital Financial Inclusion of Youth, 2020

7. G20/GPFI: Advancing Women’s Digital Financial Inclusion, 2020 

8. G20/GPFI: G20 High-Level Policy Guidelines on Digital Financial Inclusion for Youth, Women and SMEs, 2020

9. G20/GPFI: Promoting Digital and Innovative SME Financing

10. IMF: The Bali Fintech Agenda, 2018

11. World Bank: A Roadmap to SupTech Solutions for Low Income (IDA) Countries, 2020

12. World Bank: Implementation Considerations for Fast Payment Systems, 2021

13. World Bank: Developing Digital Payment Services in the Middle East and Africa: A Strategic Approach, 2021

14. World Bank: Digital Financial Services, 2021

HLP 5: Establish Responsible Digital Financial Practices to Protect Consumers

1. AFI: Digitally Delivered Credit: Consumer Protection Issues and Policy Responses to New Models of Digital 

Lending, 2017

2. BIS: Fintech and the Digital Transformation of Financial Services: Implications for Market Structure and Public 

Policy, 2021

3. CGAP: FinDev Gateway resources, 2021

4. CGAP: Market Monitoring for Financial Consumer Protection (toolkit), 2022

5. CGAP: The Evolution of the Nature and Scale of DFS Consumer Risks: A Review of Evidence, 2022

6. CGAP: Implementing Consumer Protection in Emerging Markets and Developing Economies: A Technical Guide 

for Bank Supervisors

7. G20/OECD Task Force implementation guidance and reports

8. FinCoNet: Financial Product Governance and Culture, 2021 

9. FinCoNet: Financial Advertising and Consumer Protection: Supervisory Challenges and Approaches, 2020

10. FinCoNet: SupTech Tools for Market Conduct Supervisors, 2020

11. FinCoNet: Digitalisation of Short-Term, High-Cost Consumer Credit: Guidance to Supervisors, 2019

12. G20: G20 Fukuoka Policy Priorities on Aging and Financial Inclusion, 2019

13. G20/GPFI: Menu of Policy Options for Digital Financial Literacy and Financial Consumer and MSME Protection, 

2021

14. G20/GPFI: G20 High-Level Policy Guidelines on Digital Financial Inclusion for Youth, Women and SMEs

15. G20: G20 Policy Guide: Digitisation and Informality, 2018

16. G20/GPFI: G20 Principles for Innovative Financial Inclusion, 2010

17. OECD: G20/OECD Report on Financial Consumer Protection and Financial Inclusion in the Context of  

COVID-19, 2021

18. G20/OECD Task Force on Financial Consumer Protection: Compendium of Effective Approaches for Financial 

Consumer Protection in the Digital Age, 2020

19. G20/OECD: Report on the Implementation of the Recommendation of the Council on High-Level Principles on 

Financial Consumer Protection, 2022

20. G20/GPFI: Advancing the Digital Financial Inclusion of Youth, 2020

21. G20/GPFI: Advancing Women’s Digital Financial Inclusion, 2020

22. G20/GPFI: Promoting Digital and Innovative SME Financing, 2020

23. ITU: ITU-T Focus Group Digital Financial Services: Main Recommendations, 2017
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