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EXECUTIVE SUMMARY

In the developing world, every two 
out of five formal MSMEs are either 
unserved or underserved by financial 
institutions, resulting in a total credit 
gap of approximately USD5 trillion or 
1.3 times the current level of MSME 
lending1. In the last decade, Financial 
Technology (FinTech) innovations have 
both disrupted the traditional financial 
services sector and thrived within 
the space they created, changing the 
financial landscape and the way it 
operates and better serving customers.

This is significant because women-owned Micro, Small 
and Medium Enterprises (MSMEs) account for 32 percent 
of the total MSMEs financing gap, which amounts to 
an estimated USD1.7 trillion. According to the Global 
Findex, approximately 1.2 billion new consumers 
gained access to formal financial services between 
2011 and 2017, many of them were through using 
FinTech. FinTech solutions, such as those introduced 
by mobile money providers, have been behind much of 
these gains. When individuals are financially included 
their livelihoods and financial resilience is improved. 
This is particularly important for women, as they 
face structural disadvantages and less opportunities 
compared to men.

The AFI Survey Report on FinTech for MSME Financing 
has seen the integration of FinTech amongst the 
products and services offered by institutions within SME 
Finance Working Group. AFI’s Sochi Accord: FinTech 
for Financial Inclusion has provided guidance on how 
FinTech can be a means for closing of the persistent 9 
percent gender gap in access to finance, management 
of climate change risks, the inclusion of forcibly 
displaced persons, reducing the financing gap for the 
MSMEs, and lowering costs for cross-border remittances 
along with promotion financial stability and integrity. 

While banks have undergone various technology-
enabled innovation phases before, FinTech has the 
potential to lower barriers of entry to the financial 
services market, elevate the role of sex- and age-
disaggregated data as a key commodity, and drive the 
emergence of new business models. However, new 

1  SME Finance Forum, 2020. (https://www.smefinanceforum.org/data-
sites/msme-finance-gap)

Image by Andrey Suslov/Shutterstock

regulatory challenges pose risks in cybersecurity, data 
privacy, money laundering and consumer protection, as 
well as structural inequalities face by vulnerable groups 
such as women, youth and forcibly displaced persons 
when trying to access these services.

It is critical that FinTech solutions are built with the 
needs of these groups in mind. The scope and nature 
of financial institutional risks and activities are rapidly 
changing and the rules governing them may need to 
evolve as well. FinTech for better MSME access to 
financing may be more disruptive than previous changes 
in the financial industry and whilst its potential benefits 
are multifold, regulators and supervisors need to be 
aware of its possible risks and measures that can be 
taken to mitigate them, in order to spur sustainable 
financial inclusion and close the gender gap in access to 
finance once and for all.

This guideline note was developed by SMEFWG and 
AFI Management Unit to provide practical guidance 
and share successful implementation of FinTech as to 
complement MSME financing landscape, specifically in 
three areas:

> FinTech Use Cases and Business Models for MSMEs
Access to Finance.

> Regulatory Framework for FinTech and Digital
Credit.

> Financial Stability.

https://www.afi-global.org/publications/survey-report-on-fintech-for-msme-access-to-financing/
https://www.afi-global.org/sites/default/files/publications/2019-02/Sochi_FS18_AW_06.09.18_digital-compressed.pdf
https://www.afi-global.org/sites/default/files/publications/2019-02/Sochi_FS18_AW_06.09.18_digital-compressed.pdf
https://www.smefinanceforum.org/data-sites/msme-finance-gap
https://www.smefinanceforum.org/data-sites/msme-finance-gap
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INTRODUCTION

FinTech exists across various functional 
segments of the financial ecosystem 
from payments, lending, savings and 
insurance. Table 1 illustrates the 
different uses of FinTech across the 
financial ecosystem with examples and 
possible challenges for both consumer 
and supervisors/regulators. This 
guideline note will focus specifically 
on how FinTech is used to provide 
MSMEs with better access to financing 
by providing new technology in credit 
risk assessment and a new age form of 
credit that is available via alternative 
processes than those of traditional 
financial institutions.

Digital credit and financing are becoming one of the 
fastest expanding solutions to narrow the credit gap 
because of the rapid growth of mobile adoption. 
While rapid proliferation of digital credit has been a 
tremendous opportunity to reach unserved individuals 
and MSMEs, there have also been several challenges, 
which regulators are actively attempting to address. 
These include ensuring an effective legal mandate 
and regulatory framework; adequate regulatory and 
supervisory capacity; comprehensive credit reference 
services and avoidance of over-indebtedness issues; 
data privacy and protection; and cybersecurity and 
fraud measures. 

This guideline note will proceed to share the different 
use cases of FinTech to improve access to financing and 
credit for MSMEs and provide examples of accompanying 
jurisdictions for regulator monitoring and supervision. 
It will then expand further on these challenges, provide 
guidance on policy aspects for consideration, and 
provide relevant examples of policies available within 
the AFI network.
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TABLE 1
APPLICATION OF FINTECH ACROSS FINANCIAL ECOSYSTEM

FINANCIAL PRODUCT 
AND/OR BUSINESS 
MODEL

TECHNOLOGY 
AND/OR 
PRODUCT

EXAMPLES OF 
BENEFITS

EXAMPLES OF 
CHALLENGES 
AND RISKS

Payments

1. Mobile money – P2P transfers • Mobile/Internet
• Cloud Computing
• Blockchain

• Simple, more 
reliable,cost effective, 
faster than other 
methods

• Can help access to 
finance

• Fraud risk from agents 
• Lack of interoperability
• Relatively low active 

usage rates

2. Digital Payments • Mobile/Internet
• Cloud Computing
• Blockchain

• Lower costs, higher 
transparency, and higher 
privacy

• Significant savings in time 
and travel costs

• Data security risks
• Providing personal 

information which can be 
lost or stolen

Lending/Financing/Investment

3. Credit risk assessment • Mobile/Internet
• Cloud Computing
• AI, Big Data

• Access to loans, which 
was not possible with 
traditional credit risk 
assessment models

• May create gender bias 
and/or income inequality

• Spurious correlations 
from the data

4. Alternative • Mobile/Internet
• Cloud Computing
• AI, Big Data
• Blockchain

• Access to loans to 
unbanked and 
underbanked

• Faster and more efficient

• Higher borrowing costs 
when compared to bank 
loans 

• Risk of over-indebtedness

Saving and Insurance

5. Digital Savings • Mobile/Internet

• Cloud Computing

• AI, Big Data

• Lower costs, increased 
liquidity, and higher 
transparency

• Lower risk of theft

• Significant customer 
financial capability 
required

• Regulation / protection of 
the float

6. Digital Insurance • Mobile/Internet
• Cloud Computing
• AI, Big Data
• Blockchain
• Internet of Things

• Lower costs, increased 
liquidity, and higher 
transparency

• Faster and more efficient

• Significant customer 
financial capability 
required
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FINTECH USE CASES AND 
BUSINESS MODELS FOR 
MSME ACCESS TO FINANCE2

Crowdfunding is the use of small 
amounts of capital, from many 
individuals, to finance a new business 
venture. This form of financing makes 
use of the easy accessibility of vast 
networks of people through social media 
and crowdfunding facilitation websites, 
to bring investors and entrepreneurs 
together.

This has the potential to increase entrepreneurship by 
expanding the pool of investors beyond the traditional 
circle of owners, relatives and venture capitalists. It 
is also important to note the gender considerations 
in this, as seed crowdfunding campaigns led by 
women consistently outperform those led by men.3 
Innovations have arisen to form new credit sources via 
different models of crowdfunding which benefit MSMEs 
as illustrated in AFI’s Special Report on FinTech for 
Financial Inclusion: A Framework For Digital Financial 
Transformation.

Some definitions of FinTech services that have now 
become more popularly available to consumers in 
developing nations are as follows:

2  Based on EBRD, 2018, “Regulating Investment and Lending-Based 
Crowdfunding: Best Practices”.
3 Price Waterhouse Coopers, “Women UnBound”, https://www.pwc.com/
gx/en/about/diversity/womenunbound.html

TABLE 2
APPLICATION OF FINTECH ACROSS FINANCIAL 
ECOSYSTEM

Equity-based 
crowdfunding

Involves the exchange of shares within 
MSMEs for capital funding. The idea is 
similar to how common stock is bought or 
sold on a stock exchange, or to a venture 
capital. The buyer/investor will not only be 
able to have a piece of the profits of a 
MSMEs but will also have a share of its 
ownership. 

Peer-to-peer 
lending (P2P)

Individuals (or peers) lend money to MSMEs 
with the understanding that the money will 
be repaid with interest once the MSMEs is 
profitable. It is similar to traditional 
borrowing from a bank, except that you 
borrow from lots of investors.

Lending based 
crowdfunding

Lending-based crowdfunding allows MSMEs 
to raise funds in the form of loans that they 
will pay back to the lenders over a 
pre-determined timeline with a set interest 
rate. Lending campaigns tend to take place 
over a shorter period and works well for 
entrepreneurs or micro-businesses who do 
not want to give up equity in their startup 
immediately.

Credit risk 
assessment

Using alternative data sources (utility 
payment data, e-commerce purchases data, 
social media data) for the credit risk 
assessment process instead of the 
traditional method of only assessing formal 
credit borrowing performance. Using 
alternative data for credit risk assessment 
provides MSMEs, who would otherwise not 
have sufficient formal collateral, a chance 
at borrowing credit.

Digital Credit Delivery of small loans through digital 
means. Includes small value loans, shorter 
loan tenure, and the source of funding can 
be outside the formal financial ecosystem 
(i.e. crowdfunded or P2P). Uses alternative 
forms of credit assessment.

https://www.afi-global.org/sites/default/files/publications/2018-09/AFI_FinTech_Special%20Report_AW_digital.pdf
https://www.afi-global.org/sites/default/files/publications/2018-09/AFI_FinTech_Special%20Report_AW_digital.pdf
https://www.afi-global.org/sites/default/files/publications/2018-09/AFI_FinTech_Special%20Report_AW_digital.pdf
https://www.pwc.com/gx/en/about/diversity/womenunbound.html
https://www.pwc.com/gx/en/about/diversity/womenunbound.html
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The European Bank for Reconstruction and Develop-
ment (EBRD) shares other types of crowdfunding models 
that are more common in the West5:

Crowdfunding Regulatory Framework 
It is unlikely that there is a single regulatory framework 
that provides best practice for all jurisdictions 
and all contexts. However, what is common across 
frameworks studies is the consideration of cross-border 
characteristic of crowdfunding platforms. Where 
authorities have made regulatory changes:

> The policy objectives have been to strengthen 
consumer and investor protection, to include 
crowdfunding FinTech in market integrity regulation, 
to promote financial inclusion and to foster 
innovation or competition.

> Financial stability considerations so far have not 
motivated recent or planned regulatory reforms 
around crowdfunding FinTech. In part, this reflects 
the small size of activities. However, several 
authorities see this as an issue going forward.

Beyond the legal and regulatory framework, the devel-
opment of a crowdfunding industry is influenced by the 
social, political, and economic environment. These can 
range from the level of financial education of investors 
to whether relevant tax policy acts as an incentive or 
disincentive to investment.  Policymakers can change 
and/or influence these factors through education, tax 
policy, or such other means as may be relevant. 

5 European Commission (https://ec.europa.eu/growth/tools-databases/
crowdfunding-guide/what-is/explained_en)

Digital credit is becoming a more popular solution to 
narrow the credit gap stemming from the increased 
mobile adoption rate in the region and these products 
can be revolutionary for women-led MSMEs, to increase 
their revenue.4 In Africa, this form of financing has 
matured and evolved into different hybrid models to 
suit the requirements of their landscape. AFI’s Scoping 
and Assessment Report on Responsible Digital Credit in 
Africa discusses these at length, and notable models 
are summarized below:

4 GPFI, 2020, Advancing Women’s Digital Financial Inclusion  https://btca-
production-site.s3.amazonaws.com/documents/482/english_attachments/_
Advancing_Womens_Digital_Financial_Inclusion_G20_GPFI.pdf?1606113263

TABLE 4
CROWDFUNDING MODELS MORE COMMON IN THE 
WEST:

Rewards-
based 
crowdfunding

Individuals donate to a project or business 
with expectations of receiving in return a 
non-financial reward, such as goods or 
services, at a later stage in exchange of their 
contribution.

Donation-based 
crowdfunding

Individuals donate small amounts to meet the 
larger funding aim of a specific charitable project 
while receiving no financial or material return.

Profit-sharing/ 
revenue-sharing

Businesses can share future profits or revenues 
with the crowd in return for funding now.

Debt-securities 
crowdfunding

Individuals invest in a debt security issued by 
the company, such as a bond.

Hybrid models Offer businesses the opportunity to combine 
elements of more than one crowdfunding type.

TABLE 3 
DIGITAL CREDIT PROVIDERS/MODELS

Mobile 
nano 
lending 
vendors

Offer very small loans that utilize credit scoring 
models based on mobile transaction history, mobile 
e-money usage, credit history, location data and/or 
text data. Many of these mobile-based lenders are 
using data from apps running on smartphones that 
upload SMS messages, emails, metadata from calls, 
and tracking geo-location data of the user. As 
women are 20 percent less likely to own a 
smartphone compared to men  they may be 
structurally excluded from accessing this model.

Digital 
bank 
models

Include direct mobile lending models, partnerships 
between banks and Mobile Network operators 
(MNOs), and third-party providers. While several of 
these models are similar to the mobile nano lending 
providers above, they also offer access to a boarder 
range of banking services, such as savings. In 
addition, banks that often use the analytical 
technology provided by third-party providers can 
better analyze banking and other payment 
transaction histories to enrich credit scoring 
models.

Digital 
payday 
lenders

Include salary-based lenders that have shifted to 
online (mostly mobile) platform delivery models. 
As is the case with traditional payday lenders, 
digital payday lenders focus primarily on salary 
workers but also make use of alternative data for 
credit scoring purposes. The speed and ease of 
digital lending, along with digital push marketing 
techniques, have increased concerns of over 
indebtedness, especially for low-income salary 
workers who have become dependent on this 
category of digital lender in some markets.

Tech-
based 
lenders

Include subsidiaries of e-commerce, search, payments, 
social networking technology companies that are 
leveraging their large user-base and access to client 
data, either directly or via partnerships, to offer 
digital credit.

Supply 
chain 
platforms

Support MSMEs financing focused on purchase 
orders, invoices, receivables, and pre- and 
post-shipment processes between buyers and 
sellers along the supply chain. Cloud-based digital 
supply chain platforms gain insights into complex 
trade flows by digitizing documents and 
transactions and applying data analytics to make 
credit decisions.

$

https://ec.europa.eu/growth/tools-databases/crowdfunding-guide/what-is/explained_en
https://ec.europa.eu/growth/tools-databases/crowdfunding-guide/what-is/explained_en
C:\Users\NikKamarun\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\IZ85E49K\Digital credit is becoming one of the fastest expanding solutions to narrow the credit gap because of the rapid growth of mobile adoption in the region
C:\Users\NikKamarun\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\IZ85E49K\Digital credit is becoming one of the fastest expanding solutions to narrow the credit gap because of the rapid growth of mobile adoption in the region
C:\Users\NikKamarun\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\IZ85E49K\Digital credit is becoming one of the fastest expanding solutions to narrow the credit gap because of the rapid growth of mobile adoption in the region
https://btca-production-site.s3.amazonaws.com/documents/482/english_attachments/_Advancing_Womens_Digital_Financial_Inclusion_G20_GPFI.pdf?1606113263
https://btca-production-site.s3.amazonaws.com/documents/482/english_attachments/_Advancing_Womens_Digital_Financial_Inclusion_G20_GPFI.pdf?1606113263
https://btca-production-site.s3.amazonaws.com/documents/482/english_attachments/_Advancing_Womens_Digital_Financial_Inclusion_G20_GPFI.pdf?1606113263


8
GUIDELINE NOTE: HOW FINTECH FACILITATES MSME ACCESS TO FINANCING

FIGURE 1: UNITED KINGDOM ENCOURAGES 
CROWDFUNDING VIA TAX

The UK government has been 
instrumental in creating the 
foundations of a crowdfunding 
industry. In 2016, tax incentives were introduced 
to savers to invest in lending-based crowdfunding 
platforms. Interest and gains from peer-to-peer 
loans would qualify for tax advantages where these 
loans are made through an Innovative Finance 
Individual Savings Account (ISA). Separately, 
the British Business Bank, a government-owned 
enterprise, has made significant investments 
through certain crowdfunding platforms.

FIGURE 2: MALAYSIA PROMOTES CROWDFUNDING 
FOR MSME FUNDING

In November 2020, the Malaysian 
Government tabled their national 
budget which placed emphasis 
on creating a digital economy receptive 
towards alternative financings, including Equity 
Crowdfunding (ECF) and P2P Financing. The 
government is allocating MYR50 million (USD 13 
million) to the My Co-Investment Fund (MyCIF) and 
an additional MYR10 million (USD2.5 million) will be 
allocated to the same fund specifically for social 
enterprises fundraising via P2P Financing platforms. 
This is the second time that the government has 
allocated MYR50 million (USD13 million) to co-invest 
at a 1:4 ratio for ECF and P2P financing platforms.

Additionally, individuals who invest in equity 
crowdfunding from January 2021 – December 2021 
will be eligible for tax exemption of aggregate 
income for a sum equal to 50 percent of the 
amount invested.

This practical support will not only help to fund 
creditworthy MSMEs but also bring awareness 
to the public about ECF and P2P Financing — a 
much-needed platform to help MSMEs grow. Both 
the public and private sectors appear pleased that 
the government is increasingly recognizing the 
important role that FinTech plays in society. More 
FinTech-friendly policies are eagerly awaited from 
the government of the day.

Source: FinTech News Malaysia (https://FinTechnews.my/25429/
various/budget-2021-FinTech)

FIGURE 3: MEXICO FINTECH LAW REGULATES 
CROWDFUNDING

In 2018 Mexico enacted the Mexico 
FinTech Law and became the 1st 
country in Latin America to introduce 
a legislative framework covering a wide scope of 
FinTech activities. The Law was prompted by the 
rapid growth of these activities in recent years, 
for example, the alternative finance industry 
in Mexico (including balance-sheet lending and 
crowdfunding models) increased by more than 
seven times from 2015 to 2016, and P2P consumer 
lending market volumes expanded by 90 percent 
in 2017. 

The Law now provides more opportunities for 
non-banks to enter the sector with more legal 
clarity, encouraging new products and links 
between banks, telcos and FinTech providers. 
The Law supports innovative FinTech activities by 
giving legal recognition to and setting supervisory 
frameworks for financial technology institutions 
(FTIs), which can perform the following activities: 
crowdfunding (debt, equity, co-ownership or 
royalties) and e-money (including e-wallets). 

The Law mandates creating an obligation for 
financial services providers to share financial data 
with other providers and third parties specializing 
in technology through standard APIs (Open 
Banking). The Law also mandates that entities 
currently offering crowdfunding or e-money 
services must request authorization by September 
2019.

The FinTech Law gives the CNBV and other 
financial authorities the power to supervise 
FTIs and innovative model institutions. New 
organizational structures within the CNBV have 
also been established to support the supervision 
of the new sector. The CNBV now houses a FinTech 
Supervision Department to oversee crowdfunding 
and e-money, and a Sandbox Team that works with 
both regulated and non-regulated entities seeking 
to test new innovations.

https://FinTechnews.my/25429/various/budget-2021-FinTech
https://FinTechnews.my/25429/various/budget-2021-FinTech
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POLICY GUIDELINES: 
REGULATORY FRAMEWORK 
FOR FINTECH AND DIGITAL 
CREDIT6

Credit provision has traditionally suffered 
from problems of information asymmetry, 
with banks specializing in credit risk 
analysis — a costly and resource intensive 
process that makes it commercially 
unviable to assess many individuals and 
MSMEs. More often in developing nations, 
credit bureaus are established to aggregate 
credit data from various sources of 
financial information.

The use of FinTech in credit risk assessment means 
using alternative data sources (utility payment data, 
e-commerce purchases data, social media for behavioral 
data) instead of traditional financial data (information 
on loan payments, defaults, and bankruptcies) for the 
credit risk assessment process which may allow formal 
financial institutions to gain a more holistic view of the 
potential borrower’s creditworthiness and allow MSMEs 
that do not have sufficient formal collateral to become 
eligible to access formal credit and reduce reliance on 
informal lenders. These constraints are more pronounced 
for women who face less opportunity to own traditional 
forms of collateral or use formal financial services and 
products to build their credit history. 

While offering many benefits, the use of new types 
of alternative customer data for financial and other 
sensitive information through FinTech for credit risk 
assessment raises significant data protection and privacy 
concerns including revealing confidential information to 
third parties, enabling aggressive marketing practices, 
and security risks that include fraud and identity theft. 
There are also growing concerns around potential 
algorithm bias in the credit assessment model and the 
lack of mechanisms to detect and mitigate such biases.7 
This increased vulnerability to discriminatory lending 
decisions, fraud and disruption could negatively impact 
MSMEs access to financial services and further marginalize 
the traditionally underserved segments such as women-
owned MSMEs and women entrepreneurs in the future. 

6 For further details see:  The World Bank, 2018, “Data Protection and 
Privacy for Alternative Data,” GPFI- FCPL SUB-GROUP DISCUSSION PAPER 
-DRAFT, May,4
7 https://www.womensworldbanking.org/insights-and-impact/sexist-ai-
what-to-do-about-gender-based-algorithmic-bias-in-the-financial-sector/

Digital credit introduces several new consumer protection 
risks and challenges in areas such as disclosure, 
marketing, product suitability and data protection.

The lack of opportunity to gain high levels of digital 
literacy and capability and access to timely and reliable 
information, especially among the underserved segments 
such as women-owned MSMEs and women entrepreneurs, 
further exacerbates these risks. Many lenders send 
unsolicited invitations to consumers to apply for digital 
loans, which can trigger borrowing with limited need or 
intention and in turn, increase the risk of non-repayment 
and over-indebtedness, although there are evidence men 
have higher rates of non-performing loans than women.8 
Once a prospective borrower seeks a loan, they are often 
not told the total cost of the loan on their mobile phone 
handset and are not able to review other key terms and 
conditions easily. Since most digital credit products are 
still short term and small value, there is little diversity 
of product types or customization based on the type of 
consumer seeking the loan or their reason for the loan. 
This raises questions about product suitability beyond 
individual or household consumption needs.

The following sections will provide detail on several 
subsets of FinTech regulation namely oversight on digital 
credit, using regulatory sandboxes for FinTech related 
policies, credit referencing system and operations, 
market conduct on digital credit, data privacy and 
consumer protection, and credit information sharing. 

Regulatory Oversight on FinTech or Digital Credit
Regulatory frameworks for FinTech credit continue to 
evolve as this new phenomenon further develops. Several 
jurisdictions are putting in place new forms of licenses 
for FinTech platforms. Policymakers and regulators should 
constantly monitor the development of the digital credit 
players and models and ensure that all credit providers 
and related third parties are properly licensed, regulated 
and fall under the financial supervisors’ oversight, to 
avoid regulatory gaps. Supervisors should also seek 
to ensure that consumers are adequately protected, 
particularly those from underserved or unserved 
segments such as women-owned MSMEs and women 
entrepreneurs, regardless of the provider they use to 
access digital credit.

Authorities should have a clear legal mandate for 
licensing, regulating and supervising market conduct 
for the provision of digital credit. The examples below 
feature different legal classification of FinTech activities, 
including digital credit products and services, and how 

8 https://www.ifc.org/wps/wcm/connect/1f1a40fa-5602-4e07-97ac-
8697ae49ad6a/Banking+on+Women_NPL+One+Pager_final+110818.
pdf?MOD=AJPERES&CVID=mu9qgDM

https://www.womensworldbanking.org/insights-and-impact/sexist-ai-what-to-do-about-gender-based-algorithmic-bias-in-the-financial-sector/
https://www.womensworldbanking.org/insights-and-impact/sexist-ai-what-to-do-about-gender-based-algorithmic-bias-in-the-financial-sector/
https://www.ifc.org/wps/wcm/connect/1f1a40fa-5602-4e07-97ac-8697ae49ad6a/Banking+on+Women_NPL+One+Pager_final+110818.pdf?MOD=AJPERES&CVID=mu9qgDM
https://www.ifc.org/wps/wcm/connect/1f1a40fa-5602-4e07-97ac-8697ae49ad6a/Banking+on+Women_NPL+One+Pager_final+110818.pdf?MOD=AJPERES&CVID=mu9qgDM
https://www.ifc.org/wps/wcm/connect/1f1a40fa-5602-4e07-97ac-8697ae49ad6a/Banking+on+Women_NPL+One+Pager_final+110818.pdf?MOD=AJPERES&CVID=mu9qgDM
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FIGURE 4: UGANDA'S LEGAL CLASSIFICATION OF 
FINTECH ACTIVITIES

The vast majority (83 percent) of 
crowdfunding activity taking place 
in Uganda is via donation platforms, 
primarily those based in developed countries. There 
is little domestic platform activity, with over 80 
percent of market activity funded via donations 
from foreign platforms and almost 20 percent 
coming from non-financial return-based lending.

Uganda currently has no legislation that specifically 
provides for equity or loan-based crowdfunding. 
Donation and reward crowdfunding fall outside the 
jurisdiction of financial regulators. However, there 
are relevant regulations and applicable legislations 
that can be leveraged onto the crowdfunding 
industry:

1. The Money Lenders Act established an 
autonomous body, to be known as the Ugandan 
Microfinance Regulatory Authority, to regulate, 
license and supervise Tier Four microfinance 
institutions and money lenders and promote 
the stability, integrity and sustainability of the 
microfinance industry in Uganda, as well as 
regulating and supervising commodity-based 
microfinance institutions. Non-deposit-taking 
microfinance institutions may exhibit some of 
the characteristics of loan-based consumer and 
business crowdfunding platforms, and this Act 
may, therefore, be applicable to loan-based 
crowdfunding activities.

2. The Anti-Money Laundering Act (2013) and the 
Financial Institutions (Anti-Money Laundering) 
Regulations (2010) set out detailed requirements 
and obligations on accountable persons involved 
in financial transactions. Requirements include 
establishing ‘Know-Your-Customer’ systems and 
processes, recording of certain transactions 
and mechanisms for reporting suspicious 
transactions. Crowdfunding businesses would 
qualify as accountable persons under the Anti-
Money Laundering Act, and as such would be 
affected by the prohibitions and requirements 
highlighted above.

FIGURE 5: MALAYSIA'S P2P FINANCING FRAMEWORK

The P2P framework is part of the 
Securities Commission’s ongoing 
effort to provide greater access to 
market-based financing through the application of 
technology solutions. In 2015, Malaysia become the 
first country in ASEAN to introduce a regulatory 
framework to facilitate equity crowdfunding.

In 2016, Securities Commission Malaysia developed 
a regulatory framework for peer-to-peer financing 
(P2P), setting out requirements for the registration 
of a P2P platform as provided in the amended 
Guidelines on Recognized Markets. The amendment 
to the guidelines provides for the duty and 
responsibility of a P2P operator, type of issuer 
and investor who can participate in P2P. This 
amendment means allowing sole proprietorships, 
partnerships, incorporated limited liability 
partnerships, private limited and unlisted public 
companies to access market-based financing to 
fund their projects or businesses, via an electronic 
platform.

Since the introduction of the Equity Crowdfunding 
(ECF) and Peer-to-Peer Financing (P2P) regulatory 
framework in Malaysia in 2016, the Securities 
Commission has registered 21 platforms to provide 
regulated crowdfunding options to meet the 
financing needs of MSMEs. These platforms have 
attracted healthy interest from MSMEs and retail 
investors. In 2020, more than 2,500 MSMEs have 
raised more than RM1 billion (USD250 million) 
through the regulated crowdfunding markets of the 
Malaysian capital market.

P2P Operators:
• Must be able to determine the suitability of 

issuers to be hosted on the platform. This includes 
conducting background checks on the prospective 
issuers to ensure its fit and properness, verify its 
business proposition and carry out assessment on 
its creditworthiness. 

• Must also ensure compliance of its platform rules 
which are approved by SC and make available all 
the relevant information to the investor.

• Must ensure that monies obtained from investors 
and issuers are placed in a third-party trust 
account until the appropriate disbursements are 
required to be made. 

they are regulated in their respective local contexts. Key 
gender considerations need to be integrated into the 
policy mandate and regulation at the outset and during 
any review of existing policies, regulations and guidelines.
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• Must also have in place processes to manage 
any default by issuers including using its best 
endeavors to recover amount outstanding to 
investors.

Disclosure and Transparency
• P2P operator is obliged to make available on its 

P2P platform relevant information pertaining 
to the issuers such as key characteristics of the 
issuers, purpose of the fundraising, its business 
plan and financial information. 

• P2P operator’s general risk warnings, appropriate 
risk disclosure of issuers, risk scoring mechanism, 
criteria for determining a default, processes 
to manage a default, and information on late 
payment and default rate of issuers hosted on 
its platform must be made available on the P2P 
platform.

• P2P operator must disclose all fees, charges and 
other expenses relating to the investment.

• P2P operator must have in place processes for 
complaints handling or dispute resolution. Such 
information must also be made accessible to all 
investors.

Source: FAQ on P2P Framework (https://www.sc.com.my/
regulation/regulatory-faqs/frequently-asked-questions-on-the-
peer-to-peer-financing-p2p-framework), Press Release “Malaysia’s 
Regulated Crowdfunding Markets Cross RM 1 billion Mark” (https://
www.sc.com.my/resources/media-releases-and-announcements/
malaysias-regulated-crowdfunding-markets-cross-rm1-billion-mark)

FIGURE 6: INDIA'S PROPOSAL FOR P2P PLATFORM 
REGULATION

The Bank of India and Securities 
and Exchange Board of India (SEBI) 
specifically focused on equity-based 
crowdfunding in a 2014 consultation paper. 
Crowdfunding equity, debt and funds would fall 
under the purview of the capital markets regulator 
(SEBI), whilst P2P lending falls within the domain 
of the Reserve Bank of India (RBI), which has 
powers to regulate entities which are in the form 
of companies or cooperative societies. However, 
if the P2P platforms are run by individuals, 
proprietorships, partnerships or limited liability 
partnerships, they do not fall under the purview 
of RBI. Hence, it is essential that P2P platforms 
adopt a company structure. No entity other than 
a company can undertake P2P activity. This 
renders such services provided under any other 
organizational structure illegal.

P2P lending platforms are registered under the 
Companies Act. It is being proposed that, by 
defining P2P platforms as Non-Banking Financial 
Companies (NBFC) under section 45I(f)(iii) of the RBI 
Act (by issuing a notification in consultation with 
the Government of India), P2P lending platforms 
will come under the purview of the Reserve Bank’s 
regulation. Once notified as NBFCs, RBI can issue 
regulations and the monitoring of P2P companies 
will be under their purview.

Source: https://cis-india.org/raw/rbi-consultation-paper-on-p2p-
lending-summary, https://www.rbi.org.in/scripts/bs_viewcontent.
aspx?Id=3164

https://www.sc.com.my/regulation/regulatory-faqs/frequently-asked-questions-on-the-peer-to-peer-financing-p2p-framework
https://www.sc.com.my/regulation/regulatory-faqs/frequently-asked-questions-on-the-peer-to-peer-financing-p2p-framework
https://www.sc.com.my/regulation/regulatory-faqs/frequently-asked-questions-on-the-peer-to-peer-financing-p2p-framework
https://www.sc.com.my/resources/media-releases-and-announcements/malaysias-regulated-crowdfunding-markets-cross-rm1-billion-mark
https://www.sc.com.my/resources/media-releases-and-announcements/malaysias-regulated-crowdfunding-markets-cross-rm1-billion-mark
https://www.sc.com.my/resources/media-releases-and-announcements/malaysias-regulated-crowdfunding-markets-cross-rm1-billion-mark
https://cis-india.org/raw/rbi-consultation-paper-on-p2p-lending-summary
https://cis-india.org/raw/rbi-consultation-paper-on-p2p-lending-summary
https://www.rbi.org.in/scripts/bs_viewcontent.aspx?Id=3164
https://www.rbi.org.in/scripts/bs_viewcontent.aspx?Id=3164


12
GUIDELINE NOTE: HOW FINTECH FACILITATES MSME ACCESS TO FINANCING

FIGURE 7: CHINA’S REGULATORY FRAMEWORK FOR 
INTERNET FINANCE

In July 2015, the People’s Bank of China 
and nine other ministries jointly issued 
the Guiding Opinions on Promoting the 
Sound Development of Internet Finance (Guiding 
Opinions) to encourage financial innovation, promote 
the healthy development of internet finance, clarify 
the regulatory responsibilities and standardize the 
market order. In August 2016, the China Banking 
Regulatory Commission (CBRC) and three other 
ministries jointly issued the Provisional Rules for 
the Administration of the Business Activities of 
Online Lending Information Intermediary Institutions 
(Provisional Rules). Both the Guiding Opinions 
and the Provisional Rules establish a regulatory 
framework for FinTech credit.

The regulation policies emphasize that FinTech 
credit platforms are essentially an information 
intermediary rather than a credit intermediary. 
Their online lending service is a financial information 
intermediary business, involving financial 
intermediation and related risk management.

The Guiding Opinions require that supervision 
and regulation of FinTech credit should follow the 
principles of “legitimate supervision, appropriate 
supervision, classified supervision, collaborative 
supervision, and innovative supervision”. 

The Provisional Rules define the boundaries of 
FinTech credit platforms’ business by prohibiting 
certain acts such as: 

• Fund-raising for themselves directly or indirectly; 
accepting and collecting lenders’ funds directly or 
indirectly

• Guaranteeing principal or interest for the lenders 
directly or by implication

• Authorizing a third party to promote the financing 
projects in any physical places except for 
electronic channels

• Splitting the duration of the financing projects

• Carrying out asset securitization or assignment of 
debt

• Fabricating or exaggerating the authenticity of 
financing projects to mislead lenders or borrowers

• Engaging in equity-based crowdfunding and other 
businesses. 

The Provisional Rules stipulate the upper limit of 
borrowed funds. The upper limit of the borrowing 
balance of an individual (natural person) is no 
more than CNY 200,000 (~$30,000) from one 
FinTech platform and no more than CNY 1 million 
(~$150,000) across all platforms. The upper limit of 
the borrowing balance of a firm (legal person) or 
other organization is no more than CNY 1 million 
and CNY 5 million (~$750,000), respectively.

Source: Replicated from Financial Stability Board, 2018
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Sandbox for Emerging FinTech Regulatory 
Frameworks
There are many approaches to developing alternative 
financing regulations amongst which are Regulatory 
Technology (RegTech) taskforces, regulatory sandbox, 
setting up an innovation office, to name a few. In the 
AFI Survey Report on FinTech for MSME Financing, the 
majority of the SMEFWG members use a regulatory 
sandbox method to devise a relevant and appropriate 
legal framework on alternative financing methods, 
where FinTech and the use of digital credit to finance 
MSMEs are amongst those methods.

Regulatory Sandbox is a regime that allows businesses 
and innovators to test their innovative products, 
services or solutions in the market under a more 
relaxed regulatory environment, but within a 
well-defined space and duration agreed with the 
regulator(s). Regulatory Sandboxes showcase the 
willingness of regulators to engage with industry 
participants and consumers with an ultimate objective 
of creating a balance between financial inclusion, 
consumer protection and financial stability. 

FIGURE 8: MALAYSIA'S FINTECH REGULATORY SANDBOX FRAMEWORK

Realizing that FinTech calls for a balanced approach that carefully considers the potential benefits 
and risks that these developments bring, Bank Negara Malaysia (BNM) established a Financial 
Technology Regulatory Sandbox Framework in 2016. The establishment of this framework also allows 
the regulator to keep a close eye on risks that may emerge or be amplified as digital innovation becomes a more 
prominent feature in our financial system. 

Data security, consumer protection and financial integrity are among the most important issues that will continue 
to warrant attention. The Framework reflects the Bank’s long-standing policy in striking an optimal balance 
between promoting innovation whilst preserving financial stability and protecting consumer interest. Since then, 
the FinTech regulation has matured and different FinTech services are regulated by different authorities depending 
on the business activity undertaken. The image below illustrates Malaysia’s regulatory ecosystem on FinTech.

Regulatory mandates of different regulators

Falls under both purview depending on
the specific use(s) of such technology

Online remittance

Insurance aggregator

Digital bank

Currency exchange

Equity/Property crowdfunding

P2P lending

INvestment aggregator

Invoice trading marketplace

Machine learning

Biometric KYC

Blockchain / DLT

Robo-advisor

Financial market:
Banking / Insurance / payment / 

money service business

Capital market:
Exchange / clearing house

/ asset management 

Lending
activities

Fintech services are regulated by different authorities depending on the business activity undertaken

Risk and failure are an integral part of innovation. 
Given that a regulatory sandbox operates in a live 
environment, failure may result in financial loss or other 
risks to the sandbox participants and their customers. It 
is therefore imperative for the sandbox to incorporate 
appropriate safeguards to manage the risks and contain 
the consequences of failure. Sandboxes offer a faster 
route to market, a safe environment for regulatory 
experimentation, and an understanding of the main 
challenges that both regulators and participants must 
overcome. In doing so, it may reduce regulatory costs 
and information asymmetries between regulators and 
FinTech providers and provide critical insights, including 
data on the underserved segments, such as women-
owned MSMEs and women entrepreneurs, which can 
support the development of evidence- and data-based 
policies and regulations.

https://www.afi-global.org/publications/survey-report-on-fintech-for-msme-access-to-financing/
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Market Conduct Enforcement on Digital Credit
Digital credit may bring new risks requiring specific 
rules and oversight of digital credit models. AFI’s Policy 
Guidance Note on Digitally Delivered Credit provides a 
summary of experiences of central banks and financial 
regulators in regulating risks via oversight mechanisms. 
These risks for policymakers include: 

1. Different levels of oversight, as well as different 
requirements for product approval and reporting 
across digital credit providers. The mix of 
regulated and unregulated providers in digital 
credit markets means that firms offering similar 
products to similar consumer segments will have 
different compliance requirements, which may give 
unregulated lenders an advantage. 

2. Unequal application of consumer protection rules 
across provider types. Since many jurisdictions 
have incomplete consumer protection rules in 
place, digital credit users may not always receive 
the same level of consumer protection in areas such 
as disclosure of costs and key terms, protection 
of personal and account-level data, and rights to 
recourse and redress. This is particularly important 
when relating to vulnerable population segments 
as they have less opportunity to gain high levels of 
financial capability and re more exposed to risk. 

3. Lack of competition in the digital credit market. 
This can include insufficient sharing of consumer 
data and loan performance by incumbent providers, 
higher costs to access mobile money and MNO 
channels or even restricting access for new lenders. 
These are concerns when MNOs and MMOs in a 
telecommunications or mobile money market form 
exclusive partnerships with only a few lenders and 
offer them access to their customer base and data 
while restricting access to other lenders.

Bank Negara Malaysia expects the Financial Technology Regulatory Sandbox will continue to be a reliable channel 
to test new solutions that face regulatory challenges. The sandbox is created specially to test FinTech solutions 
with high potential to fill in market gaps. It serves as a platform to enable innovative solutions to be deployed and 
tested in a live environment, but within specified parameters and time frames.

Thus far, the sandbox has enabled BNM to calibrate its policies through an evidence-based approach, while 
helping participating FinTech companies validate and refine the value propositions of their solutions. Customers 
have also benefited through more affordable, accessible, and efficient solutions, which have served to encourage 
wider adoption of digital financial services.

In 2017, Bank Negara Malaysia established the Financial Technology Enabler Group (FTEG), a unit responsible 
for formulating and enhancing regulatory policies to facilitate the adoption of technological innovations in the 
Malaysian financial services industry.

FIGURE 9: BRAZIL COLLABORATIVE SANDBOX MODEL

The Central Bank of Brazil (BCB) and 
the National Federation of the Central 
Bank Employees Association created a 
multi-jurisdictional sandbox model, with features 
to accelerate innovation through collaboration. 
The Laboratory of Financial and Technological 
Innovation (LIFT), launched in 2018, is a “sectoral 
sandbox” that fosters innovative technological 
solution prototypes for the Brazilian financial 
market. LIFT is based on an open architecture 
platform where FinTech, technology companies 
and financial institutions can collaborate on 
new product and services in an experimental 
environment without consumers. According to 
the creators of LIFT, “The intention is to create a 
continuous process of proposition, appreciation and 
development of ideas to strengthen the innovation 
ecosystem in the financial system.”
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FIGURE 10: KENYA ENFORCES DISCLOSURE 
REQUIREMENTS FOR DIGITAL CREDIT

The Competition Authority of Kenya 
(CAK) in 2016 issued an order to all 
digital financial services providers to 
provide the full price of DFS transactions on a 
customer’s mobile handset prior to completing the 
transaction. This order was issued in response to 
the poor price disclosure practices in the Kenyan 
DFS market where many providers, including digital 
credit providers, did not disclose to consumers 
the cost of their product or transaction before the 
consumer accepted the transaction on their mobile 
device. 

This ruling was issued under the CAK’s authority 
established in the Competition Act (2012), which 
applies to all firms in the Kenyan market. This 
means that the implementation of, and compliance 
with, this order was not affected by the large 
number of unregulated financial service providers 
operating in Kenya. In the case of digital credit 
this means that, unlike rules enforced by central 
banks, CAK’s order indisputably applied to all digital 
credit providers, regardless of whether they are a 
regulated bank, app-based lender or any other type 
of firm.

4. Risk of over-indebtedness. An easy and automatic 
enrollment process, compelling marketing 
strategies that include unsolicited loan offers, 
and misleading disclosure of terms, can all 
encourage borrowers to take on loans without 
considering whether they need the loan and how 
they will repay it. This is a particular risk for those 
population groups at the foundation of the pyramid

5. Risk of market saturation due to fast-scaling 
products. The use of algorithms for digital credit-
scoring models and digital delivery channels makes 
it possible to provide millions of loans instantly and 
simultaneously. This introduces potential prudential 
risks for providers if their scoring models are not 
well-designed and they expand their loan portfolio 
too quickly. There is precedent in examples such 
as microfinance in Nicaragua and payroll lending 
in South Africa, where mass market consumer 
credit products have led to the failure of financial 
institutions. Better monitoring of digital credit 
models and loan portfolios will be necessary to 
avoid market saturation and prudential risks. 
There is also a risk of algorithmic bias which can 
structurally exclude certain population groups 
increase their costs. 
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FIGURE 11: TANZANIA'S ARRANGEMENTS FOR 
EMERGING DIGITAL CREDIT

The Fair Competition Commission has a 
broad mandate to promote and protect 
competition, as well as prevent unfair 
and misleading market conduct. In pursuance of 
that mandate, the Commission issued Standard 
Form (Consumer Contracts) Regulations, 2014 
to govern business contracts and prevent unfair 
market terms in the contracts. The regulations 
provide a basis for reviewing the terms and 
conditions of contracts, including digital credit 
products. Section 36 of the Fair Competition 
Act requires all terms and conditions governing 
consumer transactions to be registered with the 
Commission. However, the Commission has limited 
capacity to enforce market conduct across all 
sectors.

The operations of banking, payments systems and 
financial cooperatives are governed by separate 
laws that contain some elements of financial 
consumer protection. For example, section 49 of 
the Banking and Financial Institutions Act, 2006 
deals with fair lending in terms of loan repayment, 
changes in the terms of lending and indexing 
of interest rates. Disclosure of the terms and 
conditions of bank credit products is governed 
by Banking and Financial Institutions (Disclosure) 
Regulations, 2014. The Bank of Tanzania also has a 
Complaint Handling Desk. 

However, the disclosure regulations and the 
consumer recourse mechanism cater to bank credit 
products, while all payment services providers are 
licensed and regulated by the Bank of Tanzania 
under the National Payments Systems Act, 2015. 
In this regard, MNOs are required to set up a legal 
entity for the provision of mobile money. The 
Act, together with the respective regulations, 
has provisions dealing with consumer protection 
requirements for payment services.ì

The range of financial services in the market 
and the multiple agencies involved in licensing, 
regulation and supervision necessitates inter-
agency cooperation in the enforcement of fair 
market conduct, and complaints handling becomes 
critical. To that end, the Fair Competition 
Commission is working on arrangements for 
collaboration with financial services regulators 
through Memorandum of Understanding 

mechanism. The Ministry of Industry and Trade, 
which is responsible for the licensing of non-
deposit-taking credit providers, is also covered in 
the envisaged collaborative arrangements. The 
MoUs will also address potential conflicts among 
regulators in the enforcement of market conduct 
regulations.
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Comprehensive and Effective Credit Referencing 
Systems
It is important that authorities create a gender sensitive 
and enabling regulatory environment, that supports 
comprehensive coverage of the credit referencing 
system, as this will enhance the ability of service 
providers to offer credit in the market effectively. 
Expansion of credit information, including incorporating 
alternative credit referencing, will also contribute to 
greater financial inclusion for unserved and underserved 
consumers.

Authorities should implement comprehensive and 
effective credit referencing systems that incorporate 
a wide range of sourcing information, including from 
non-bank financial services providers. Particular note 
should be given to the different types of information 
that is available about men and women and ensure a 
wide enough pool of indicators are included so there is 
no gender bias. 

AFI’s Policy Framework for Responsible Digital 
Credit provides minimum regulatory and supervisory 
requirements for developing a responsible digital credit 
regime. Specific to credit referencing systems, good 
regulation should:

1. Expand the role and capacity of credit reference 
systems to ensure all financial services providers, 
including non-bank digital lenders, submit data 
to the credit reference bureau. Credit reference 
systems should also facilitate real-time information 
sharing to meet customer needs. 

2. Define rules and procedures that enable a range of 
consumer financial data to be included in the credit 
reference system, including data generated through 
digital financial services.

3. Ensure there are fair, transparent and clear criteria 
for digital credit providers to access and use 
alternative data (e.g., utility bill payments data, 
and mobile phone usage data).

Credit Information Sharing
FinTech/digital lenders, especially non-banks, are not 
required to report financial information about their 
MSMEs borrowers’ and loan performance to credit 
reporting service providers. Digital lenders hesitate 
to provide such information are because they are 
concerns concerned about externalities, resulting from 
competitors who targeting their MSMEs customers that 
are acquired through expensive proprietary lending 
models and acquisition costs and time, and because 
of the complexity of regulatory compliance. However, 

the benefits of reporting credit application, credit and 
payment performance, and account closure data to 
credit reporting service providers who are consistent 
with the data reported by banks and other lenders, 
outweigh these concerns. This information becomes 
particularly useful when fully disaggregated by 
indicators such as sex and age. 

The policy issues of sharing and collecting alternative 
data pose questions for the sustainability of the 
traditional role and business model of the credit 
reporting industry itself.9 As MSMEs and consumers 
grant permission for lenders and other MSME cloud-
based service providers to access their growing digital 
footprints in exchange for a variety of value-added 
services, including lending, new approaches for 
aggregating and using this data for quality lending 
decisions, through a gender lens, may be needed. 
In essence, in an environment where everyone 
can contribute non-traditional credit data (such as 
e-commerce, mobile, social media, trade, and the 
like), and many types of entities can use this data (not 
just banks or traditional non-bank lenders), market 
alternatives to traditional credit reporting services may 
be needed.

As the G20 High Level Principles of Digital Financial 
Inclusion highlight, policy makers and regulators should 
promote the establishment and responsible use of 
flexible, dynamic credit reporting systems modeled 
on best practices as outlined by the International 
Committee on Credit Reporting (ICCR). These can 
include systematic collection of relevant, accurate, 
timely data disaggregated by sex and age from all 
reliable, appropriate, and available sources, and 
retained for a sufficient period. The overall legal and 
regulatory framework for credit reporting should be 
clear, predictable, nondiscriminatory, proportionate, 
and supportive of consumer data protection and 
privacy rules.

9 See the World Bank, 2018, “Data Protection and Privacy for Alternative 
Data,” GPFI- FCPL SUB-GROUP DISCUSSION PAPER -DRAFT, May 4

https://www.afi-global.org/sites/default/files/publications/2020-10/AFI_PM_AfPI_FINAL_digital - v2.pdf
https://www.afi-global.org/sites/default/files/publications/2020-10/AFI_PM_AfPI_FINAL_digital - v2.pdf
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FIGURE 12: PHILIPPINES CREDIT INFORMATION 
SHARING ENFORCEMENT VIA INDUSTRY PLAYERS

In 2019, FinTech players 
(FintechAlliance.Ph) established 
a Code of Conduct to promote 
transparency and protect customers from any 
possible malpractice and unethical action by 
FinTech players.  The Code upholds higher 
standards of behavior and steers players away from 
attempts to exploit the FinTech industry for money 
laundering, terrorist financing, fraud, and invasion 
of privacy.

The move was made in response to the violation of 
the Data Privacy Act of 2012 by online lenders that 
failed to use professional and non-abusive practices 
in coordinating with borrowers who are unable to 
pay on time. BSP together with other regulators 
such as the Securities and Exchange Commission 
(SEC), Anti-Money Laundering Council (AMLC), 
Bureau of Internal Revenue (BIR), Department 
of Trade and Industry (DTI), and the Insurance 
Commission (IC) expressed support for the said 
code.

Further, outsourcing regulations are also in 
place to provide framework on the appropriate 
processes, procedures and information system that 
can adequately identify, monitor, and mitigate 
operational risks arising from the outsourced 
activities. Key risk areas are assessed prior to 
entering outsourcing contracts with technology 
providers, including the risk on confidentiality and 
integrity of data.

FIGURE 13: CREDOLAB'S FINTECH SOLUTION FOR 
CREDIT SCORING WITH ALTERNATIVE DATA

CredoLab develops credit scores based 
on mobile and web-behavioral data 
to make loans accessible to everyone 
and improve the lives of people who are 
otherwise left out by traditional banking processes. 
Their technology works by transforming the credit 
decision making process and creating a path for 
creditworthy individuals to access mainstream 
financial services. By using customer behavioral 
data, CredoLab empower businesses to underwrite 
applications from unbanked, new-to-bank and 
New-To-Credit (NTC) customers (e.g. self-employed, 
millennials, thin files, etc.).

Built on over 30 million loan applications across 
50+ lending partners, our AI-based algorithm 
crunches over millions of features from opt-in 
smartphone metadata to find the most predictive 
behavioral patterns before converting them into 
credit scores. Established in Singapore in 2016, 
CredoLab has powered over USD1 billion in loans 
issued across 20 countries.

Generating Credit Information from a 
Smartphone
CredoLab developed an app which accesses and 
collects anonymized data regarding call history, 
contacts, SMS history, calendars, and storage. 
Examples of anonymous data collected are 
information about incoming and outgoing phone 
calls, SMS and e-mail messages, data on the use of 
the internet browser and the geographical position 
of the mobile device, information about the list of 
applications installed on the mobile device and the 
calendar data. The app analyses the smartphone 
footprint only after the users has have granted the 
required operating system's permissions and given 
her their data privacy consent. Once the less than 
1-minute process is complete, a credit score is 
then sent to your the respective bank for further 
assessment your on the user’s application.

This app was created as a solution to a low approval 
rate of micro businesses. These applicants often do 
not have credit data in the credit bureau, and often 
do not get access to financing by banks and other 
non-bank financial institutions. This time-saving 
and safe technology provides data solutions to both 
consumer and lender, allowing increased financing 
for MSMEs.
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Data Privacy and Consumer Protection
Consumer data protection is critical in ensuring that 
digital credit, as well as other financial services, give 
consumers confidence that their data is private and 
being used appropriately. It is widely acknowledged 
that women are at greater risk of abuse in the 
financial system and more prone to financial frauds and 
scams, due to their unequal access to resources and 
information and power imbalances at household and 
community levels. Limiting the sharing of consumer 
information without their consent, except when 
providers must comply with law, enhances fair market 
conduct by ensuring that consumers are not unfairly 
treated, discriminated against, or manipulated when 
obtaining financial services. Where it is practical, 
regional cross-border initiatives can build confidence 
between countries, facilitate sharing of best practices 
between policymakers and allow data privacy regulators 
to detect and address non-compliance more easily.

Non-compliance risks may increase with the 
development of big data, more outsourcing due to tie-
ups with FinTech firms, and the associated competition 
for ownership of the customer relationship. AFI’s Policy 
Framework for Responsible Digital Credit provides 
minimum regulatory and supervisory requirements for 
developing a responsible digital credit regime. Specific 
to data protection and privacy, good regulation should:

1. Issue and enforce rules for consumer data 
protection, data privacy and usage rights.

2. Require providers to institute risk mitigation 
measures to protect the security, integrity, and 
confidentiality of customers’ information. Data 
privacy rules and principles should, at minimum, 
include restricted access to consumer data, consent 
to use/process the data, fair and transparent use/
processing of data and ensure confidentiality of 
customer data.

3. Include requirements for providers to obtain 
customer consent before sharing their data with 
third-party entities.

4. Enforce rules that stipulate exceptions to the use 
of consumer data without consumer consent, which 
may include compliance with laws or court orders.

5. Encourage regional data privacy initiatives 
that should be implemented based on common 
principles, support interregional data flows and be 
interoperable with existing APEC and EU approaches 
and with similar national approaches.

6. Put in place a framework for all financial service 
providers to implement transparent, user-friendly, 
gender-sensitive and effective recourse mechanisms 
and dispute resolution mechanisms to address 
MSMEs claims and complaints, whilst taking into 
consideration the differential consumer protection 
needs for women and men. 

Such a framework should define a process for correcting 
or deleting inaccurate or unsolicited information, 
establish a data retention period, set up appropriate 
MSME hotlines to address questions and complaints; and 
provide for consumer protection/complaint agencies 
within the financial regulator or other appropriate 
government departments to address concerns of MSME 
borrowers.

https://www.afi-global.org/sites/default/files/publications/2020-10/AFI_PM_AfPI_FINAL_digital - v2.pdf
https://www.afi-global.org/sites/default/files/publications/2020-10/AFI_PM_AfPI_FINAL_digital - v2.pdf
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FIGURE 14: PHILIPPINES CONSUMER PROTECTION 
EDUCATION

The central bank (Bangko Sentral 
Ng Pilipinas, BSP) is in partnership 
with the Department of Trade and 
Industry (DTI) and two networks of Microfinance 
Non-Governmental organizations (MFNGOs) to 
facilitate information sharing and greater access to 
finance for MSMEs served by DTI Negosyo Centers 
— a one-stop-shop where MSMEs can seek support 
such as processing of permits, linkage to financial 
institutions, and capacity building.

One of BSP’s tasks under this partnership is to assist 
in capacitating Negosyo Centers to deliver financial 
education sessions as part of the broader capacity 
building program for MSMEs. Technical discussions 
on the content of modules and tools resulted in 
agreements focused on topics related to digital 
financial services (DFS), in line with DTI’s banner 
programs promoting e-commerce. Module/tools 
development is ongoing and expected to be rolled 
out to more than 1,000 Negosyo Centers around the 
country to benefit their MSME clients.

The BSP continues to enhance financial literacy of its 
country residents, with focus on expanding strategic 
and multi-sectoral partnerships to reach priority 
sectors such as MSMEs. While the financial literacy 
programs are not FinTech-specific, emphasis is given 
on importance of personal finance, maximizing the 
benefits of use of digital financial products and 
services, and consumer protection, among others.

The BSP is also implementing a Digital Literacy 
Program as part of its financial education advocacy. 
While this Program is not MSME-specific, it targets 
the general public and MSMEs can also benefit. 
The Program aims to increase public trust and 
confidence in the digital finance ecosystem and 
encourage massive usage of DFS by consumers across 
all sectors - individuals, corporations, businesses, 
and even government institutions. Through strategic 
communication campaigns, consumers are informed 
and educated to generate familiarity with DFS; 
reduce their vulnerability to usage errors, scams 
and frauds; mitigate risk of loss; protect consumer 
welfare; and ensure positive customer experiences 
and outcomes.

Source: Bangko Sentral Ng Pilipinas and Philippines Department 
of Trade and Industry, 2021. (https://www.negosyocenter.gov.ph/
negosyocenter)

Policy Guidance
The examples provide useful guidance on measures 
and directions that regulators in AFI member countries 
have taken to promote crowdfunding while safeguarding 
privacy concerns that protect investors. The promotion 
of new technologies for financing MSMEs have its merits, 
but careful considerations towards risks should be 
taken to ensure protection for investors and consumers 
(entrepreneurs or MSME). Policy recommendations for 
the regulation of lending-based and investment-based 
crowdfunding platforms are as follows:10

10 This list is not exhaustive and does not include where we have reached a 
negative conclusion, i.e., that certain approaches should not be taken.

https://www.negosyocenter.gov.ph/negosyocenter
https://www.negosyocenter.gov.ph/negosyocenter
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TABLE 5
POLICY GUIDANCE FOR COLLECTION, PROTECTION, AND USE OF DATA

Accuracy and 
reliability

Regulators, policy makers and industry participants should adopt measures to ensure that alternative data 
collected is lawful, matched to the correct person, obtained from trustable sources, is up-to date and 
relevant to the purpose for what is being used. 

Accountability Industry participants using alternative data for creditworthiness evaluation should be able to track data to 
the original source. Data controllers should be responsible for taking adequate measures to implement data 
protection and privacy principles and be able to demonstrate that they have taken appropriate measures to 
ensure protection of the personal data that they are responsible for from origin to use.

Consent Consumers’ consent must be sought when alternative data is being used for a different purpose than the one 
specified for the data collection. This policy guidance is also applicable for cross-border data flows. When data 
is provided by a third party, cost efficient mechanisms should be in place to enable consent where required.

Consumer’s 
Rights 

Data controllers should put in place mechanisms that allow consumers access to their data, ability to correct 
their information, and request the deletion of data based on applicable terms on retention periods.  In 
addition, consumers should also be able to object to the processing of their information for certain purposes 
(i.e., marketing), and should be given the opportunity to transfer their data to any other service provider of 
their choice without affecting the usability of the data.

Data Collection Alternative data involving personal information used for the evaluation of creditworthiness of consumers and 
MSMEs should be collected and processed lawfully. The legal bases could involve consumers’ consent for 
collection collecting and processing that what is necessary, such as: For the performance of a contract to 
which the data subject is party.
1. For the compliance of legal obligations.
2. To protect vital interests of the data subject.
3. For the performance of a task carried out in the public interest or in the exercise of official authority 

vested in the controller.
4. For the purposes of legitimate interests pursued by the controller or by a third party.

Security Alternative lenders should conduct periodic cybersecurity risk assessments, develop policies and procedures 
to effectively respond to cyber incidents, communicate cyber incidents to all relevant parties, and devote 
resources to assess, monitor and mitigate consequences of cyber-incidents.
With new players and technologies being deployed, regulators and policymakers are under increasing 
pressure to ensure that the consumer’s and the public’s data are protected. In addition, many new financial 
service providers and/or FinTech players have often not made sufficient investment in data protection and 
cyber security. As such, they find themselves at increasing risk.
For alternative lenders, especially new financial players and third-party providers who support alternative 
lending approaches, basic checklists such as those developed by the US agency, the Financial Industry 
Regulatory Authority (FINRA), could be adopted. These include: 
• Identifying and assessing cybersecurity threats 
• Protecting infrastructure and platforms from cyber intrusions
• Detecting a compromise or vulnerability
• Responding through a risk-based plan
• Recovering and/or replacing lost data
Since most alternative lenders, third party aggregators and data analytic providers also store, use or 
electronically transmit personal identification information (names, national IDs, social security numbers, 
dates of birth, addresses and other key personal data) or sensitive information (financial records, account 
information, tax filings), additional steps should also be taken to protect privacy.

Transparency Many alternative lenders do not offer comparable standardized pricing policies. In addition, there are 
challenges concerning transparent pricing for new products when repayment occurs as a percentage of 
payments flow, and not as specific sums on specific dates. These are challenges that not addressed by 
traditional annual percentage rate (APR) rules do not address.
Consumers need to understand the key facts about data collection such as purpose of the data collection, 
potential users of the data, consumers’ rights, details on dispute handling mechanism and lawful bases for such 
data collection. Informing consumers about these facts, contributes to enhanced transparency and trust. This 
could be achieved in the form of a privacy policy or privacy notes.
In France, transparency requirements include the requirement for FinTech lenders to inform investors about 
the investment project of the borrower, its potential return, and the associated risk. In Spain, platforms must 
verify information provided by the promoter to prevent fraud.
Specific business conduct requirement for a platform should be in place to provide adequate disclosure to 
investors and borrowers on various elements such as (i) how the platform operates and earns its revenue (ii) 
financial disclosure of offerings that may differ according to size of offerings, (iii) risks of engaging in offerings.
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POLICY GUIDELINES: 
FINANCIAL STABILITY11

There are several areas that merit 
authorities’ early attention from the 
financial stability point of view. Potential 
benefits of FinTech identified by FSB 
include decentralization and increased 
intermediation by non-financial entities; 
greater efficiency, transparency, 
competition, and resilience of the 
financial system; and greater financial 
inclusion and economic growth. Potential 
risks include institution-specific 
micro-financial risks that could emerge 
and system-wide macro-financial risks.

In developing a comprehensive regulatory framework, 
policymakers may want to examine the financial 
stability risks that arise with the application of FinTech 
as a means of financing MSMEs. The table below further 
explains these possible risks and measures that can be 
taken to mitigate them.

11 This section draws on: FBS, June 2017, “Financial Stability Implications 
from FinTech Supervisory and Regulatory Issues that Merit Authorities’ 
Attention”.
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TABLE 6
FINANCIAL STABILITY RISKS AND MITIGATIONS

Macro Financial 
Risks

Regulators need to assess systemic and financial stability risks that FinTech innovations present to financial 
sector. This could be concentration/market power by BigTechs and digital platforms, robustness of alternate 
credit assessment platform, extent of unregulated FinTechs operating in the market etc. If such data is 
unavailable, authorities should initiate an exercise towards data gathering and assessment.
Systemic challenges could emerge from several sources, including from greater concentration in some 
market segments and if funding that flows on FinTech lending platforms were to become large and unstable. 
Any assessment of the implications of FinTech for financial stability is challenged by the limited availability 
of both official and privately disclosed data in the FinTech area. Authorities should consider developing their 
own capacity to access existing and new sources of information. 

Strategic Risks Before financial institutions adopt FinTech into their operations, robust strategic and business planning 
processes that allow banks to adapt their business strategies should be considered to properly measure the 
potential impact that new technologies and market entrants may have on their revenue.
Additionally, staff development is key to ensuring bank personnel have the appropriate awareness and 
capability to manage FinTech risks. Sound new product approval and change management processes may be 
considered to address changes not only in technology, but also in business activities.
Authorities should have adequate capacity in terms of technical skills, resources, supervisory tools, and 
systems.

Operational Risks Banks are increasingly relying on third-party service providers for operational support of technology-based 
financial services; as a result, the delivery of these services has become more modular and commoditized. 
Authorities should determine if current oversight frameworks for third-party service providers to financial 
institutions are appropriate, particularly if financial institutions rely on the same third-party service 
providers. Supervisory programs may entail greater coordination globally across financial authorities, and 
with non-traditional partners such as authorities responsible for information technology (IT) safety and 
security. Members may consider the Basel Committee’s Principles for Sound Management of Operational Risk 
(PSMOR) relevant to FinTech developments.

Cyber Risks In recent years, regulators and financial sector supervisors have become increasingly aware that financial 
services aimed to address financial inclusion challenges around the world are becoming vulnerable to cyber 
threats, primarily due to the increasing role of digital services (including mobile and other technologies) in 
the delivery of financial services. As financial services become increasingly digitized, the volume of sensitive 
digital data grows exponentially and with it, the potential for personal and system impacts of data breaches. 
As such, the need for safeguards from illicit access to this data becomes increasingly important.
Consideration should be given to developing or adopting a cybersecurity framework to guide FSPs as to what 
is expected of them. Such a framework should consider appropriateness to the size of the regulated 
institution and the risks it presents to customers particularly in regard to vulnerable segments of the 
population.
AFI’s Guideline Note on Cybersecurity for Financial Inclusion: Framework and Risk Guide shares key principles 
and best practices that offer guidance to assist regulatory and supervisory authorities in devising tools for 
the financial sector to deal with cybersecurity risks. The Guide is also useful for financial service providers to 
help them strengthen their cyber-risk management in the provision of financial services that target the 
last-mile, underserved consumers at the bottom of the pyramid.

$
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Policy Guidance

TABLE 7
POLICY GUIDANCE ON ESTABLISHING FINANCIAL STABILITY

Oversight and 
Legal Risk

Cross-border legal issues and regulatory arrangements. Innovations in cross-border lending, trading and 
payment transactions, including via smart contracts, raise questions about the cross-jurisdictional 
compatibility of national legal frameworks. The legal validity and enforceability of smart contracts and other 
applications of blockchain are in some cases uncertain and should be assessed further. 
Open lines of communication across relevant authorities. The growing importance of FinTech activities and 
the interconnections across the financial system, merit open lines of communication across government 
agencies and authorities to ensure preparedness. Oversight of different aspects of FinTech for financing 
operations may be under the jurisdiction of multiple government agencies. Close collaboration will be 
required to ensure tight oversight. Monitoring the evolution of digital technologies and the implications for 
global financial markets can help public agencies make timely and informed decisions.
Assessing the regulatory perimeter and updating it on a timely basis. Regulators should be agile when there 
is a need to respond to fast changes in the FinTech space, and to implement or contribute to a process to 
review the regulatory perimeter regularly. This may be more easily and efficiently achieved with an approach 
that is neutral about technologies and based on financial service activities.

Compliance Risk Governance and disclosure frameworks for big data analytics. Big data analytics are driving 
transformation across industries with the ability to conduct extensive analytics rapidly and enhance risk 
identification and assessment. Similar to the use of algorithms, the complexity and opacity of some big data 
analytics models makes it difficult for authorities to assess the robustness of the models or new unforeseen 
risks in data protection and privacy, market behavior, and to determine whether market participants are 
fully in control of their systems.

Liquidity as a 
Safety Net

Minimum capital requirement should be imposed on industry players to ensure that, in the event of 
financial distress, crowdfunding platforms can continue to meet operational or compliance costs.  These 
requirements should be based on the nature and scale of the activities undertaken by the platforms and be 
commensurate with their attendant risk. These may include, for example, indemnity insurance, specific 
minimum capital or prudential requirements in order to cover regulatory fees, issuer failures or platform 
bankruptcy.
Both Spain and the United Kingdom have capital requirements in place that increase with a platform’s 
lending volumes, but no liquidity requirements. There are no capital requirements or liquidity requirements 
for FinTech lending platforms in France or China.

Adequate 
Competition

Ensuring fair and competitive prices products may require a more active participation by players in the 
market. Regulators may want to facilitate ease of doing business and introduce incentives to attract FinTech 
FSPs into its market which will allow healthy competition and ensure the best solutions are provided to 
consumers. China has recently introduced requirements for FinTech credit intermediaries to guard against 
lending concentration.

Forecasting Risk Shared learning with the private sector. To develop insights into possible regulatory engagement models, 
authorities should improve communication channels with the private sector and share their experiences with 
regulatory, accelerators and innovation hubs, as well as other forms of interaction. This may also include 
conflicts of interest where industry players have the responsibility for identifying, managing, mitigating, and 
reporting conflicts of interests. Regulators should be empowered to bar investments by platforms where 
appropriate. 
Spain is proposing to introduce rules on conflicts of interest that would also limit investment of the platform 
in the projects it includes.
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CONCLUSION

FinTech exists across various functional 
segments of the financial ecosystem 
from payments, lending, savings, 
financing and investment and insurance. 
With its use comes operational risks and 
challenges for both consumers, MSMEs 
and supervisors/regulators. However, 
as described in this guideline note, 
its benefits to MSMEs are abundant 
and borderless, and policymakers 
should consider applying these new 
technologies on a nation-wide scale 
and having holistic approach to 
these activities, strengthen oversight 
mechanisms and provide practical 
solutions to mitigate these risks; 
these risks are even greater for the 
underserved segments and special 
consideration is further needed of the 
gendered implications of these efforts.

Countries looking to develop regulatory frameworks 
around alternative financing method such as FinTech and 
the use of digital credit may consider the following steps:

> Understand the different types and business models 
of digital alternative financing available for MSMEs in 
the local context as they can be equity-based, 
lending-based, crowdfunding-based or a hybrid of 
these models to suit the demand of local population. 

> Define the usage of digital credit in your local 
context.

> Take stock of the different risk profiles applicable 
such as macro financial risks, strategic risks, 
operational risks, and cyber risks that apply to your 
local context if FinTech is to be used as an 
alternative source of financing for MSMEs.

> Identify the legal jurisdiction of these digital 
alternative financing and integrate within a national 
legal framework either by adoption or by 
establishing new laws.

> Decide on how to approach developing alternative 
financing regulations either by collaboration on the 
supply-side (such as a RegTech taskforce), or 
collaboration by both supply-side and demand-side 
(such as a regulatory sandbox).

> Understand the market conduct of digital credit and 
implement and enforce proper disclosure regulations 
and a consumer recourse mechanism.

> Updated credit referencing systems to include 
alternative credit financing options and consumer 
financial data collected by these new FinTech 
platforms.

> Note that data privacy and cybersecurity will be an 
increasing risk with the usage of FinTech for 
financing. Policies regarding accuracy and reliability, 
accountability, consent, consumer’s rights, data 
collection, security, and transparency will need to 
be explored through a gender lens for an iron-clad 
policy framework.

> Ensure data collection is disaggregated by a wide 
range of indicators, with gender and age being 
paramount

> Develop a gender lens with which to view activities 
to ensure structural bias in omitted and positive 
steps are taken to reduce the gender gap

Aside from the country examples provided in this 
guideline note, other useful reference made in this 
document should be explored if you wish to seek 
learnings from emerging markets and developing 
countries regarding the use of FinTech for financial 
inclusion and the responsible use of digital credit, and 
cybersecurity in digital financial services.
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NTC  New-to-credit

PSMOR   Principles for Sound Management of 
   Operational Risk

P2P  Peer-to-peer

RBI  Reserve Bank of India

RegTech Regulatory Technology

SEBI  Securities and Exchange Board of India

SEC   Securities and Exchange Commission

ACRONYMS AND 
ABBREVIATIONS

AML  Anti-money Laundering

AMLC  Anti-money Laundering Council

API  Application Programming Interfaces

APR  Annual Percentage Rate

BCB  Central Bank of Brazil

BIR   Bureau of Internal Revenue 

BNM  Bank Negara Malaysia

BSP  Bangko Sentral ng Pilipinas

CAK  Competition Authority of Kenya

CBRC  China Banking Regulatory Commission

DFS  Digital Financial Services

DTI  Department of Trade and Industry

EBRD   European Bank for Reconstruction and 
    Development

ECF  Equity Crowdfunding

FinTech  Financial Technology

FSB  Financial Stability Board

FINRA   Financial Industry Regulatory Authority

FTEG  Financial Technology Enabler Group

FTIs  Financial Technology Institutions

IC  Insurance Commission

LIFT  Laboratory of Financial and Technological 
   Innovation

MFNGOs Microfinance Non-Governmental Organizations

MNOs  Mobile Network Operators

MSMEs  Micro, Small and Medium Enterprises

NBFC  Non-banking Financial Companies
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